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Contacting RUCKUS Customer Services and Support

The Customer Services and Support (CSS) organization is available to provide assistance to customers with active warranties on their RUCKUS
products, and customers and partners with active support contracts.

For product support information and details on contacting the Support Team, go directly to the RUCKUS Support Portal using https://
support.ruckuswireless.com, or go to https://www.ruckuswireless.com and select Support.

What Support Do | Need?

Technical issues are usually described in terms of priority (or severity). To determine if you need to call and open a case or access the self-service
resources, use the following criteria:

e  Priority 1 (P1)—Critical. Network or service is down and business is impacted. No known workaround. Go to the Open a Case section.

e  Priority 2 (P2)—High. Network or service is impacted, but not down. Business impact may be high. Workaround may be available. Go to
the Open a Case section.

e  Priority 3 (P3)—Medium. Network or service is moderately impacted, but most business remains functional. Go to the Self-Service
Resources section.

e  Priority 4 (P4)—Low. Requests for information, product documentation, or product enhancements. Go to the Self-Service Resources
section.

Open a Case

When your entire network is down (P1), or severely impacted (P2), call the appropriate telephone number listed below to get help:
e  Continental United States: 1-855-782-5871
e Canada: 1-855-782-5871

e  Europe, Middle East, Africa, Central and South America, and Asia Pacific, toll-free numbers are available at https://
support.ruckuswireless.com/contact-us and Live Chat is also available.

e  Worldwide toll number for our support organization. Phone charges will apply: +1-650-265-0903

We suggest that you keep a physical note of the appropriate support number in case you have an entire network outage.
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Preface
Document Feedback

Self-Service Resources
The RUCKUS Support Portal at https://support.ruckuswireless.com offers a number of tools to help you to research and resolve problems with your
RUCKUS products, including:

o  Technical Documentation—https://support.ruckuswireless.com/documents

e  Community Forums—https://forums.ruckuswireless.com/ruckuswireless/categories

e  Knowledge Base Articles—https://support.ruckuswireless.com/answers

e  Software Downloads and Release Notes—https://support.ruckuswireless.com/#products_grid

e  Security Bulletins—https://support.ruckuswireless.com/security

Using these resources will help you to resolve some issues, and will provide TAC with additional data from your troubleshooting analysis if you still
require assistance through a support case or RMA. If you still require help, open and manage your case at https://support.ruckuswireless.com/

casefmanagement.

Document Feedback

RUCKUS is interested in improving its documentation and welcomes your comments and suggestions.
You can email your comments to RUCKUS at #Ruckus-Docs@commscope.com.

When contacting us, include the following information:
e  Document title and release number
e  Document part number (on the cover page)
e  Page number (if appropriate)
For example:
e  RUCKUS SmartZone Upgrade Guide, Release 5.0
e  Part number: 800-71850-001 Rev A
e Page7

RUCKUS Product Documentation Resources

Visit the RUCKUS website to locate related documentation for your product and additional RUCKUS resources.

Release Notes and other user documentation are available at https://support.ruckuswireless.com/documents. You can locate the documentation by
product or perform a text search. Access to Release Notes requires an active support contract and a RUCKUS Support Portal user account. Other
technical documentation content is available without logging in to the RUCKUS Support Portal.

White papers, data sheets, and other product documentation are available at https://www.ruckuswireless.com.

Online Training Resources

To access a variety of online RUCKUS training modules, including free introductory courses to wireless networking essentials, site surveys, and
products, visit the RUCKUS Training Portal at https://commscopeuniversity.myabsorb.com/.
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Command Syntax Conventions

Document Conventions

The following table lists the text conventions that are used throughout this guide.

TABLE 1 Text Conventions

Convention

monospace

bold

italics

Description Example
Identifies command syntax examples device (config)# interface ethernet 1/1/6

User interface (Ul) components such On the Start menu, click All Programs.
as screen or page names, keyboard

keys, software buttons, and field

names

Publication titles Refer to the RUCKUS Small Cell Release Notes for more information.

Notes, Cautions, and Safety Warnings

Notes, cautions, and warning statements may be used in this document. They are listed in the order of increasing severity of potential hazards.

NOTE

A NOTE provides a tip, guidance, or advice, emphasizes important information, or provides a reference to related information.

ATTENTION

An ATTENTION statement indicates some information that you must read before continuing with the current action or task.

CAUTION
A A CAUTION statement alerts you to situations that can be potentially hazardous to you or cause damage to hardware, firmware,
software, or data.

DANGER
A A DANGER statement indicates conditions or situations that can be potentially lethal or extremely hazardous to you. Safety labels are
also attached directly to products to warn of these conditions or situations.

Command Syntax Conventions

Bold and italic text identify command syntax components. Delimiters and operators define groupings of parameters and their logical relationships.

Convention
bold text
italic text

[]

x|yl z}
x|y

<>

Description
Identifies command names, keywords, and command options.
Identifies a variable.

Syntax components displayed within square brackets are optional.

Default responses to system prompts are enclosed in square brackets.

A choice of required parameters is enclosed in curly brackets separated by vertical bars. You must select one of the options.
A vertical bar separates mutually exclusive elements.

Nonprinting characters, for example, passwords, are enclosed in angle brackets.

Repeat the previous element, for example, member[member...].

Indicates a “soft” line break in command examples. If a backslash separates two lines of a command input, enter the entire command at
the prompt without the backslash.
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About This Guide

° OVEIVIBW...eeeeeeetreieeeeeetrteeeeeeeiateeeeeeeeareeeeeeesasaeeeeessssaeeeeessasaaeseesssssseeeeasssaseeeeassssseeeeaassssseeeeassssseeesensssseeeeaassssseeesenssssseeennnsrnnes 15

° REIAtEA DOCUMENTATION. . ceiiieiriieee ettt ettt ettt e e eeeette e e e eestbseeeeeeetaaeeeeeessssaeeseesssssseeseenssssseeseensssssaeeeenssssseeseenssssseesensnns 15

e  Document History

Overview

This User Guide describes how to install, configure and manage the Ruckus ZoneDirector version 10.4.

This guide is intended for use by those responsible for managing Ruckus network equipment. Consequently, it assumes a basic working knowledge
of local area networking, wireless networking and wireless devices.

NOTE
If release notes are shipped with your product and the information there differs from the information in this guide, follow the instructions
in the release notes.

Most user guides and release notes are available in Adobe Acrobat Portable Document Format (PDF) or HTML on the Ruckus Support website at
https://support.ruckuswireless.com/documents.

NOTE

By downloading this software and subsequently upgrading the ZoneDirector to version 10.4, please be advised that the ZoneDirector will
periodically connect to Ruckus and Ruckus will collect the ZoneDirector serial number, software version and build number. Ruckus will
transmit a file back to the ZoneDirector and this will be used to display the current status of the ZoneDirector Support Contract. Please
also be advised that this information may be transferred and stored outside of your country of residence where data protection standards
may be different.

Related Documentation

In addition to this User Guide, each ZoneDirector documentation set includes the following:
o  Release Notes: Provide information about the current software release, including new features, enhancements, and known issues.

e  Online Help: Provides a web-based version of the content contained in the User Guide. The online help is accessible from the web
interface and is searchable.

e Command Line Reference Guide: Provides a list of CLI commands, their usage syntax and examples.

®  SNMP Reference Guide: Provides a list of supported Simple Network Management Protocol (SNMP) Management Information Base (MIB)
objects.

o  Syslog Alarms and Events Reference Guide: Provides a list of Syslog alarms and events.
o  Upgrade Guide: Provides instructions for upgrading your ZoneDirector and connected RUCKUS Access Points (APs).

e  Forinformation on common ZoneDirector support issues (including video tutorials), visit https://support.ruckuswireless.com/how-to-hub.
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Overview of ZoneDirector

Ruckus Networks ZoneDirector serves as a central control system for Ruckus Wi-Fi Access Points (APs). ZoneDirector provides unified AP
configuration and updates, wireless LAN security control, RF management, and automatic coordination of Ethernet-connected and mesh-connected
APs.

Using ZoneDirector in combination with Ruckus APs allows deployment of a Smart Mesh network, to extend wireless coverage throughout a
location without having to connect each AP to Ethernet.

In a Smart Mesh network, the APs form a wireless mesh topology to route client traffic between any member of the mesh and the wired network.
Meshing significantly reduces the cost and time requirements of deploying an enterprise-class wireless LAN (WLAN), in addition to providing much
greater flexibility in AP placement.

ZoneDirector also integrates network monitoring, sophisticated user access controls, Wi-Fi performance diagnostic tools, highly configurable guest
access features and advanced security features within a single system.

User authentication can be accomplished using an internal user database, or forwarded to an external Authentication, Authorization and
Accounting (AAA) server such as RADIUS or Active Directory. Once users are authenticated, client traffic is not required to pass through
ZoneDirector, thereby eliminating bottlenecks when higher speed Wi-Fi technologies - such as 802.11ax - are used.

This user guide provides complete instructions for using the ZoneDirector web-based user interface. With the web interface, you can customize and
manage all aspects of ZoneDirector and your Ruckus Wi-Fi deployment.

ZoneDirector Physical Features

This section describes the physical features of the ZoneDirector models currently available.

As of release 10.3, ZoneDirector 1200 is the only model currently available.

NOTE
ZoneDirector 3000 is discontinued as of this release and cannot be upgraded to 10.3 or any later release.

e  ZoneDirector 1200 on page 17

ZoneDirector 1200

This section describes the following physical features of ZoneDirector 1200:

e  Buttons, Ports, and Connectors on page 18

RUCKUS ZoneDirector 10.4 User Guide
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e  Front Panel LEDs on page 19

FIGURE 1 ZoneDirector 1200
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ZoneDirector 1200 is designed specifically for small-to-medium enterprises (SMEs), and features a fanless desktop form factor, two GbE ports, and
support for up to 150 APs per controller.

PHYSICAL CHARACTERISTICS

Power . External power adapter
. Input: 110 - 240V AC
° Output: 12V DC, 2A

Physical Size Desktop: 25cm (L), 15.93cm (W), 3.164cm (H)

Weight 2.2 Ibs (1 kilogram)

Ports . 2 Ethernet ports, auto MDX, auto-sensing 10/100/1000 Mbps
. 1 Console RJ-45 port

Environmental Conditions . Operating Temperature: 32°F (0°C) - 104°F (40°C)

. Operating humidity: 20% - 90% non-condensing

Buttons, Ports, and Connectors

The following table describes the buttons, ports and connectors on ZoneDirector 1200.

TABLE 2 ZoneDirector 1200 front panel elements

Label Description

Reset Use the Reset button to restart ZoneDirector.

10/100/1000 Ethernet Two auto negotiating 10/100/1000Mbps Ethernet ports.

Console RJ-45 Console port for accessing the ZoneDirector command line interface.

F/D Factory Default button. To reset ZoneDirector to factory default settings, press and hold the F/D button for at least five

(5) seconds. For more information, refer to Alternate Factory Default Reset Method on page 334.

NOTE
Resetting ZoneDirector to factory default settings will erase all configuration changes that you made,
except for AP licenses and SSL certificates.

RUCKUS ZoneDirector 10.4 User Guide
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The following table describes the LEDs on the front panel of ZoneDirector 1200.

TABLE 3 ZoneDirector 1200 LED descriptions

LED Label

Power

Status

Ethernet Link

Ethernet Rate

State

Solid Green

off

Solid Green

Flashing Green

Red

Flashing Red

Solid Green or Amber
Flashing Green or Amber
Off

Green

Amber

Off

Meaning
ZoneDirector is receiving power.

ZoneDirector is NOT receiving power. If the power cable or adapter is connected to
a power source, verify that the power cable is connected properly to the power
jack on the rear panel of ZoneDirector.

Normal state.

ZoneDirector has not yet been configured. Log into the web interface, and then
configure ZoneDirector using the setup wizard.

ZoneDirector has shut down (but is still connected to a power source).
ZoneDirector is starting up or shutting down.

The port is connected to a device.

The port is transmitting or receiving traffic

The port has no network cable connected or is not receiving a link signal.
The port is connected to a 1000Mbps device.

The port is connected to a 100Mbps device.

The port is connected to a 10Mbps device.

Introduction to the Ruckus Network

Your new Ruckus network starts when you disperse a number of Ruckus access points (APs) to efficiently cover your site. After completing the

ZoneDirector Setup Wizard and connecting the APs to ZoneDirector, you have a secure wireless LAN (WLAN) for both internal users and guest users.

After using the web interface to set up user accounts for staff and other authorized users, your internal WLAN can be put to full use, enabling

authorized users to access the local network, surf the internet, share files, print, check email, and more.

Internal users can easily configure their corporate-issued and BYOD client devices to connect to your corporate WLANs using "Zero-IT Activation",

which allows users to self-register their devices and automatically configure them with the proper connection settings with minimal involvement

from the IT department.

And as a bonus, guest workers, contractors and visitors can be granted limited controlled access to a separate Guest WLAN with minimal setup

required.

Using the ZoneDirector web interface, you can fine-tune and monitor your Wi-Fi networks, customize additional WLANs for specific use cases,

manage authorized and guest users, monitor the network's security and performance, and expand your radio coverage, if needed.

RUCKUS ZoneDirector 10.4 User Guide
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Installing ZoneDirector

Basic installation instructions are included in the Quick Start Guide that shipped with your ZoneDirector. The steps are summarized below:

1. Connect and discover ZoneDirector using UPnP (Universal Plug and Play). On Windows clients, you may need to turn on network discovery
in the Network and Sharing Center > Advanced Sharing Settings.

NOTE
Beginning in ZoneDirector 10.2, you can also perform the same Setup Wizard steps using a CLI Wizard. Refer to the
ZoneDirector 10.2 Command Line Interface Reference Guide for more information.

Double-click the ZoneDirector icon when UPnP displays it, or
Point your web browser to ZoneDirector's IP address (default: 192.168.0.2).
Run the Setup Wizard to create an internal and (optionally) a guest WLAN.

vk w0

Distribute APs around your venue, and connect them to power and to your LAN.

RUCKUS ZoneDirector 10.4 User Guide
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6.  Begin using your Ruckus network.

FIGURE 2 Discover ZoneDirector using UPnP
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FIGURE 3 ZoneDirector Setup Wizard

ﬁ( Ruckus

™

Setup Wizard-ZoneDirector ZD1200

ZD1200 Version:10.0.0.0 build 1222

Language
General
Management IP
Wirgless LANS
Administrator
Confirmation
Service Terms.

Finish

Language

Welcome to the Ruckus Wireless ZoneDirector Setup Wizard. Use this wizard to prepare ZoneDirector to run your vireless network. To start, select the display language
that you want to use on the Web interface.

Language |English v
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Ensuring That APs Can Communicate with ZoneDirector

Before ZoneDirector can start managing an AP, the AP must first be able to discover ZoneDirector on the network when it boots up. This requires
that ZoneDirector's IP address be reachable by the AP (via UDP/IP port numbers 12222 and 12223), even when they are on different subnets.

This section describes procedures you can perform to ensure that APs can discover and register with ZoneDirector.

NOTE

This guide assumes that APs on the network are configured to obtain IP addresses from a DHCP server. If APs are assigned static IP
addresses, they must be using a local DNS server that you can configure to resolve the ZoneDirector IP address using zonedirector.{DNS
domain name} or zonedirector if no domain name is defined on the DNS server.

How APs Discover ZoneDirector on the Network

1. When an AP starts up, it sends out a DHCP discovery packet to obtain an IP address.

2. The DHCP server responds to the AP with the allocated IP address. If you configured DHCP Option 43 (or DHCPv6 Option 17) (see Option
2: Customize Your DHCP Server on page 23), the DHCP offer response will also include (among others) the IP addresses of ZoneDirector
devices on the network along with the address of the DNS server that can help resolve the ZoneDirector IP addresses.

3. After the AP obtains an IP address, it first attempts to contact a ZoneDirector whose IP address has been pre-configured on the AP. If an
AP has a pre-configured ZoneDirector IP address, it will always use an L3 LWAPP (lightweight access point protocol) discovery message to
attempt to discover the pre-configured primary/secondary ZoneDirector.

e  An AP with a pre-configured ZoneDirector IP address will only attempt to discover the pre-configured ZoneDirector(s) and will skip
the DHCP/DNS/last joined ZoneDirector steps. If it is unable to contact its pre-configured ZoneDirector, it will enter “sulk” state, and
will remain in an idle/discover/sulk loop until it receives a response from a pre-configured primary or secondary ZoneDirector.

4. If a primary/secondary ZoneDirector IP address has not been configured on the AP, the AP next attempts to build a list of candidate
ZoneDirectors by sending an L3 discovery request (IPv4 subnet broadcast/IPvé multicast packet) to each candidate address received from
DHCP and DNS at the same time, and waits for a response from any ZoneDirector that can respond.

e  The AP may receive multiple responses from DHCP and DNS if multiple ZoneDirector IP addresses have been configured on the DHCP
server or DNS server.

5. If the AP receives a response from a single ZoneDirector device, it will attempt to register with that ZoneDirector device.

6. If the AP receives responses from multiple ZoneDirector devices, it will attempt to register with the ZoneDirector that it previously
registered with (if any).

o This ZoneDirector can be on the same local IP subnet or a different subnet. The AP will have a preference for a ZoneDirector device
that it previously registered with.

7. If this is the first time that the AP is registering with ZoneDirector, it will attempt to register with the ZoneDirector device that has the
lowest AP load. The AP computes the load by subtracting the current number of APs registered with ZoneDirector from the maximum
number of APs that ZoneDirector is licensed to support.

If the AP does not receive a response from any ZoneDirector device on the network, it goes into idle mode. After a short period of time, the AP will
repeat this discovery cycle until it successfully registers with a ZoneDirector.

How to Ensure that APs Can Discover ZoneDirector on the Network

If you are deploying the APs and ZoneDirector on different subnets, you have three options for ensuring successful communication between these
two devices:

e  Option 1: Perform Auto Discovery on Same Subnet then Transfer the AP to Intended Subnet on page 23

RUCKUS ZoneDirector 10.4 User Guide
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e  Option 2: Customize Your DHCP Server on page 23
e  Option 3: Register ZoneDirector with a DNS Server on page 26

NOTE

If the AP and ZoneDirector Are on the Same Subnet: If you are deploying the AP and ZoneDirector on the same subnet, you do not need
to perform additional configuration. Simply connect the AP to the same network as ZoneDirector. When the AP starts up, it will discover
and attempt to register with ZoneDirector. Approve the registration request (if auto approval is disabled).

Option 1: Perform Auto Discovery on Same Subnet then Transfer the AP to Intended Subnet

If you are deploying the AP and ZoneDirector on different subnets, let the AP perform auto discovery on the same subnet as ZoneDirector before
moving the AP to another subnet.

To do this, connect the AP to the same network as ZoneDirector. When the AP starts up, it will discover and attempt to register with ZoneDirector.
Approve the registration request if auto approval is disabled. After the AP registers with ZoneDirector successfully, transfer it to its intended subnet.
It will be able to find and communicate with ZoneDirector once you reconnect it to the other subnet.

NOTE
If you use this method, make sure that you do not change the IP address of ZoneDirector after the AP discovers and registers with it. If
you change the ZoneDirector IP address, the AP will no longer be able to communicate with it and will be unable to rediscover it.

Option 2: Customize Your DHCP Server

NOTE
The following procedure describes how to customize a DHCP server running on Microsoft Windows. If your DHCP server is running on a
different operating system, the procedure may be different.

NOTE
For ZoneDirector discovery using IPvé, see IPv6 Configuration for ZoneDirector Discovery using DHCPVé.

Configuring the DHCP Server for ZoneDirector-AP Communication

To customize your DHCP server, you need to configure DHCP Option 43 (043 Vendor Specific Info) with the IP address of the ZoneDirector device on
the network.

When an AP requests an IP address, the DHCP server will send a list of ZoneDirector IP addresses to the AP. If there are multiple ZoneDirector
devices on the network, the AP will automatically select a ZoneDirector to register with from this list of IP addresses.

RFC 2132 describes DHCP Option 60 and Option 43. DHCP Option 60 is the Vendor Class Identifier (VCI). The VCl is a text string that identifies a
vendor/type of a DHCP client. All Ruckus Access Points are configured to send “Ruckus CPE” as the Vendor Class Identifier in option 60, and expect
ZoneDirector IP information to be provided in DHCP option 43 (Vendor Specific Info), encapsulated with sub-option code 03 (the sub-option code
for ZoneDirector).

The RFC describes how vendors can encapsulate vendor-specific sub-option codes (ranging from 0 to 255). Sub-options are embedded in option 43
as TLV (type, length, value) blocks.

Ruckus Access Points support non-TLV format option 43 values with comma separated IP address strings for discovering ZoneDirectors, and also TLV
based option 43 encapsulation as specified in RFC 2132.

For ZoneDirector information (sub-option code 03)

e Type: 0x03

RUCKUS ZoneDirector 10.4 User Guide
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e Length: Count of the characters in the ASCII string. (Length must include the commas if there is more than one ZoneDirector specified.)

o  Value: A non-null terminated ASCII string that is a comma-separated list of ZoneDirector IP addresses
Example: If the there are two ZoneDirectors with IP addresses 192.168.0.10 and 192,168.0.20, then the value will be "192.168.0.10,192.168.0.20"
and the length is 25 (hex value 0x19).

For UMM information (sub-option code 01)
To configure your DHCP server for Unleashed Multi-site Manager (UMM, formerly known as FlexMaster) discovery, use the following settings.
e Type: 0x01

o Length: Count the number of characters in the ASCII string. (Length must include "http", plus all colons, slashes and decimals in the
complete URL.)

o  Value: A non-null terminated ASCII string that is a URL.
Example: If the UMM (FlexMaster) URL is http://192.168.10.1/intune/server, the length is 33 (hex value 0x21).

You will need this information when you configure DHCP Option 43 for both UMM and ZoneDirector. To calculate the length field conversion from
decimal to hexadecimal, you can use an online conversion website, such as http://www.easycalculation.com/decimal-converter.php, to perform the
conversion.

The table below lists the sub-option code, UMM URL and ZoneDirector IP address that are used as examples in this procedure, along with their
lengths in decimal and hexadecimal values.

URL / IP Address Decimal Length = Hexadecimal Length Sub-option
Code
UMM http://192.168.10.1/intune/server (URL) 33 21 01
ZoneDirector 192.168.10.2 (IP Address) 12 ocC 03

Most commonly used DHCP servers such as Microsoft DHCP and ISC DHCP support vendor class DHCP option spaces and mapping of those option
spaces to option 60. While you can achieve encapsulating TLVs in option 43 by hard coding the DHCP option 43 value, Ruckus recommends using
vendor class option spaces - especially when you have more than one vendor type on the network and need option 43 to be supported for different
vendor type DHCP clients.

The following example describes how you can encapsulate option 43 using DHCP vendor class option spaces to provide two ZoneDirector IP
addresses: 192.168.0.10 and 192.168.0.20.

Configure Vendor Class Identifier and Vendor Specific Info sub-options on Microsoft DHCP server
Configure vendor class for Ruckus Access Points:
1. Inthe Server Manager window, right-click the IPv4 icon, and choose Define Vendor Classes from the menu.
2. Inthe DHCP Vendor Classes dialogue, click Add to create a new vendor class.
3. Enter the value to describe the option class/space, (e.g., RuckusWirelessAP). Optionally, you can also enter a description.
4. Add the VCI string in the ASCII field and click OK. The new vendor class is created Close to close the dialogue.
5. Right-click the newly created vendor class and select Set Predefined Options...

6. Predefine the ZoneDirector sub-option type for the newly created vendor class. This section defines the code and format of the sub-
option (code for ZoneDirector and comma separated IP addresses in ASCII text string).

7. Configure the option with a value either at the server level, scope level or at Configure Options > Advanced

RUCKUS ZoneDirector 10.4 User Guide
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NOTE

You can also optionally configure DHCP Option 12 (Host Name) to specify host names for APs. Then, when an AP joins ZoneDirector and
ZoneDirector does not already have a device name for this AP, it will take the host name from DHCP and display this name in events, logs
and other web interface elements. See your DHCP server documentation for instructions on Option 12 configuration.

IPvé6 Configuration for ZoneDirector Discovery Using DHCPv6

Beginning with release 9.13, ZoneDirector also supports AP discovery using IPvé DHCP Option 17 (in addition to IPv4 DHCP Option 43).

NOTE
The following instructions assume isc-dhcp-server as the Linux DHCP server. For other DHCP servers, refer to the relevant documentation
for instructions on customizing the DHCPvé Option 17 sub-options.

To configure a DHCPv6 server for AP controller discovery, use the following procedure:

1. Install radvd

yum radvd

2. Install isc-dhcp-server:

yum isc-dhcp-server

3. Edit the “/etc/radvd.conf” file as follows:

interface ethl

{
AdvSendAdvert on;
AdvOtherConfigFlag on;
prefix 2001:db8:0:2::/64
{
bi

bi

4. Edit the “dhcpé.conf file” as follows:

default-lease-time 600;
max-lease-time 7200;
log-facility local7;
subnet6 2001:db8:0:2::/64 {
# Range for clients
range6 2001:db8:0:2::129 2001:db8:0:2::254;
# Additional options
option dhcp6.name-servers fec0:0:0:1::1;
option dhcp6.domain-search "domain.example";
option dhcp6.vendor-opts 00:00:61:dd:
00:06:<-- suboption code 6 for SmartZone List
00:20:<-- suboption length, 2 IP addresses in the list, so value is 0x20
20:01:19:20:01:c£f:00:00:00:00:00:00:00:00:00:01:<-- IP address
20:01:19:20:01:c£:00:00:00:00:00:00:00:00:00:02:<-- IP address
00:03:<-- suboption code 3 for ZD List
00:20:<-- suboption length, 2 IP addresses in the list, so value is 0x20
20:01:19:20:01:c£:00:00:00:00:00:00:00:00:00:03:<-- IP address
20:01:19:20:01:c£:00:00:00:00:00:00:00:00:00:04;<-- IP address
# Prefix range for delegation to sub-routers
prefix6 2001:db8:0:200:: 2001:db8:0:£00:: /56;
# Example for a fixed host address
host specialclient {
host-identifier option dhcp6.client-id
00:01:00:01:4a:1f:ba:e3:60:09:1£:01:23:45;
fixed-addressé6 2001:db8:0:2::127;
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5. To confirm that the AP has received the correct IP info through DHCPvé option 17, you can check the /tmp/dhcpé_vendor_opts file. Use
the following command on the AP CLI:

# cat /tmp/dhcp6 vendor opts
code3
2001:1920:1cf::3
2001:1920:1cf::4
end
codeb6
2001:1920:1cf::1
2001:1920:1cf::2
end

6. You have completed configuring the isc-dhcp-server for controller discovery using DHCPvé Option 17. To confirm that the DHCPvé options
are configured properly (whether using isc-dhcp-server or another DHCPvé server), you should ensure that the Option 17 configuration
looks like the following figure:

FIGURE 4 Ensuring that DHCPvé Option 17 is configured correctly

wvVendor-specific Information
Option: Vendor-specific Information (17)
Length: 76
Value: 080061ddoa06EA202001192001cTORE00RE00AE00AE00EEL. . .
Enterprise ID: Ruckus Wireless, Inc. (25853)
woption
Option code: &
Option length: 32
Option data: 2001192001cfO000E00RE00EE00A00012001192001cTROAd. ..
woption
Option code: 3
Option length: 32
Option data: 2001192001cfOO0RE00RE00EE00A00032001192001cTROAd. ..

Option 3: Register ZoneDirector with a DNS Server

If you register ZoneDirector with your DNS server, supported APs that request IP addresses from your DHCP server will also obtain DNS related
information that will enable them to discover ZoneDirector devices on the network. Using the DNS information they obtained during the DHCP
request, APs will attempt to resolve the ZoneDirector IP address (or IP addresses) using zonedirector.{DNS domain name}.

To register ZoneDirector devices with DNS server:
o  Step 1: Set the DNS Domain Name on the DHCP Server
e  Step 2: Set the DNS Server IP Address on the DHCP Server
o  Step 3: Register the ZoneDirector IP Addresses with a DNS Server
NOTE

The following procedures describe how to customize a DHCP server running on Microsoft Windows Server. If your DHCP server is running
on a different operating system, the procedure may be different.

Step 1: Set the DNS Domain Name on the DHCP Server

1. From Windows Administrative Tools, open DHCP, and then select the DHCP server that you want to configure.
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If the Scope folder is collapsed, click the plus (+) sign to expand it.

Right-click Scope Options, and then click Configure Options. The General tab of the Scope Options dialog box appears.
Under Available Options, look for the 15 DNS Domain Name check box, and then select it.

In the String value text box under Data Entry, type your company’s domain name

Click Apply to save your changes.

Click OK to close the Scope Options dialog box.

FIGURE 5 Select the 015 DNS Domain Name check box, and then type your company domain name in String value

General I Advanced |

Axvailable Options | Description il
[ 014 Merit Dump File Path name f__g
015 DNS Domain Mame DMS Domnai

[ 016 Swap Server Address of ¢

[ 117 Root Path Path name f
d | e

—Data entry
Stiing walue:

tuckuswireless. conl

QK I Cancel Apply

Step 2: Set the DNS Server IP Address on the DHCP Server

1
2
3.
4
5

From Windows Administrative Tools, open DHCP, and then select the DHCP server you want to configure.

If the Scope folder is collapsed, click the plus (+) sign to expand it.

Right-click Scope Options, and then click Configure Options. The tab of the Scope Options dialog box appears.
Under Available Options, look for the 6 DNS Servers check box, and then select it

In the IP address box under Data Entry, type your DNS server’s IP address, and then click Add. If you have multiple DNS servers on the
network, repeat the same procedure to add the other DNS servers.

Click Apply to save your changes.
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7. Click OK to close the Scope Options dialog box.

FIGURE 6 Select the 006 DNS Servers check box, and then type your DNS server’s IP address in the Data entry section

General I Advanced |

Available Options | Description :I
[ 005 Name Servers Aray of han—
00E DS Servers Array of DM!

[J 007 Log Servers Array of MIT

[J 008 Cookie Servers Array of coo -
q | i

— Data entry
Server name;

I Hesolve |

IE address:

|1?2.1?.1?.4 Add |

Remove |
Up |
[y |

’TI Cancel Apply

Step 3: Register the ZoneDirector IP Addresses with a DNS Server

After you complete configuring the DHCP server with DNS related information, you need to register the IP addresses of ZoneDirector devices on the
network with your DNS server. The procedure for this task depends on the DNS server software that you are using.

Information on configuring the built-in DNS server on Windows is available at http://support.microsoft.com/kb/814591

NOTE
If your DNS server prompts you for the corresponding host name for each ZoneDirector IP address, you MUST enter zonedirector. This is
critical to ensuring that the APs can resolve the ZoneDirector IP address.

After you register the ZoneDirector IP addresses with your DNS server, you have completed this procedure. APs on the network should now be able
to discover ZoneDirector on another subnet.

Firewall Ports that Must be Open for ZoneDirector Communications

Depending on how your network is designed, you may need to open ports on any routers or firewalls located between ZoneDirector, the access
points, and other network components.

The following table lists the ports that need to be open for different types of communications.

TABLE 4 Firewall ports that must be open for ZoneDirector communications

Communication Ports
ZoneDirector Web Ul access TCP ports 80 and 443 (HTTP and HTTPS)
AP < > ZoneDirector LWAPP UDP ports 12222 and 12223
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TABLE 4 Firewall ports that must be open for ZoneDirector communications (continued)

Communication

AP < > ZoneDirector AP provisioning

AP < > ZoneDirector SpeedFlex

AP < > ZoneDirector (AP) firmware upgrade

AP < > ZoneDirector application statistics reporting

ZoneDirector < > ZoneDirector Smart Redundancy
ZoneDirector > UMM registration/inform/firmware upgrade
UMM > ZoneDirector management interface

ZoneDirector CLI access

TACACS+ server < > ZoneDirector

ZoneDirector portal page access (for Guest and Web-based-authentication
WLANS)

ZoneDirector < > RADIUS server

ZoneDirector/AP > external syslog server
AP < > ZoneDirector location service

AP > ZoneDirector secure AP image upgrade over HTTPS (if enabled, disabled by
default)

ZoneDirector CLI access (Telnet, disabled by default)

ZonerDirector SNMP Access

Ports

TCP port 21 for FTP (the firewall must be stateful for PASV FTP transfers using a
port higher than 1024)

UDP port 18301

TCP port 21 for FTP (the firewall must be stateful for PASV FTP transfers using a
port higher than 1024)

TCP port 21 for FTP (the firewall must be stateful for PASV FTP transfers using a
port higher than 1024)

TCP port 443 and port 33003

TCP port 443

TCP port as specified in UMM Inventory 'Device Web Port Number Mapping'
TCP port 22 (SSH)

TCP port 49 (TACACS+) (default)

TCP port 9999 (HTTP access) and port 8099 (HTTPS access)

UDP ports 1812, 1813, 1815, and 3799

NOTE
Note: 1812 is for RADIUS authentication, 1813 is for RADIUS
accounting, 1815 is for Radsec, 3799 is for RADIUS DM (Disconnect
Messages) and COA (Change of Authorization).

UDP port 514

TCP port 8883

TCP port 11443

TCP port 23
UDP port 161

Accessing ZoneDirector's Command Line Interface

In general, this User Guide provides instructions for managing ZoneDirector and your ZoneFlex network using the ZoneDirector web interface. You
can also perform many management and configuration tasks using the ZoneDirector Command Line Interface (CLI) by connecting directly to the

Console port or an Ethernet port.

To access the ZoneDirector CLI:

1. Connect an admin PC to the ZoneDirector Console port or any of the LAN ports (using either a DB-9 serial cable for the console port, or an

Ethernet cable for LAN ports).

2. Launch a terminal program, such as Hyperterminal, PuTTy, etc.
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3. Enter the following connection settings:
e  Bits per second: 115200
e Databits: 8
e  Parity: None
e  Stop bits: 1

e  Flow control: None

FIGURE 7 Configure a terminal client
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4. Click OK or Open to connect (depending on your terminal client).

5. At the Please Login prompt, enter the admin login name (default: admin) and password (default: admin).

You are now logged into ZoneDirector with limited privileges. As a user with limited privileges, you can view a history of previously executed
commands and ping a device. If you want to run more commands, you can switch to privileged mode by entering enable at the root prompt.

To view a list of commands that are available at the root level, enter help or ?.

For more information on using the CLI, see the Ruckus Wireless ZoneDirector Command Line Interface Reference Guide, available from http://

support.ruckuswireless.com/.

Using the ZoneDirector Web Interface

The ZoneDirector web interface consists of several interactive components that you can use to manage your Ruckus Wi-Fi deployment including

ZoneDirector and all connected APs.

When you first log into your ZoneDirector using the web interface, the Dashboard appears, displaying a map view of your APs (if coordinates are
configured) in the top section, and a Traffic Analysis view of total network traffic and client statistics in the bottom section.

RUCKUS ZoneDirector 10.4 User Guide
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In addition to the Dashboard, the ZoneDirector web interface contains several expandable menu items on the left side. Click the menu option to
view more details and configuration options for access points, clients, WLANSs, system and administration settings, and ZoneDirector services.

TABLE 5 ZoneDirector web interface elements

Dashboard
Access Points
Wireless LANs

Clients

Troubleshooting

Services & Profiles

System

Administer

FIGURE 8 Dashboard - top
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The Dashboard provides an overview of the system and is divided into two sections; Health and Traffic Analysis.
Click this tab to view and configure access points, AP groups, AP policies, and other AP-related settings.
Click this tab to view and configure WLANs, WLAN groups, Zero-IT and DPSK settings.

Expand this tab to monitor and configure wireless clients, wired clients, generated PSKs and guest passes, and view
application usage and performance statistics.

Expand this tab to access troubleshooting tools such as ping, traceroute, and client connectivity issue diagnosis, and
to perform other troubleshooting procedures such as downloading debug logs or executing a packet capture.

Expand this tab to configure ZoneDirector services such as Application Control, Access Control, Guest Access and
Hotspot profiles, as well as internal and external system settings such as Mesh and AAA server configuration.

Expand this tab to configure ZoneDirector system settings such as IP address settings, Smart Redundancy, email and
SMS settings, and to view general system information such as a system overview and a list of all events/activities
maintained by ZoneDirector's event log.

Expand this tab to configure admin settings such as admin login name and password, and to perform admin
functions such as system backup, restore and upgrade.
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Navigating the Dashboard

The Dashboard provides a basic overview of the general health and traffic status of the network.

Health

The Health section includes a summary of the total number of WLANs, APs and clients currently connected above the map view. The map view itself
provides a geographical view of the placement of APs (if map coordinates are configured), and can be filtered by AP group or replaced with a
custom interior map using the drop-down menu above the map.

Hover over an AP on the map to view its MAC address, AP group and IP address.

NOTE
If an AP is incorrectly located or does not appear on the map, go to Access Points and configure the AP's GPS Coordinates.

FIGURE 9 Hover over an AP to view its details (if map coordinates are configured)
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Traffic Analysis

The Traffic Analysis section contains graphs of traffic and client count statistics, top clients by traffic volume, and a pie chart displaying the
breakdown of clients by device type. Each of these views can be customized to display data for the last hour or last 24 hours, and can be filtered by
AP, AP group and WLAN. You can also click the gear icon to customize the information displayed in the tables.
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FIGURE 10 The Traffic Analysis section of the ZoneDirector Dashboard
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Registering Your Product

Ruckus Networks encourages you to register your ZoneDirector product to receive updates and important notifications, and to make it easier to
receive support in case you need to contact Ruckus for customer assistance. You can register your ZoneDirector along with all of your APs in one
step using ZoneDirector’s Registration form.

NOTE
To ensure that all registration information for all of your APs is included, be sure to register after all APs have been installed. If you
register ZoneDirector before installing the APs, the registration will not include AP information.

To register your ZoneDirector:

1. Go to Administer > Support.

2.  Click the Product Registration link.

3. Enter all information in the required fields, and click Apply.
4

The information is sent to a CSV file that opens in a spreadsheet program (if you have one installed). This file includes the serial numbers
and MAC addresses of your ZoneDirector and all known APs, and your contact information.

5. Save the CSV file to a convenient location on your local computer.

6. Click the link on the Registration page to upload the CSV file (https://support.ruckuswireless.com/register). If you do not already have a
Support account login, first click the https://support.ruckuswireless.com/get_access_now link to create a support account, and then click
the register link to upload the CSV file to Ruckus Support.

Your ZoneDirector is now registered with Ruckus.
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Managing Access Points Overview

ZoneDirector provides extensive options for managing APs individually or in AP groups.

Using the Access Points options, admins can configure specific radio controls such as channel and channel width for a specific AP, or general controls
such as which WLANs will be broadcast on which AP radios.

The Access Points page also provides monitoring and troubleshooting tools that allow the admin to monitor application performance, test
connectivity using Ping/Traceroute, reboot an AP, run a SpeedFlex throughput performance test, perform RF spectrum analysis, download RF info
debug logs, or track AP-specific events/activities.

Adding New Access Points to the Network

If your staffing or wireless coverage needs increase, you can add APs to your network easily and efficiently.

Depending on your network security preferences, new APs can be automatically detected and activated, or new APs may require per-device manual
approval before becoming active.

The Automatic AP Approval process is enabled by default, automatically approving AP join requests. If you prefer, you can disable Automatic
Approval. If this is your preference, ZoneDirector will detect new APs, alert you to their presence, and then wait for you to manually “approve” their

activation.
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FIGURE 11 Automatic AP approval is enabled by default. Deselect this option to manually approve each AP join request.
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Apply

Connecting the APs to the Network

1. Place the new APs in the appropriate locations.
2.  Write down the MAC address (on the bottom of each device) and note the specific location of each AP as you distribute them.

3. Connect the APs to the LAN with Ethernet cables.

NOTE
If using PoE, ensure that you use Cat5e or better Ethernet cables.

NOTE

By default, Ruckus APs will attempt to obtain an IP address via DHCP as soon as they are connected to the network. If you do
not want the AP to automatically request an IP address, you must first configure a static IP address using the AP web interface
or CLI before connecting them to your network.

4. Connect each AP to a power source.

NOTE
Alternatively, if the APs that you are using are PoE-capable, they will draw power through the Ethernet cable if connected to a
PoE switch.
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Verifying/Approving New APs

1. Go to Access Points. The Access Points page appears, showing the first 15 access points that have been approved or are awaiting
approval. If ZoneDirector is managing more than 15 access points, the Show More button at the bottom of the list will be active. To
display more access points in the list, click Show More. When all access points are displayed on the page, the Show More button
disappears.

2. Review the Access Points table.
e If the Approval check box is checked, all new APs should be listed in the table, and their Status should be "Connected."
e If the Automatic AP Approval option is disabled, all new APs will be listed, but their status will be “Approval Pending."

3. Under the Action column, click Allow . After the status is changed from “Disconnected” to “Connected,” the new AP is activated and ready
for use.

FIGURE 12 Access Points - top
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Working with Access Point Groups

Access Point Groups can be used to define configuration options and apply them to groups of APs at once, without having to modify each AP's
settings individually.

For each group, administrators can create a configuration profile that defines the channels, radio settings, Ethernet ports and other configurable
fields for all members of the group or for all APs of a specific model in the group. Access Point groups are similar to WLAN groups (see Working with
WLAN Groups on page 82). While WLAN groups can be used to specify which WLAN services are served by which APs, AP groups are used for more
specific fine-tuning of how the APs themselves behave.

The following sections describe the three main steps involved in working with AP groups:

e  Modifying the System Default AP Group on page 38: The first step in working with AP groups is defining the default behavior of all APs
controlled by ZoneDirector.
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e Creating a New Access Point Group on page 40: After you have defined how you want your default APs to behave, you can create a
subset of access points with different settings from the default settings.

e  Modifying Access Point Group Membership on page 41: Lastly, you can easily move access points between groups as described in this
section.
AP group configuration settings can be overridden by individual AP settings. For example, if you want to set the transmit power to a lower setting for
only a few specific APs, leave the Tx Power Adjustment at Auto in the System Default AP Group, then go to the individual AP configuration page
(Access Points > Edit [AP MAC address]) and set the Tx Power setting to a lower setting.

TABLE 6 Maximum number of AP groups by ZoneDirector model
ZoneDirector Model Max AP Groups

ZoneDirector 1200 128

Modifying the System Default AP Group

If you want to apply global settings to all access points that are controlled by ZoneDirector, you can modify the settings of the System Default AP
group and apply them to all ZoneDirector-controlled APs at once.

To modify the System Default Access Point group and apply global configuration:

1. Go to Access Points.

2. Inthe Access Point Groups section on the left side of the screen, select the System Default access point group, and click the Configure
button. The Edit AP Group form appears.
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3. Modify any of the settings in the following table that you want to apply to the System Default AP group, and click OK to save your

changes.

Setting

Name

Description

Channel Range Settings

Channelization

Channel

Tx Power

11n/ac Only Mode

WLAN Group

Call Admission Control

WLAN Service

Protection Mode

IP Mode

Location Service

RUCKUS ZoneDirector 10.4 User Guide
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Description

The System Default group name cannot be changed (you can edit this field when creating/
editing any other AP group).

The System Default description cannot be changed (you can edit this field when creating/editing
any other AP group).

To limit the available channels for 2.4 GHz, 5 GHz Indoor and 5 GHz Outdoor channel selection,
deselect any channels that you do not want the APs to use.

Select Auto, 20MHz or 40MHz channel width for the 2.4 GHz radio, or Auto, 20, 40, or 80 MHz
channel width for the 5 GHz radio.

Select Auto or manually assign a channel for the 2.4 GHz or 5 GHz radio.

Allows you to manually set the transmit power on all 2.4 GHz or 5 GHz radios (default is Auto).
Max = max allowable Tx power according to country regulations

Min = 0dBm per chain for 11n APs, 2dBm per chain for 11ac APs

Force all 802.11n and 11ac APs to accept only 802.11n/ac compliant devices on the 2.4 GHz or 5
GHz radio. If 11n/ac Only Mode is enabled, all older 802.11b/g devices will be denied access to
the radio.

Specify which WLAN group this AP group belongs to.

(Disabled by default). Enable Wi-Fi Multimedia Admission Control (WMM-AC) to support
Polycom/Spectralink VIEW certification.

This option allows users to disable WLAN service on the 2.4 or 5 GHz radios on all APs in the AP
group.

If you activate Protection Mode, you control how 802.11 devices know when they should
communicate with another device. The use of RTS/CTS (Request to Send/Clear to Send) reduces
collisions and increases the performance of the network if hidden stations are present.
However, RTS/CTS (and CTS-only) introduce overhead and may in fact reduce overall
performance in some situations. Through the proper use of RTS/CTS and CTS-only, you can fine-
tune the operation of your wireless LAN depending on the physical operating environment.

CTS-only: Choose this option to force all destination devices to acknowledge their ability to
receive data when a transmission is initiated. Use this option for compliance with the Wi-Fi
Alliance certification.

RTS/CTS: Choose this option to force both sending and receiving devices to confirm a data
exchange on both ends before proceeding.

None: Choose this option to disable both RTS and CTS acknowledgment.
Set IPv4, IPvé6 or dual-stack IPv4/IPv6 IP addressing mode.

Enable this option to enable ZoneDirector's share in the Ruckus SmartPositioning Technology
(SPoT) location based service solution. Select the Venue Name that you created on the Services
& Profiles > Location Services page. See SPoT Location Services on page 285. For information on
configuration and administration of Ruckus SmartPositioning Technology (SPoT) service, please
refer to the SPoT User Guide, available from the Ruckus support site: https://
support.ruckuswireless.com.
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Setting Description
Use this section to configure max clients, LEDs and port settings for all APs of each specific

Model Specific Control
model that are members of the group. See Modifying Model Specific Controls on page 42.

Group Settings The Group Settings section is used to move access points between groups. See Modifying Access

Point Group Membership on page 41.

FIGURE 13 Editing the System Default access point group settings
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Creating a New Access Point Group

To create a new AP group with custom settings:

1. Go to Access Points.
2. Inthe Access Point Groups section, click the Create AP Group button.

3. Enter a Name and optionally a Description for the new AP group.
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4. Modify any of the settings that you want to apply to the new AP group, and click OK to save your changes.

FIGURE 14 Creating a new AP Group
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Modifying Access Point Group Membership

When more than one AP group exists, you can move APs between groups using the Group Settings section of the Edit AP Group form.

The Group Settings section is divided into two subsections:
e AP Members: Lists the current member APs of this AP group.

e Available Access Points: Lists the APs that are members of other AP groups.

To move an AP from the current AP group to another group:
1. In Members, select the AP (or APs) that you want to move to another AP group, select the target AP group from the menu, and click the
Move To to button.

2. Click OK to save your changes.
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3. To move an AP from another AP group into the AP group you are currently editing:

a) In Access Points, click the check box next to any AP you want to move, and click Add to this group. The AP disappears from the

Access Points list and appears immediately in the Members list.

b) Click OK to save your changes.

FIGURE 15 Modify AP group membership
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e  Max Clients: Set the maximum number of clients that can associate per AP. Note that different AP models have different maximum client

limitations.

o  PoE Out Ports: Enable PoE out ports (specific AP models only).

NOTE

If your ZoneDirector country code is set to United Kingdom, an additional “Enable 5.8 GHz Channels” option will be available,
and an additional "5.8 GHz Channels License" option will be available for outdoor APs. Enabling the 5.8 GHz Channels option
allows the use of restricted C-band channels. These channels are disabled by default and should only be enabled by customers
with a valid license to operate on these restricted channels. Enabling the 5.8 GHz Channels License option for outdoor APs will
allow outdoor APs to use full power in 5.8 GHz channels.

e  PoE Operating Mode: Select PoE operating mode, Auto, 802.3at, 803.3at+, and 802.3af PoE (specific AP models only). Default is Auto. If
802.3af PoE is selected, the AP will operate in 802.3af mode (not 802.3at mode), and will consume less power than in 802.3at mode.
However, when this option is selected, some AP features are disabled to reduce power consumption, such as the USB port and one of the
Ethernet ports. See the Ruckus Access Point User Guide for model-specific information.

e  USB Port: On APs with USB ports, you can disable the USB port for all APs of a specific model in an AP group using this setting (USB ports
are enabled by default). For more information, see Configuring AP USB Ports on page 52.
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e  Status LEDs: When managed by ZoneDirector, you can disable the external LEDs on certain AP models. This can be useful if your APs are
installed in a public location and you don't want to draw attention to them.

o LACP/LAG: Enable Link Aggregation Control Protocol (LACP) to bond two Ethernet ports together into one logical port for increased
maximum Ethernet throughput (this option is only available on the following AP models: R610, R710, R720).

e  External Antenna: On APs with external antenna options, select Override System Default, and Enable for the external antenna to be
enabled. When enabled, enter a gain value in the range of 0 to 90 dBi.

o  LACP: Link Aggregation Control Protocol (LACP) is a software feature designed to aggregate multiple physical Ethernet links together into
one logical link to increase collective bandwidth. This feature allows an AP whose maximum throughput exceeds that of one of its
Ethernet ports to virtually bind two ports together, allowing speeds of up to 2 Gbps over the two combined 1 Gbps ports. Beginning with
802.11ac (Wave 2), the theoretical maximum throughput of an AP has increased beyond 1 Gpbs (the speed of most AP Ethernet ports).
This feature is designed to circumvent the 1 Gbps speed limit imposed by the Ethernet ports.

NOTE
LACP is currently supported on the following APs only: R610, R710 and R720.

o  Port Settings: Refer to Configuring AP Ethernet Ports on page 44 for more information on configuring AP-specific Ethernet port settings.

FIGURE 16 Model Specific Controls
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NOTE
The ZoneDirector web interface does not provide an option for LLDP (Link Layer Discovery Protocol). This option is currently configurable
only via CLI. Please refer to the ZoneDirector Command Line Interface Reference Guide for more information.
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Configuring AP Ethernet Ports

You can use AP groups to control Ethernet ports on all APs of a certain model. Then, if you want to override the port settings for a specific AP, you

can do so as explained in the Managing Access Points Individually section below.

To configure Ethernet ports for all APs of the same model:

44

Al A A

Go to Access Points

In Access Point Groups, click Edit for the group you want to configure.

Locate the Model Specific Control section, and select the AP model that you want to configure from the list.

In Port Setting, click Edit Port Setting. The screen changes to display the Ethernet ports on the AP model currently selected.

Deselect the check box next to Enable to disable this LAN port entirely. All ports are enabled by default.

Select the check box next to Tunnel to tunnel all Ethernet traffic on this access port to ZoneDirector.

By default, Ethernet traffic is bridged to the network at the AP, rather than tunneled to ZoneDirector. In some specific scenarios (such as

Point of Sales and hotel room applications), tunneling Ethernet traffic to ZoneDirector may be preferable.

NOTE

Note that enabling port tunneling may impact wireless performance. Additionally, some features are not available for tunneled
Ethernet traffic, including client fingerprinting, application visibility, SpeedFlex performance testing, etc. Therefore, Ruckus
recommends against enabling port tunneling except in specific cases where it is needed.

Select DHCP_Opt82 if you want to enable this option for this port (see DHCP Option 82 on page 46).

For any enabled ports, you can choose whether the port will be used as a Trunk Port, an Access Port or a General Port. The following
restrictions apply:

o  All APs must be configured with at least one Trunk Port.
e  Forsingle port APs (e.g., R310), the single LAN port must be a Trunk Port and is therefore not configurable.

e  For Wall Plate APs (such as the H510), the LAN5/Uplink port on the rear of the AP is defined as a Trunk Port and is not configurable.
The front-facing LAN ports are configurable.

e  For all other APs, you can configure each port individually as either a Trunk Port, Access Port or General Port. (See Designating
Ethernet Port Type on page 47 for more information.)

(If Smart Mesh is not enabled), choose whether this port will serve as an 802.1X Authenticator or Supplicant, or leave 802.1X settings
disabled (default). (See Using Port Based 802.1X on page 48 for more information.)
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10. Click Apply to save your changes.

FIGURE 17 The Ruckus R510 has two Ethernet ports, LAN1 and LAN2
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FIGURE 18 The Ruckus H510 has four front-facing Ethernet ports and one rear port
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DHCP Option 82

The "DHCP Relay Agent Information Option" (Option 82) allows a DHCP Relay Agent to insert specific identification information into a request that is

being forwarded to a DHCP server.

When this option is enabled for an Ethernet port or a WLAN SSID, additional information will be encapsulated in DHCP option 82 and inserted into
DHCP request packets. This option supports the ability for a service provider to allocate IP addresses intelligently by considering information on the

origin of the IP allocation request.

DHCP Option 82 Sub Options

Option 82 sub-options can be used to further customize the format and content of information provided in DHCP requests. ZoneDirector supports

the following Option 82 sub-options:

Sub-option 1: Agent Circuit ID

Sub-option 2: Agent Remote ID

Sub-option 150: DHCPv4 Virtual Subnet Selection
Sub-option 151: DHCPv4 Virtual Subnet Selection Control

Sub-option 1 (Circuit ID) can be customized to send only the AP’s MAC address in hexadecimal format or the MAC address and ESSID. The
default format is: IF-Name:VLAN-ID:ESSID:AP-Model:AP-Name:AP-MAC. Sub-option 2 (Remote ID) sends the client’s MAC address by
default. It can be configured to send the AP’s MAC address, or the client MAC plus ESSID or AP MAC plus ESSID. Sub-option 150 can be
enabled to encapsulate the VLAN ID. Sub-option 151 can be enabled to encapsulate either the ESSID or a configurable Area Name.

Sub-option 1 (Circuit ID) can be customized to send only the AP’s MAC address in hexadecimal format or the MAC address and ESSID. The default
format is: IF-Name:VLAN-ID:ESSID:AP-Model:AP-Name:AP-MAC.

Sub-option 2 (Remote ID) sends the client’s MAC address by default. It can be configured to send the AP’s MAC address, or the client MAC plus
ESSID or AP MAC plus ESSID.

Sub-option 150 can be enabled to encapsulate the VLAN ID.

Sub-option 151 can be enabled to encapsulate either the ESSID or a configurable Area Name.
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FIGURE 19 Enabling DHCP Option 82 sub-options for a WLAN
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Designating Ethernet Port Type
Ethernet ports are defined as one of the following port types:
e  Trunk Ports on page 48
e  Access Ports on page 48
e  General Ports on page 48
All three port types are used to define how to manage the following two aspects of VLAN processing:
e  Which VLANs are processed vs. dropped
e  What to do with untagged packets (in other words, Native VLAN)

For most Ruckus APs, you can set which ports you want to be your Access, Trunk and General Ports from the ZoneDirector web interface, as long as
at least one port on each AP is designated as a Trunk Port.

NOTE
By default, all ports are enabled as Trunk Ports with Untag VLAN set as 1 (except for Wall Plate APs, such as H510, whose four front-
bottom ports are enabled as Access Ports by default, and whose rear port is a Trunk Port and is non-configurable).

If configured as an Access Port, all untagged ingress traffic is sent to the configured Untag VLAN, and all egress traffic is sent untagged. If configured
as a Trunk Port, all untagged ingress traffic is the configured Untag VLAN (by default, 1), and all VLAN-tagged traffic on VLANs 1-4094 will be seen
when present on the network.
The default Untag VLAN for each port is VLAN 1. Change the Untag VLAN to:

e  Segment all ingress traffic on this Access Port to a specific VLAN

o  Redefine the Native VLAN on this Trunk Port to match your network configuration
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Trunk Ports

Trunk links are required to pass VLAN information between switches. Trunking is a function that must be enabled on both sides of a link. If two
switches are connected together, for example, both switch ports must be configured as trunk ports. The Trunk port is a member of all the VLANs
that exist on the AP/switch and carries traffic for all VLANs between switches.

For a Trunk port, the VLAN Untag ID field is used to define the native VLAN - the VLAN into which untagged ingress packets are placed upon arrival.
If your network uses a different VLAN as the native VLAN, configure the AP Trunk port’s VLAN Untag ID with the native VLAN used throughout your
network.

Access Ports

Access ports provide access to the network and can be configured as members of a specific VLAN, thereby separating the traffic on these ports from
traffic on other VLANSs.

All Access Ports are set to Untag (native) VLAN 1 by default. This means that all Access Ports belong to the native VLAN and are all part of a single
broadcast domain. When untagged frames from a client arrive at an AP’s Access Port, they are given an 802.1Q VLAN header with "1" as their VLAN
ID before being passed onto the wired network.

When VLAN 1 traffic arrives destined for the client, the VLAN tag is removed and it is sent as plain (untagged) 802.11 traffic. When any tagged traffic
other than VLAN 1 traffic arrives at the same Access Port, it is dropped rather than forwarded to the client.

To remove ports from the native VLAN and assign them to specific VLANS, select Access Port and enter any valid VLAN ID in the VLAN ID field (valid
VLAN IDs are 2-4094).

The following table describes the behavior of incoming and outgoing traffic for Access Ports with VLANs configured.

TABLE 7 Access Ports with VLANs configured

VLAN Settings Incoming Traffic (from the client) Outgoing Traffic (to the client)
Access Port, Untag VLAN 1 All incoming traffic is native VLAN (VLAN 1). All outgoing traffic on the port is sent untagged.
Access Port, Untag VLAN [2-4094] All incoming traffic is sent to the VLANs specified. Only traffic belonging to the specified VLAN is

forwarded. All other VLAN traffic is dropped.

General Ports

General ports are user-defined ports that can have any combination of up to 20 VLAN IDs assigned. General ports function similarly to Trunk ports,
except that where Trunk ports pass all VLAN traffic, General ports pass only the VLAN traffic that is defined by the user.

To configure an AP Ethernet port as a General port, select General Port and enter multiple valid VLAN IDs separated by commas or a range
separated by a hyphen.

NOTE
You must also include the Untag VLAN ID in the Members field when defining the VLANSs that a General port will pass. For example, if you
enter 1 as the Untag VLAN ID and want the port to pass traffic on VLANs 200 and 300, you would enter: 1,200,300.

Using Port Based 802.1X
802.1X authentication provides the ability to secure the network and optionally bind service policies for an authenticated user.

802.1X provides logical port control and leverages the EAP authentication and RADIUS protocols to allow the network policy to be effectively
applied in real time, no matter where the user connects to the network.

AP Ethernet ports can be individually configured to serve as either an 802.1X supplicant (authenticating the AP to an upstream authenticator switch
port), or as an 802.1X authenticator (receiving 802.1X authentication requests from downstream supplicants). A single port cannot provide both
supplicant and authenticator functionality at the same time.
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NOTE
If mesh mode is enabled on ZoneDirector, the 802.1X port settings will be unavailable for any APs that support mesh.

The Access Point is similar in many ways to a wireless switch. On APs with two or more wired ports, the AP acts as a network edge switch and can
be configured to authenticate downstream wired stations (which could include multiple clients connected to another edge switch).

When the AP Ethernet port is configured as an 802.1X authenticator, it can be further defined as either Port-based or MAC-based. MAC-based
authenticator mode is only supported if the port is an Access Port.

TABLE 8 Authenticator support vs. Port Type

Trunk Port Access Port General Port
Port-based mode X X X
MAC-based mode X

To configure an AP Ethernet port as an 802.1X authenticator:

1. Go to Access Points and click the Configure icon for the AP whose ports you want to configure.
2. Locate the Port Setting section and select Override Group Config. The screen changes to display the AP's Ethernet ports.
3. For Type, select Access Port.
4. For 802.1X, select Authenticator (MAC-based) or Authenticator (Port-based).
e In Port-based mode, only a single MAC host must be authenticated for all hosts to be granted access to the network.

e In MAC-based mode, each MAC host is individually authenticated. Each newly-learned MAC address triggers an EAPOL request-
identify frame.

- Guest VLAN: (Default disabled). When a station fails to authenticate to this port, it will be assigned to this “guest” VLAN, with
access to Internet but not to internal resources.

- Dynamic VLAN: (Default disabled). Dynamically assign VLANs based on the policies set on the RADIUS server.

- Authenticator: Select the RADIUS server from the list. A RADIUS server must be selected to set this port as a MAC-based
authenticator.
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5. Enable MAC authentication bypass: Enable this option to allow AAA server queries using the MAC address as both the user name and
password. If MAC authentication is unsuccessful, the normal 802.1X authentication exchange is attempted.

FIGURE 20 Enabling Guest VLAN and Dynamic VLAN on a MAC-based 802.1X Authenticator port
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You can also configure a port to act as a supplicant and force it to authenticate itself to an upstream authenticator port. Until the AP has successfully
done so, the state of the authenticator port is closed and packets from the AP or stations behind it will be dropped at the authenticator port.

In this configuration, it is expected that the connected authenticator port is configured with the following characteristics:

® Asa Trunk Port to pass all VLAN packets, and

e In port-based authentication mode

Each AP is allowed to configure a maximum of one Ethernet port as an 802.1X supplicant, and the supplicant port must be a Trunk Port.
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FIGURE 21 Configuring an AP Ethernet port as an 802.1X Supplicant
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Viewing AP Ethernet Port Status

You can view the status of an AP's port configuration by going to Access Points, selecting the AP you want to monitor, and scrolling down to the LAN
Port Configuration and LAN Port Status sections.

FIGURE 22 Viewing an AP's Ethernet port configuration
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Configuring AP USB Ports

Some Ruckus APs support customer-supplied, low power (1W or less), USB devices for Internet of Things (IoT) applications such as Bluetooth Low
Energy (BLE) beacons, Zighee, Z-Wave, etc.

The loT devices plug into a USB port on the AP, and the AP can be configured to turn power to the USB port either on or off. These USB devices then
perform whatever tasks they are designed to do without interference from or control (other than supplying USB power) by the Ruckus equipment.

USB ports are enabled by default. To disable the USB ports for all APs of a specific model in an AP group:
1. Go to Access Points.
2. In Access Point Groups, click Edit for the group you want to configure.
3. Locate the Model Specific Control section, and select the AP model that you want to configure from the list.
4

In USB Port, select Disable USB Port.
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5. Click OK to save your changes.

FIGURE 23 Disabling
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The Access Point Policies options allow you to define how new APs are detected and approved for use in WLAN coverage, as well as policies on

ZoneDirector discovery and communicating with ZoneDirector.

These policies are enforced on all APs managed by ZoneDirector unless a specific WLAN setting overrides them. For example, if you want to enable
Load Balancing for most APs but disable it on specific WLANSs, you would enable it in the Access Point Policies section, then disable it for the

particular WLAN from the Wir

eless LANs page.

To review and revise the general AP policies, follow these steps:

1. Go to System > AP General Settings.
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2. Review the current settings in Access Point Policies. You can change the following settings:

54

Approval: This is enabled by default, which means that all join requests from any Ruckus AP will be approved automatically. If you
want to manually review and approve the joining of new APs to the WLAN, clear this check box.

Limited ZoneDirector Discovery: If you have multiple ZoneDirectors on the network and want specific APs to join specific
ZoneDirectors, you can limit ZoneDirector discovery. To do this, select the Limited ZD Discovery check box, and then enter the IP
addresses (or FQDN) of the primary and secondary ZoneDirector units to which you want APs to join. When Limited ZD Discovery is
enabled, APs will first attempt to join the primary ZoneDirector. If they cannot find or are unable to join the primary ZoneDirector,
they will attempt to join the secondary ZoneDirector. If still unsuccessful, APs will stop attempting for a brief period of time, and then
they will restart the joining process. They will repeat this process until they successfully join either the primary or secondary
ZoneDirector.

NOTE

If you have two ZoneDirectors of the same model, Ruckus recommends using the Smart Redundancy feature. If you have
two ZoneDirectors of different models, you can use Limited ZD Discovery to provide limited redundancy; however, this
method does not provide synchronization of the user database. For information on Smart Redundancy configuration, see
Enabling Smart Redundancy on page 292. For information on N+1 redundancy using Limited ZD Discovery, see Using
Limited ZD Discovery for N+1 Redundancy on page 55.

- Prefer Primary ZD: Enable this option if you want APs to revert to the primary ZoneDirector’s control after connection to the
primary controller is restored.

- Keep AP's Primary and Secondary ZD Settings: Enable this option if you want the AP's existing settings to take precedence (not
be overwritten by secondary controller's settings after failover to secondary ZD).

Management VLAN: You can enable the ZoneDirector management VLAN if you want to separate management traffic from regular

network traffic. The following options are available:

- Keep AP's setting: Click this option if you want to preserve the Management VLAN settings as configured on the AP. Note that
Management VLAN on the AP is disabled by default.

- VLAN ID: Enter a valid VLAN ID to segment management traffic into the VLAN specified. Valid VLAN IDs are 1-4094.

NOTE

If you change the Management VLAN ID here, you also need to set the Management VLAN ID that ZoneDirector needs to
use on the System > System Settings page. Otherwise, ZoneDirector and the APs will be unable to communicate via the
Management VLAN.

Load Balancing: Balances the number of clients across adjacent APs (see Load Balancing on page 266).

Tunnel MTU: Use this field to set the Maximum Transmission Unit for tunnel packets between ZoneDirector and APs. The MTU is the
size of the largest protocol data unit (in bytes) that can be passed. Supported MTU values range from 850 to 1500 (default is 1500).
Note that changing this setting to a value less than 1280 will affect IPv6 connectivity.

Auto Recovery: Set an AP auto recovery time in minutes, after which APs will reboot in attempt to reconnect to ZoneDirector. Default
is 30 minutes.
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3. Click Apply to save and apply your settings.

FIGURE 24 Setting global AP policies

AP Policies AP Configuration AP USB Events/Activities

Access Point Policies v

Approval | Automatically approve all join requests from APs.(To enhance wireless security, deactivate this option. This means you must
manually “allow” each newly discovered AP.)

Limited ZoneDirector Discovery Only connect to the following ZoneDirector

Configure Primary and Secondary ZoneDirector Settings to AP(IP or domain name is acceptable)

Primary ZoneDirector Addr

etting

Secondary ZoneDirector Addr

Infa Prefer Primary ZoneDirector

Keep AP's Primary and Secondary ZoneDirector Settings

Management VLAN ® Keep AP's setting () VLAN ID
Tunnel MTU 1500 (To limit the maximum transmission unit size between ZoneDirector and AP, range: 850 ~ 1500)
Auto Recovery ) AP reboots if disconnected from ZoneDirector for more than 30 Minutes

Apply

Using Limited ZD Discovery for N+1 Redundancy

ZoneDirector's Smart Redundancy feature can only be used with two ZoneDirectors of the same model. If you want to deploy one ZoneDirector as a
backup controller for multiple primary controllers, you can use Limited ZD Discovery to achieve limited N+1 redundancy.

NOTE
Using Limited ZD Discovery for redundancy purposes does not synchronize the user database, guest database or DPSKs.

To deploy multiple ZoneDirectors in a limited redundancy configuration:

On each primary ZoneDirector, go to Access Points > Access Point Policies and locate the Limited ZD Discovery section.
Activate the check box next to Only connect to the following ZoneDirector.

1
2
3. Enter the IP address of the primary ZoneDirector (the one you are currently configuring) in Primary ZoneDirector Addr.
4. Enter the IP address of the backup ZoneDirector in Secondary ZoneDirector Addr.

5

(Optional) Enable the check box next to Prefer Primary ZD. This ensures that the AP will revert to its primary controller after connection
to the primary has been restored.

6. Click Apply to save your changes.

7. Once all the APs, WLANs, WLAN groups and AP groups have been deployed on the primary ZoneDirector(s), back up the AP configurations
for each primary controller, by going to Administer > Backup and clicking the Backup button under Back Up Configuration.

RUCKUS ZoneDirector 10.4 User Guide
Part Number: 800-72474-001 Rev B 55



Managing Access Points
Importing a USB Software Package

8. NOTE
You should also configure the same exact settings for WLANs, WLAN groups, AP Groups, Mesh settings and AAA servers on the
backup controller prior to importing AP lists. If you do, the APs will be automatically mapped to their respective settings on the
backup controller. If you do not configure these settings first before importing AP lists, you will need to configure them for each
AP after importing. For example, you will need to manually move APs into their respective AP groups from the System Default
group if you did not create the AP groups prior to importing

Log into the secondary/backup ZoneDirector, and go to Configure > Access Points

9. Import the AP lists that you backed up from the primary ZoneDirectors by selecting Import this backup file and additional backup file(s)
and clicking Import.

10. Repeat until all backup files have been imported.

11. Go to Access Points > Access Point Policies, and enable the check box next to Keep AP’s Primary and Secondary ZD Settings. This ensures
that the APs' primary/secondary ZD settings will not be overwritten by the secondary ZoneDirector's configuration after failover to the
secondary controller.

12. Click Apply to save your changes.
13. Reboot the backup/secondary ZoneDirector for all changes to take effect (Administer > Restart > Restart.)
The imported APs will be placed into AP Groups according to the settings that were backed up from the primary controller. If the original AP Group

or WLAN Group name does not exist on the destination controller, the AP will be placed in the System Default AP Group/WLAN Group. Additionally,
you must make sure that the maximum number of APs is not exceeded.

TABLE 9 Max APs per Controller

Model Max APs per controller

ZoneDirector 1200 150

Importing a USB Software Package

Ruckus Access Points with USB ports ("SmartPoint" APs) can be configured to support a range of 3G, 4G/LTE, and WiMAX wireless USB devices for
non-Wi-Fi wireless connection to a service provider's network.

The ZoneDirector web interface allows administrators to provision SmartPoint APs with the USB device configuration files directly through
ZoneDirector, providing a simple and straightforward provisioning process with minimal human intervention required.

Provisioning requires that the SmartPoint Access Points must be connected to the ZoneDirector acting as the provisioning server over the wired
network. After an AP is provisioned, an automatic 3G/4G/LTE/WiMAX network connection is made to connect the AP to the Internet, then to
ZoneDirector, enabling the creation of an LWAPP tunnel and providing 802.11 wireless services.

To upload a USB provisioning file to ZoneDirector:

1. Go to System > AP General Settings > AP USB.
2. Drag a USB software package file into the import box.
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3. Click OK to upload the file to ZoneDirector

FIGURE 25 Importing a USB software package
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To provision a SmartPoint Access Point with USB software:

1. Plug the 3G/4G/LTE/WiMAX USB modem into the SmartPoint AP’s USB port.
2. Connect the SmartPoint AP to ZoneDirector via wired L2 or L3 network.

3. Once an LWAPP tunnel between the AP and ZoneDirector has been established, ZoneDirector automatically pushes the corresponding
USB drivers, network connection scripts and configuration files to the AP.

4. The AP saves the files to its persistent storage.
5. Disconnect the wired network connection, then reboot the AP.

6. After reboot, the AP detects the appropriate drivers on its persistent storage, goes through the 3G/4G/LTE network connection process
and establishes an LWAPP tunnel with ZoneDirector.

7. ZoneDirector pushes the 802.11 wireless configuration to the AP.
8. The AP implements the 802.11 wireless configuration and is ready to provide 802.11 wireless services.

9. Awireless client connects to the AP's 802.11 wireless service, and the data traffic is tunneled to ZoneDirector through the LWAPP tunnel.

Managing Access Points Individually

You can add a description, or change the channel selection, transmit power and Ethernet port settings of a managed access point by editing the AP's
parameters. Additionally, you can manually assign an IP address or disable WLAN service entirely for a specific radio.

Configuring any of these settings for an individual AP overrides the settings configured in AP Groups.
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To edit the parameters of an access point:

1. Go to Access Points.

2. Select the AP you want to edit from the Access Points table, and then click the Configure button.

3. Inthe Edit AP form, edit any of the following General settings:

Device Name: Enter a descriptive name for the AP for easy identification in ZoneDirector tables and Dashboard widgets. Names can
consist of up to 64 letters, numbers, hyphens and underscores. Note however that only the first 17 characters of the device name will
be displayed in the Events/Activities tables.

Description: Enter a description for the AP. This description is used to identify the AP in the Map View.

Location: Enter a recognizable location for the AP.

GPS Coordinates: Enter GPS coordinates for AP location on the Google/Bing Maps on the Dashboard.

Group: Select an AP group from the list if you want to place this AP into a group other than the system default group.

Bonjour Gateway: Designate this AP as a AP-side Bonjour Gateway. See Creating a Bonjour Gateway Rule AP Site on page 280.

Bonjour Fencing: Implement on Bonjour Fencing Policy on this AP. See Bonjour Fencing on page 283.

4. In Channel Range Settings, you can manually configure available channels. Click Override Group Config and change the default values, the

following parameters can be configured independently for each AP radio:

Channel Range Settings: Deselect any channels that you do not want the AP to use in channel selection.

5. InRadio B/G/N/AX (2.4 GHz), and Radio A/N/AC/AX (5 GHz), override the AP group configuration and configure the following settings:
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Channelization: Sets the channel width of each channel in the spectrum used during transmission.
Channel: Manually set the channel used by the AP radio.

Tx Power: Manually set the maximum transmit power level relative to the calibrated power.
Max = max allowable Tx power according to country regulations

Min = 0dBm per chain for 11n APs, 2dBm per chain for 11ac APs
WLAN Group: Specify a WLAN group for this radio.

Call Admission Control: (Disabled by default). Enable Wi-Fi Multimedia Admission Control (WMM-AC) to support Polycom/
Spectralink VIEW certification. See Advanced WLAN Options on page 71 under Creating a WLAN for more information.

WLAN Service: Uncheck this check box to disable WLAN service entirely for this radio. (This option can be useful if you want dual-
band 802.11n/ac APs to provide service only on the 5 GHz radio, in order to reduce interference on the 2.4 GHz band, for example.)
You can also disable service for a particular WLAN at specific times of day or days of the week, by setting the Service Schedule. For
more information, see Advanced WLAN Options on page 71 for creating a WLAN.

External Antenna: On APs with external antenna options, select Override System Default, and Enable for the external antenna to be
enabled. Once enabled, enter a gain value in the range of 0 to 90dBi.

Protection Mode: (2.4 GHz radio only) Configure advanced RF settings as follows:

- CTS Only: Choose this option to force all destination devices to acknowledge their ability to receive data when a transmission is
initiated. Use this option for compliance with the Wi-Fi Alliance certification.

- RTS/CTS: Choose this option to force both sending and receiving devices to confirm a data exchange on both ends before
proceeding.

- None: Choose this option to disable both RTS and CTS acknowledgment.
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6. The Network Setting options allow you to configure the IP address settings of the AP:

e [P Mode: Select IPv4 only, IPvé6 only or dual IPv4/IPvé addressing mode. If you want the AP to keep its current IP address, click Keep
AP's Setting. If the AP's IP address has not been set, it will automatically attempt to obtain an IP address via DHCP.

e [f you want the AP to automatically obtain its IP address settings from a DHCP server on the network, click the DHCP option in

Management IP. You do not need to configure the other settings (netmask, gateway, and DNS servers).

e |f you want to assign a static IP address to the AP, click the Manual option next to Device IP Settings, and then set the values for the

following options:

IP Address

Netmask

Gateway

Primary DNS Server
Secondary DNS Server

7. If Smart Mesh is enabled (see Deploying a Smart Mesh Network on page 377), the Mesh Settings section lets you define the role this AP
should play in the mesh network--Auto, Root AP, Mesh AP, or Disable (default is Auto). In most cases, Ruckus recommends leaving this
setting on Auto to reduce the risk of isolating a Mesh AP. Select Disable if you do not want this AP to be part of your mesh network.

8. If this AP is a Mesh AP and you want to manually set which APs can serve as its uplinks, select the Manual radio button under Advanced
Options > Uplink Selection (default is Smart). The other APs in the mesh appear below the selection.

9. Select the check box next to each AP that you want to allow the current AP to use as an uplink. If you set Uplink Selection for an AP to

Manual and the uplink AP that you selected is off or unavailable, the AP status on the Access Points page will appear as Isolated Mesh AP.

See Troubleshooting Isolated Mesh APs on page 395 for more information.

FIGURE 26 Manual uplink selection for APs in a mesh
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10. In Model Specific Control, override the AP group configuration and configure the following options for this AP (for information on these

settings, see Working with Access Point Groups:

o  PoE Operating Mode: Choose Auto (default), 802.3af, 802.3at, or 802.3at+ PoE operating mode.

e  USB Port: Disable the USB port on this AP.

e  Status LEDs: Disable the status LEDs on this AP.

e  LACP/LAG: Enable Link Aggregation Control Protocol (LACP) on this AP.

e  Port Setting: Configure AP Ethernet port settings. See the following step.

11. If you select Override Group Config in the Port Setting section, a new section opens where you can customize the Ethernet port behavior
for this AP. Enabling this will override the AP Group settings made on Configuring AP Ethernet Ports on page 44.

FIGURE 27 Ethernet port configuration - Override Group Config
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12. Click OK to save your changes.

Configuring Hotspot 2.0 Venue Settings for an AP

v 1P Addr

10.10.3

802.1X

Enable Dynamic VLAN Disabled
Enable Dynamic VLAN Disabled

If this Access Point will be serving a Hotspot 2.0 hotspot, you can set the Venue Name for the venue at which the AP will be operating. You can

create up to two Venue Names (two languages for the venue name).
To set the Hotspot 2.0 Venue Name for an AP:

Go to Access Points.
Select the AP you want to configure, and click the Configure button.

1
2
3. Scroll down to the bottom and locate theHotspot 2.0 Settings section.
4

In Venue Name List, click Createto create a new venue name for this AP. Select the language and enter the venue name in that language.
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5. Click Save to save the entry, and click OK to save the Venue Name settings for the AP.

FIGURE 28 Setting the Venue Name for a Hotspot 2.0 service AP
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Optimizing Access Point Performance

The ZoneDirector web interface allows you to remotely monitor and adjust key hardware settings on each of your network APs.

After assessing AP performance in the context of your specific network's performance, you can reset channels and adjust transmission power, or
adjust the priority of certain WLANSs over others, as needed.

Assessing Current Performance Using the Access Point Table

1. Go to Access Points.
2. When the Access Points page appears, review the table for specific AP settings, especially the Channel and Clients columns.

3. Click on the MAC address of any AP to view detailed information about the AP such as associated clients, channel, signal strength,
neighbor APs and warnings/events associated with the AP.

4. If you want to make changes to individual AP settings, proceed to the next task, Adjusting AP Settings on page 61.

Adjusting AP Settings
1. Go to Access Points.
2. Review the Access Points table and identify an AP that you want to adjust.

3. Click the Edit button in that AP row.
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4.

5.

Review and adjust any of the following Editing (AP) options.

NOTE
Some options are read-only depending on the approval status.

o Channelization: Choose 20/40/80MHz or Auto channel width.

e  TxPower: Choose the amount of power allocated to this channel. The default setting is "Auto" and your options range from "Full" to

"Min."

o  Mesh Mode: Use this setting to manually configure this AP's Mesh role (Root AP, Mesh AP, or Disable). Default is Auto.

e  Uplink Selection: Use this setting to manually define which APs can serve as an uplink for this Mesh AP.

Click OK. The adjusted AP will be automatically restarted, and when it is active, will be ready for network connections.

Prioritizing WLAN Traffic

If you want to prioritize internal traffic over guest WLAN traffic, for example, you can set the WLAN priority in the WLAN configuration settings to
"high" or "low." By default all WLANS are set to high priority.

To set a specific WLAN to lower priority:

1
2
3.
4
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Go to Wireless LANSs.

Select the WLAN you want to configure with a lower priority, and click the Edit button.

Expand the Advanced Options section.

Click OK to save your changes.

FIGURE 29 Set WLAN priority Low
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Overview of Wireless Networks

Once you have completed the ZoneDirector Setup Wizard, you have a fully functional wireless network based on one or two secure WLANS (if you
enabled the optional guest WLAN), providing wireless access for authorized internal users and guests.

By default, the internal WLAN provides Zero-IT activation to allow users to automatically self-provision their client devices with WLAN settings the
first time they connect. Once authenticated, they are able to access any available wired or wireless resources on the network that the admin allows.

The guest WLAN provides visitors to your organization with a connection to the Internet, but not to your internal corporate network (by default).
The following are just a few examples of situations in which you may want to create additional WLANs to supplement the internal and guest WLANs
that you created during the Setup Wizard:

e  To limit certain WLANS to groups of qualified users, to enhance security and efficiency (for example, an "Engineering" WLAN with a closed
roster of users).

e To configure a specific WLAN with different security settings. For example, you may need a WLAN that utilizes WEP encryption to support
legacy wireless devices are only capable of WEP-key encryption.

o To create special WLANs with different advanced settings for specific purposes. For example, a "VolP WLAN" for voice traffic, with Tunnel
Mode enabled and Background Scanning and Load Balancing disabled, or a "Student WLAN" that is only available during school hours.

In the first scenario, you can clone the existing internal WLAN to create additional WLANSs for specific groups of users, and then configure
authentication settings to allow only users belonging to specified user groups.

In the second scenario, you can create a new WLAN with different security settings for those specific devices.

In the third scenario, you can customize the WLAN advanced settings to disable WLAN service during certain time periods, fine-tune advanced RF
features and enable Tunnel Mode to tunnel all traffic to ZoneDirector for VolP WLANS.

As a result, you will have the default internal WLAN for authorized internal users, a guest WLAN for visitors, and any needed WLANSs that fulfill
different wireless security or user segmentation requirements.

The maximum number of WLANSs configurable per ZoneDirector controller is as follows:

TABLE 10 Max WLANSs by ZoneDirector model
Model Max WLANs

ZoneDirector 1200 512
NOTE

Ruckus 802.11n APs support a maximum of 27 service WLANSs per AP radio. Each AP radio actually supports up to 32 SSIDs, but five are
reserved (two are reserved for mesh SSIDs, and one each for monitor, recovery and scan).
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NOTE
Ruckus 802.11ac APs (both Wave 1 and Wave 2) support up to 27 service WLANs on the 2.4 GHz radio, and 13 service WLANs on the 5
GHz radio.

NOTE
Deploying a large number of WLANSs on a single AP will have a significant performance impact. Ruckus recommends deploying no more
than eight WLANSs per AP radio.

About Ruckus WLAN Security

One of the first things you should decide for each WLAN you create is which methods of authentication and encryption to use, for both internal
users and guests.
Authentication options include:

e Open

e 802.1XEAP

e  MAC Address

e  802.1X EAP + MAC Address

Encryption options depend on which type of authentication is chosen. "Open" authentication allows the use of WPA2, WPA3, WEP, OWE or no
encryption.

Open authentication + WPA2 encryption (also known as WPA2-Personal, or WPA2-PSK, for "Pre-Shared Key") is the most common type of WLAN
encryption method and should be the default configuration if there are no special requirements for authentication or encryption.

The new WPA3 encryption method provides several security enhancements over WPA2.

The 802.1X EAP authentication method (also known as WPA2-Enterprise, or WPA3-Enterprise) provides effective authentication regardless of the
encryption method, and requires a back-end (RADIUS) authentication server. 802.1X provides secure connectivity by ensuring that every device
must authenticate to an authentication server before it is allowed access to network resources. Authentication can be based on digital certificates,
and granular policies can be designed to govern the level of access, provide visibility and control over devices on the network.

You can also choose to authenticate clients by MAC address. MAC authentication requires a RADIUS server and uses the MAC address as the user
login name and password.

The 802.1X EAP + MAC Address authentication option allows clients to authenticate to the same WLAN using either MAC address or 802.1X
authentication. (However, this requires that the supplicant support this feature, which no public domain supplicants currently do.)

All client authentication options (Open, 802.1X, MAC, and 802.1X+MAC) are detailed in Creating a Wireless LAN on page 65, and you can learn how
to apply them to your WLANSs in the same section.

Encryption options include:

e WPA2

e WPA3

e  WPA2/WPA3-Mixed
e OWE

o  WPA-Mixed

e WEP-64
e WEP-128
[ None
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See Encryption Options on page 69 for information on WLAN encryption options.

Creating a Wireless LAN

You can create new WLANSs to provide additional wireless services, in addition to those created during the Setup Wizard.
To create a new WLAN:

1. Go to Wireless LANSs. The first table displays all WLANs that have already been created in ZoneDirector.
2. Inthe top section (WLANS), click Create. The Create WLAN workspace appears.

FIGURE 30 Creating a new WLAN
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3. Configure any of the general or advanced WLAN settings listed below.
The Create WLAN workspace includes the following configuration options used to customize your new WLAN.

The individual options are explained in detail in the following sections, beginning with General Options on page 66.

TABLE 11 Create new WLAN options

Option Description

General Options Enter WLAN name and description.

WLAN Usages Select usage type (Standard Usage, Guest Access, Hotspot (WISPr), Hotspot 2.0, Autonomous).

Authentication Options Select an authentication method for this WLAN (Open, 802.1X EAP, MAC address, 802.1X EAP +
MAC Address).

Encryption Options Select encryption method (WPA2, WPA3, WPA2/WPA3-Mixed, OWE, WPA-Mixed, WEP, or None),
encryption algorithm (AES, Auto AES+TKIP, AES-GCMP-256), and enter a WPA passphrase/SAE
passphrase/WEP key.
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4.
5.

TABLE 11 Create new WLAN options (continued)
Option Description

Options Select whether web-based authentication (captive portal) will be used, and which type of
authentication server will be used to host credentials (local database, Active Directory, RADIUS,
LDAP). Also, enable or disable Wireless Client Isolation, Zero-IT Activation, Dynamic PSK and
Priority for this WLAN.

Advanced Options Select accounting server, ACLs, rate limiting, VLAN/dynamic VLAN settings, tunneling, Background
Scanning, maximum client threshold and service schedule.

When you finish, click OK to save the entries. This WLAN is ready for use.

You can now select from these WLANs when assigning roles to users, as detailed in Creating New User Roles on page 114.

General Options

Name/ESSID: Type a short name for this WLAN. The SSID must contain between 1 and 32 characters. Allowable characters include
printable ASCII characters from space (char 32) to ~ (char 126). A space can be used in the name, but the name cannot begin or end with a
space character. If a space is included at the beginning or end of the ESSID, it will be automatically removed. If a disallowed ASCII
character (not within the range 32-126) is included, an error message will appear.

- In general, the WLAN name is the same as the advertised SSID (the name of the wireless network as displayed in the client's wireless
configuration program). However, you can also separate the ESSID from the WLAN name by entering a name for the WLAN in the first
field, and a broadcast SSID in the second field. In this way, you can advertise the same SSID in multiple locations (controlled by the
same ZoneDirector) while still being able to manage the different WLANs independently. Each WLAN "name" must be unique within
ZoneDirector, while the broadcast SSID can be the same for multiple WLANSs.

Description: Enter a brief description of the qualifications/purpose for this WLAN, e.g., "Engineering" or "Voice."

WLAN Usage Types

Each WLAN must be configured as one of the following usage types:

Standard Usage: To create a WLAN with specific options, choose "Standard Usage."

Guest Access: Select a default "Guest Access" WLAN with open authentication and customizable encryption (see Configuring Guest Access
on page 123). Guest WLANSs are subject to guest access policies, such as redirection, client isolation and subnet access restrictions. Guest
Access WLANSs can also be configured to allow guests to log in using social media or WeChat accounts.

Hotspot Service (WISPr): Create a Hotspot WLAN. A Hotspot service must first have been created (Sevices & Profiles > Hotspot Services)
before it will be available for selection. See Working with Hotspot Services on page 183.

Hotspot 2.0: Create a Hotspot 2.0 WLAN. A Hotspot 2.0 Operator must first have been created (Sevices & Profiles > Hotspot 2.0 Services)
before it will be available for selection. See Creating a Hotspot 2.0 Service on page 189.

Autonomous: Autonomous WLANSs are special WLANs designed to continue providing service to clients when APs are disconnected from
ZoneDirector. See Autonomous WLANs on page 66.

Autonomous WLANs

The Autonomous WLAN usage type supports Open authentication and WPA2 (WPA2/WPA-Mixed), WEP, or no encryption only.

In this configuration, client authentication/association requests are processed at the access point and are not forwarded to ZoneDirector. The AP

maintains connections to authorized clients and continues providing wireless service after disconnection from ZoneDirector.
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NOTE
If AP Auto Recovery is enabled (Access Points > Access Point Policies), the APs will reboot after the specified time. Therefore Auto
Recovery should be disabled if at least one Autonomous WLAN is configured.

There are several limitations of autonomous WLANSs, including:
e  ZoneDirector displayed client statistics may be incorrect.

e  Stations may be disconnected when an unreachable ZoneDirector becomes reachable again, as ZoneDirector will re-deploy all WLAN
services to AP radios.

e  Client capacity limits defined on ZoneDirector will not be applied on Autonomous WLAN APs, and clients may be disconnected upon
reconnecting to ZoneDirector if those limits are reached.

o  The following features are not supported with Autonomous WLANSs:

- Zero-IT, Dynamic PSK, Dynamic VLAN, Web Auth, Role-Based Access Control, Accounting server, Tunnel Mode, Grace Period, Force
DHCP, Client Fingerprinting, Auto Proxy, Service Schedules.

- ZoneDirector’s Blocked Clients list will not be enforced on Autonomous WLANs when a Layer 2 ACL is assigned. To force blocking of
these clients, copy individual clients to the assigned L2 ACL.

Authentication Method

Authentication Method defines the method by which users are authenticated prior to gaining access to the WLAN.

The authentication method is only configurable for "Standard Usage" type WLANSs. For other WLAN types, the authentication method is "Open" and
encryption methods vary by WLAN type.
ZoneDirector provides the following authentication method options:

e  Open [Default]: No authentication mechanism is applied to connections. Any encryption method can be used.

e  802.1X/EAP: Uses 802.1X authentication against a user database.

o  MAC Address: Uses the device's MAC address for both the user name and password.

e  802.1X EAP + MAC Address: Allows the use of both authentication methods on the same WLAN. See Using 802.1X EAP MAC Address
Authentication on page 255.

Fast BSS Transition

The Fast BSS Transition feature uses messages and procedures defined in 802.11r to allow continuous connectivity for wireless devices in motion,
with fast and secure handoffs from one AP to another.

A fast BSS transition is a BSS transition in the same mobility domain that establishes the state necessary for data connectivity before the re-
association rather than after the re-association. In this way, clients that support the 11r standard (including iOS devices) can achieve significantly
faster roaming between APs.

Authentication Options
The Authentication section allows you configure authentication settings for the WLAN.

e  Web Authentication: [Available only with Standard Usage WLAN type and Open authentication.] Enable this option to require all WLAN
users to complete a web-based login to this network each time they attempt to connect (see Enabling Web Authentication on page 120).

e Authentication Server: When Web Auth is active, use this option to designate the server used to authenticate captive portal user logins.
When "802.1X" or "MAC Address" authentication is active, use this option to designate the server used to authenticate users (without
web authentication). Options include Local Database, or a user-configured authentication server. When one of these authentication server
types is selected (other than "Local Database"), you will need to point ZoneDirector to the proper authentication server configured on the
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Services & Profiles > AAA Servers page. Alternatively, click the Create New (+) button to create a new AAA server object from within the
WLAN configuration screen.

FIGURE 31 Click Create New to create a new AAA server
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A popup window appears in which you can configure an Active Directory, LDAP or RADIUS AAA server.
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FIGURE 32 Create new AAA server
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e  Zero-IT Activation: [Only available with Standard Usage WLAN type and Open authentication.] Enable this option to activate
ZoneDirector's share in the automatic device activation process, in which users can self-register a new wireless device to a WLAN easily
and quickly, with minimal IT involvement required. For more information, see Enabling Automatic User Activation with Zero-IT on page
95.

e  Dynamic PSK: Dynamic PSK is available when you have enabled Zero-IT Activation and WPA2 as the encryption method. When a client is
activated, ZoneDirector provisions the user with a unique per-device pre-shared key. For more information, see Working with Dynamic
Pre-Shared Keys on page 99.

Encryption Options
Encryption choices include WPA2, WPA3, WPA2/WPA3-Mixed, OWE, WPA/WPA2-Mixed, WEP-64, WEP-128 and None.

WPA2 and WPAS are the only encryption methods certified by the Wi-Fi Alliance. WEP has been proven to be easily circumvented, and Ruckus
recommends against using WEP whenever possible.

WPA-Mixed allows WPA and WPA2 encryption methods to both be used on the same WLAN.
OWE (Opportunistic Wireless Encryption) provides encrypted communications for open networks. OWE complies with the RFC 8110 specification.

The WPAS3 encryption method provides several security enhancements over WPA2. The WPA2/WPA3-Mixed option allows for backward
compatibility with clients that do not yet support the newer WPA3 standard.

Method

e  WPA2: The WPA2 encryption method complies with the 802.11i security standard. Announced in 2004, WPA2 encryption remains
mandatory for all new products that bear the Wi-Fi trademark.

e  WPA3: Announced in January 2018, the WPAS3 standard replaces WPA2 with several security enhancements.
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o  WPA2/WPA3-Mixed: Allows mixed networks of WPA2 and WPA3 compliant devices.

o  WPA-Mixed: Allows mixed networks of WPA and WPA2 compliant devices.

e  OWE: (Opportunistic Wireless Encryption) provides encrypted communications for open networks.

e  WEP-64: Provides a lower level of encryption, and is less secure, using shared key 40-bit WEP encryption.

e  WEP-128: Provides a higher level of encryption than WEP-64, using a shared 104-bit key for WEP encryption. However, WEP is inherently
less secure than WPA2.

e  None: No encryption; communications are sent in clear text.
NOTE
If you set the encryption method to WEP-64 (40 bit) or WEP-128 (104 bit), the WLAN will operate in 802.11g mode.

Algorithm

e  AES: (AES-CCMP) This algorithm provides enhanced security over TKIP, and is the only encryption algorithm supported by the 802.11i
standard (the standard that introduced WPA2).

o  AES-GCMP-256: Galois Counter Mode Protocol (GCMP) is supported by 802.11ac, is more efficient than AES-CCMP and provides better
performance for wireless clients. AES-GCMP-256 uses 256 bit AES encryption keys.

e  Auto (TKIP+AES): Automatically selects TKIP or AES encryption based on the client's capabilities. Note that since it is possible to have

A\
A\

clients using both TKIP and AES on the same WLAN, only unicast traffic is affected (broadcast traffic must fall back to TKIP; therefore,
transmit rates of broadcast packets from 11n/11ac APs will be at lower 11g rates).

CAUTION
If you set the encryption algorithm to TKIP, the WLAN will operate in 802.11g mode.

CAUTION
If you set the encryption algorithm to TKIP, the AP will only be able to support up to 26 clients. When this limit is reached, additional
clients will be unable to associate with the AP.

SAE Passphrase (Only for WPA3 and WPA2/WPA3-Mixed WLANSs)

The SAE Passphrase (Simultaneous Authentication of Equals) is a new authentication algorithm for WPA3 that replaces the Pre-Shared Key used in

WPA2. SAE Passphrases are designed to simplify login for devices with no keyboards, and to mitigate the risk of weak passwords that can be easily

defeating using dictionary attacks.

WEP Key/Passphrase

70

WEP Key: WEP methods only. Click in the Hex field and type the required key text. If the key is for WEP-64 encryption, the key text must
consist of 10 hexadecimal characters. If it is for WEP-128 encryption, enter a key 26 characters in length. Alternatively, click Generate to
have ZoneDirector automatically generate a WEP key.

Passphrase: WPA-PSK methods only. Click in this field and type the text of the passphrase used for authentication.
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802.11w Management Frame Protection

The Protected Management Frame (PMF) feature, also known as Management Frame Protection (MFP), is defined in 802.11w to protect 802.11
Robust Management frames, including Disassociation, Deauthentication, and Robust Action frames.

To enable, set 802.11w MFP to Optional or Required on the Wireless LANs > Edit WLAN page. Optional allows legacy devices that do not support
the 802.11w standard to associate with the SSID while also allowing devices that support 802.11w to use the 802.11w features. Required will
prevent clients that do not support 802.11w from associating.

Advanced WLAN Options

The advanced options can be used to configure special WLANSs.

For example, you might want to create a special WLAN for VoIP phone use only, or create a student WLAN that should be time-controlled to provide
access only during school hours.

o  Wireless Client Isolation: Enable Wireless Client Isolation to prevent communication between WLAN clients and other local network
resources.

NOTE
If Client Isolation and L3/L4/IP address ACLs are both in place and have conflicting rules, the L3/L4/IP address ACL will take
precedence, as the ACLs are applied upon ingress, while the Client Isolation rules are applied after bridging.

- Isolate wireless client traffic from other clients on the same AP: Prevents clients connected to the same AP from communicating
with each other, but does not prevent clients from communicating with other hosts connected to different APs on the same subnet.

- Isolate wireless client traffic from all hosts on the same VLAN/subnet: Enable this option to prevent clients from communicating
with any other host on the network, unless they are specifically allowed in a white list. A Client Isolation White List must first be
created on the Services & Profiles > Access Control page before appearing here (see Configuring Client Isolation White Lists on page
234).

o  Bypass Apple CNA Feature: Enable this option to prevent clients (Mac and iOS) from accessing the Apple Captive Network Assistant mini-
browser to skip the login page for web auth and guest WLANSs. For more information, see Bypass Apple CNA on page 77.

e  WLAN Priority: Set the priority of this WLAN to Low if you would prefer that other WLAN traffic takes priority. For example, if you want to
prioritize internal traffic over guest WLAN traffic, you can set the priority in the guest WLAN configuration settings to Low. By default all
WLANSs are set to high priority.

e  Accounting Server: Select or configure a RADIUS Accounting server. If you added a RADIUS Accounting server on the AAA servers page,
select the RADIUS Accounting server from the drop-down list, and then set the accounting update interval in Send Interim-Update every x
minutes. Valid values are 0-1440. Setting the value to 0 disables periodic interim updates to the accounting server, but client IP changes
are still sent to the RADIUS Accounting server. For more information, see RADIUS /RADIUS Accounting on page 252.

e  Access Controls: Toggle this drop-down list to select Access Control Lists (L2 or L3/L4), Device Policy and Precedence Policy to apply to this
WLAN. An access control entry must be created before being available here. For more information, see Configuring Network Access
Controls on page 226.

e Enable Role based Access Control Policy: This feature allows different user groups to have different access policies based on their user
roles using the same WLAN. See Role Based Access Control Policy on page 115.

e  Application Recognition and Control: Enable this option to allow APs to collect client application data, which can then be consolidated for
use by the Applications and Top 10 Applications by Usage graphs.

NOTE
This feature is not supported on all Ruckus access points.
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NOTE
When Application Recognition and Control is enabled, the Apply Policy group option becomes available. Use this option to
apply an Application Policy to this WLAN (see Configure Application Policies on page 221).

e  Call Admission Control (Disabled by default): Enable WiFi Multimedia Admission Control (WMM-AC) to support Polycom/Spectralink
VIEW certification. When enabled, the AP announces in beacons if admission control is mandatory or not for various access categories
and admits only the traffic streams it can support based on available network resources. When network resources are not sufficient to
provide this level of performance, the new traffic stream is not admitted. Call Admission Control is effective only when both AP and the
client support WMM-AC. Ruckus APs are capable of handling hundreds of simultaneous clients, but when it comes to VolP traffic, the
number of VolIP calls needs to be policed to ensure adequate voice/video quality. Ruckus recommends limiting bandwidth allocation to six
calls (four active calls and two reserved for roaming) on the 2.4 GHz radio and 10 calls on the 5 GHz radio (seven active and three reserved
for roaming). Enable this feature if you want this WLAN to serve as a VolP WLAN to support Spectralink phones. (You will also need to
enable Call Admission Control on any APs supporting this WLAN from the Access Points page.)

e Rate Limiting: Rate limiting controls fair access to the network. When enabled, the network traffic throughput of each network device
(i.e., client) is limited to the rate specified in the traffic policy, and that policy can be applied on either the uplink or downlink. Toggle the
Uplink and/or Downlink drop-down lists to limit the rate at which WLAN clients upload/download data. The "Disabled" state means rate
limiting is disabled; thus, traffic flows without prescribed limits.

e  SSID Rate Limiting: In addition to per-station rate limiting, admins can also limit the total bandwidth of all clients connected to the same
SSID of an AP, across both 2.4 GHz and 5 GHz radios. The bandwidth limits are applied to each radio according to the number of clients
connected, so for example, if there are 7 clients connected to the 2.4 GHz radio and 3 clients connected to the 5 GHz radio, and the total
bandwidth configured in SSID rate limiting is 10 Mbps, then the 7 clients in the 2.4 GHz band would share 7 Mbps, while the other 3
clients in the 5 GHz band would share the remaining 3 Mbps.

NOTE
Per-station rate limiting is disabled if per-SSID rate limiting is enabled.

FIGURE 33 Advanced options for creating a new WLAN

'
m RUC| Create WLAN X

Advanced Options v
Group

Wireless Client Isolation: Isolate wireless client traffic from other clients on the same AP.

Access Points Isolate wireless client traffic from all hosts on the same VLAN/subnet. ~

No WhiteList ¥ | + VLAM

(Requires whitalist for gsteway snd other sllowed hosts.)
Clients Bypass Apple CNA Feature: Enable

WLAN Priority: @ High () Low

Accounting Server: | Disabled ¥ || + | Send Interim Update every 10 minutes
Access Control: L2/MAC | No ACLs v | +

Generated
S L3/4/1P address NoACLs | +
BareeE Device Policy + Precedence Policy | Default v || +

Enable Role based Access Control Policy

Applicatiol

Application Recognition & Control: ¢ Enable -

RUCKUS ZoneDirector 10.4 User Guide
72 Part Number: 800-72474-001 Rev B



Managing a Wireless Local Area Network
Creating a Wireless LAN

e  Multicast Filter: When enabled for a WLAN, all client multicast traffic will be dropped at the AP. Broadcast and unicast frames remain
unchanged.

o  VLAN Pooling: Assign a pool of VLANSs to this WLAN. For more information, see Working with VLAN Pools on page 92

e  Access VLAN: By default, all wireless clients associated with APs that ZoneDirector is managing are segmented into a single VLAN (with
VLAN ID 1). If you want to tag this WLAN traffic with a different VLAN ID, enter a valid VLAN ID (2-4094) in the box. For more information,
see Deploying ZoneDirector WLANs in a VLAN Environment on page 85.

- Select the Enable Dynamic VLAN check box to allow ZoneDirector to assign VLAN IDs on a per-user basis. Before enabling dynamic
VLAN, you need to define on the RADIUS server the VLAN IDs that you want to assign to users. See How Dynamic VLAN Works on
page 90.

o  Hide SSID: Activate this option if you do not want the ID of this WLAN advertised at any time. This will not affect performance or force the
WLAN user to perform any unnecessary tasks.

e  Tunnel Mode: Select this check box if you want to tunnel the WLAN traffic back to ZoneDirector. Tunnel mode enables wireless clients to
roam across different APs on different subnets. If the WLAN has clients that require uninterrupted wireless connection (for example, VolP
devices), Ruckus recommends enabling tunnel mode.

NOTE
When tunnel mode is enabled on a WLAN, multicast video packets are blocked on that WLAN. Multicast voice packets,
however, are allowed.

e  Proxy ARP: When enabled on a WLAN, the AP provides proxy service for stations when receiving neighbor discovery packets (e.g., IPv4
ARP requests and ICMPv6 Neighbor Solicit messages), and acts on behalf of the station in delivering ARP replies. When the AP receives a
broadcast ARP/Neighbor Solicit request for a known host, the AP replies on behalf of the host. If the AP receives a request for an unknown
host, it forwards the request at the rate limit specified in the Packet Inspection Filter.

e  DHCP Relay: Enable DHCP Relay agent to convert broadcast DHCP messages to unicast in Tunnel Mode WLANs. For more information, see
DHCP Relay on page 276.

e  Background Scanning: Background scanning enables the Ruckus access points to continually scan for the best (least interference)
channels and adjust to compensate. However, disabling Background Scanning may provide better quality (lower latency) for time-sensitive
applications like voice conversations. If this WLAN will be used primarily as a voice network, select this check box to disable Background
Scanning for this WLAN. You can also disable Background Scanning per radio (see Background Scanning on page 262).

e Load Balancing: Client load balancing between APs is disabled by default on all WLANSs. To disable load balancing for this WLAN only
(when enabled globally), check this box. Ruckus recommends disabling load balancing on VolP WLANSs. For more information, see Load
Balancing on page 266.

e  Band Balancing: Client band balancing between the 2.4 GHz and 5 GHz radio bands is disabled by default on all WLANSs. To disable band
balancing for this WLAN only (when enabled globally), check this box. For more information, see Band Balancing on page 268.

e  Max Clients: Limit the number of clients that can associate with this WLAN per AP radio (default is 100). You can also limit the total
number of clients per AP using the AP Groups settings. See Modifying Model Specific Controls on page 42 for more information.

e 802.11d: The 802.11d standard provides specifications for compliance with additional regulatory domains (countries or regions) that were
not defined in the original 802.11 standard. Enable this option if you are operating in one of these additional regulatory domains. For
optimal performance of Apple iOS devices, it is recommended that you enable this option. Please be aware that some legacy embedded
devices such as wireless barcode scanners may not operate properly if this option is enabled. This option is enabled by default for any
WLANSs created on ZoneDirector version 9.6 or later, and disabled by default for any WLANSs created running earlier versions. If upgrading
from a previous version to 9.6 or later, existing WLANSs will retain their original settings.

e  DHCP Option 82: When this option is enabled and an AP receives a DHCP request ID, AP name, SSID and MAC address) into the DHCP
request packets before forwarding them to the DHCP server. The DHCP server can then use this information to allocate an IP address to
the client from a particular DHCP pool based on these parameters. See also DHCP Option 82 on page 46 for information on enabling this
option for Ethernet ports.
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e  Force DHCP: Enable this option to force clients to obtain a valid IP address from DHCP within the specified number of seconds. This
prevents clients configured with a static IP address from connecting to the WLAN. Additionally, if a client performs Layer 3 roaming
between different subnets, in some cases the client sticks to the former IP address. This mechanism optimizes the roaming experience by
forcing clients to request a new IP address.

e  DTIM Interval: Configure the Delivery Traffic Indication Message interval to control how often DTIM messages are transmitted. This setting
affects the frequency of data transmissions per broadcast beacon. Setting the DTIM interval to a lower value results in more frequent
DTIM messages, which can prevent mobile devices from going into power save mode, thereby increasing battery consumption.

e  Directed MC/BC Threshold: Directed Multicast/Broadcast is a feature that allows Ruckus APs to convert incoming broadcast and multicast
traffic to unicast, reducing airtime utilization and improving data throughput performance. Enter a value to set the client count at which
an AP will stop converting group addressed data traffic to unicast traffic.

e  Client Tx/Rx Statistics: Enable this option to ignore unauthorized client statistics and report only statistics from authorized clients in
device view and other reports. This can be useful for service providers who are more interested in accounting statistics (after
authorization) than in all wireless client statistics. For example, a Hotspot WLAN can be configured to allow unauthorized clients to
connect and traverse any walled garden web pages without adding to transmission statistics (until after authorization).

e  Client Fingerprinting: When this option is enabled ZoneDirector will attempt to identify client devices by their Operating System, device
type and Host Name, if available. This makes identifying client devices easier in the Dashboard, Client Monitor and Client Details screens.

e  OFDM Only: Enabling this option disables CCK rates of 1, 2, 5.5, and 11 Mbps, so no 802.11b-only clients can connect. Beacons and probe
responses will be transmitted at 6 Mbps, and data frames at 6, 9, 18, 24, 36, 48, and 54 Mbps. Enforcing higher minimum data rates
increases overall network throughput capacity, but reduces the distance at which clients are able to remain connected.

e  BSS Min Rate: Use this option to configure the minimum transmission rate supported by the WLAN. If OFDM Only is enabled, the only
valid options are 12 Mbps and 24 Mbps, with Mgmt Tx frames fixed at 6 Mbps. This option can also be used to prevent 11b clients from
connecting, and to allow greater client density with higher data rates.

e  Mgmt Tx Rate: This option is only available if both OFDM Only and BSS Min Rate are disabled. (Otherwise, the Mgmt Tx Rate is defined by
those settings.) Use this setting to configure the rate at which management frames are sent. The default is 2 Mbps.

e  Service Schedule: Use the Service Schedule tool to control which hours of the day, or days of the week to enable/disable WLAN service.
For example, a WLAN for student use at a school can be configured to provide wireless access only during school hours. Click on a day of
the week to enable/disable this WLAN for the entire day. Colored cells indicate WLAN enabled. Click and drag to select specific times of
day. You can also disable a WLAN temporarily for testing purposes, for example.

NOTE

This feature will not work properly if ZoneDirector does not have the correct time. To ensure ZoneDirector always maintains the
correct time, configure an NTP server and point ZoneDirector to the NTP server's IP address, as described in Setting the System
Time.

NOTE

WLAN service schedule times should be configured based on your browser's current time zone. If your browser and the target
AP/WLAN are in different time zones, configure the on/off times according to the desired schedule according to your local
browser. For example, if you wanted a WLAN in Los Angeles to turn on at 9:00 am and your browser was set to New York time,
you would configure the WLAN service schedule to enable the WLAN at 12:00 noon. When configuring the service schedule, all
times are based on your browser's current time zone.
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FIGURE 34 Configuring WLAN service schedule
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e  Auto-Proxy: The Auto-Proxy feature automatically configures client browsers with web proxy settings when the user joins the wireless

network. Clients locate the proxy script according to the Web Proxy Autodiscovery Protocol (WPAD). WPAD uses discovery methods such
as DNS and DHCP Option 252 to locate the configuration file. To use this feature, you must designate where the wpad.dat file is to be
stored. Click Choose File to upload a wpad.dat file conforming to the WPAD protocol to ZoneDirector, or select External Server and enter

the IP address of the external DHCP/DNS server where the file is stored.

- Internet Explorer supports DNS and DHCP Option 252, while Firefox, Chrome and Safari support the DNS method only.
- If the wpad.dat file is stored on ZoneDirector, only one file can be uploaded and this file applies to all WLANSs that use the ZD-stored

file.

- Up to 8 wpad.dat files can be saved on external servers in addition to the single wpad.dat file that can be stored on ZoneDirector.

e Inactivity Timeout: Enter a value in minutes after which idle stations will be disconnected (1 to 10 minutes).

NOTE

If Wireless Client Isolation, ACLs or Web/Guest Captive Portal are enabled on the WLAN, an additional ACL may be
required to allow wireless clients to access the web proxy server and ZD Captive Portal redirection page. For more

information, refer to the Auto-Proxy Application Note available from https://support.ruckuswireless.com.

e Radio Resource Management: Radio Resource Management utilizes 802.11k Neighbor Reports, which are sent by the AP to inform clients
of the preferred roaming target AP. The client sends a neighbor report request to an AP, and the AP returns a neighbor report containing
information about known neighbor APs that are candidates for a service set transition.

NOTE
Background Scanning (Services & Profiles > Services) and Report Rogue Devices (Services & Profiles > WIPS) must be enabled
for 802.11k radio resource management to work properly. If these options are not enabled, the AP will send neighbor reports

consisting of only APs found on the same channel as the operating channel of the AP.
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NOTE
If 802.11k is disabled, fast roaming between APs is achieved using Opportunistic Key Caching (OKC) and Pairwise Master Key
caching (PMK caching). These methods also require Background Scanning to be enabled. Both methods allow clients to roam

without having to repeat the entire 802.1X authentication process. For more information, see PMK Caching and Opportunistic
Key Caching on page 78.

e  Client Traffic Logging: Enable these options to collect and transmit client traffic flow data and/or connection logs to a syslog server.

Send traffic flow data to syslog server: Enable this option to allow ZoneDirector to transmit client session data to a syslog server.
When this option is enabled and a syslog server is configured (System > System Settings > Log Settings), ZoneDirector collects and
records data for each packet session, including source/destination IP address, port, and source MAC address. This information is then
delivered to a syslog server for use in meeting legal obligations for Hotspot service providers in certain countries, and/or for
emerging Wi-Fi monetization projects, where the possibility of exporting this data could be useful for marketing or use by a third-
party platform.

NOTE

If you wish to capture client session data using client traffic flow data logging, you must also set the Priority Level for
Managed APs to "All" or "Info" on the System > System Settings > Log Settings page.

Send connection records to syslog server: These logs are generated for each client connect and disconnect event, and contain client
information including host name, IP address, MAC address, AP MAC address, and social media login name, if applicable. This feature
is designed to help service providers comply with regulatory requirements for client data collection in some countries.

Transient Client Management: In some high-traffic environments, such as a train station or a retail Wi-Fi hotspot, where smart phone

users frequently pass by quickly and do not intend to use the Wi-Fi network, admins can enable this option to allow the AP to delay client
association to wireless LANs for a brief time to prevent passers-by from unintentionally joining the network. A common problem in public
spaces is that a user passing by a hotspot might get AP cell coverage momentarily and unknowingly switch to the Wi-Fi network, and then
within a short duration switch back to the cellular network once out of range. This leads to a poor user experience as the user’s cell phone
switches from cellular to Wi-Fi and back within short duration, and can have an impact on the performance of the Wi-Fi network, as these
transient clients consume air time resources unnecessarily. Enable the Transient Client Management option if your APs are located in a
high-traffic area and you want to reduce the impact of transient clients attempting to connect.
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FIGURE 35 WLAN Advanced options continued
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Bypass Apple CNA
Some Apple iOS and OS X clients include a feature called Captive Network Assistant (Apple CNA), which allows clients to connect to an open captive

portal WLAN without displaying the login page.

When a client connects to a wireless network, the CNA feature launches a pre-browser login utility and it sends a request to a success page on the
Apple website. If the success page is returned, the device assumes it has network connectivity and no action is taken. However, this login utility is
not a fully functional browser, and does not support HTML, HTML5, PHP or other embedded video. In some situations, the ability to skip the login
page for open WLANS is a benefit. However, for other guest or public access designs, the lack of ability to control the entire web authentication
process is not desirable.

ZoneDirector provides an option to work around the Apple CNA feature if it is not desirable for your specific deployment. With CNA bypass enabled,
captive portal (web-based authentication) login must be performed by opening a browser to any unauthenticated page (http) to get redirected to
the login page.

To enable Apple CNA bypass, use the following procedure:

1. Go to Wireless LANs.

2. Select the WLAN you want to configure and click Edit, or click Create to create a new WLAN.
Select one of the following WLAN usage types:
e  Standard Usage with Web Auth enabled
o  Guest Access (including Social Media)
e  Hotspot (WISPr)
Scroll down and expand the Advanced Options section.

4. Locate the Bypass Apple CNA Feature, and select Enable.
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5. Click Apply to save your changes.

FIGURE 36 Enabling the Bypass Apple CNA Feature
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PMK Caching and Opportunistic Key Caching

Pairwise Master Key (PMK) caching and Opportunistic Key Caching (OKC) allow clients to roam without having to repeat the entire 802.1X
authentication process.

PMK Caching

PMK caching allows the client to skip 802.1X authentication to any AP to which it has previously authenticated (only the 4-way handshake is
required). PMK Caching is the method defined in the 802.11i specification, which also defined WPA2.

OKC Caching

With this method, a client can skip the 802.1X authentication to an AP as long as the client has authenticated successfully to at least one of the APs
in the same zone as the an AP that handled the previous successful authentication. In this case, the PMK is cached at a central location
(ZoneDirector).

Creating a Copy of an Existing WLAN for Workgroup Use

If you want to create an additional WLAN based on your existing default WLAN and limit its use to a select group of users (e.g, Marketing,
Engineering), you can do so by following these steps:

1. Make a list of the group of users.

2. Go toWireless LANs.
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3. Select the WLAN that you would like to copy, and click Clone.

The Create WLAN screen appears, displaying the default settings of a new WLAN, using the same configuration settings as the cloned
WLAN.
4. Type a descriptive Name for this WLAN, and then click OK. This new WLAN is ready for use by selected users.

5. You can now assign access to this new WLAN to a limited set of internal users, as detailed in Creating New User Roles on page 114.

FIGURE 37 Cloning a wireless LAN
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Customizing WLAN Security

When you worked through the installation wizard, you were instructed to create your first WLAN. Most users will likely have created an “Open/
WPA2” (open authentication, WPA2 encryption, aka “WPA-Personal”) WLAN as their first wireless network.

To review the security configuration and the available options (customize the existing WLAN setup or replace it with a totally different
configuration), review the following procedures.

Reviewing the Initial Security Configuration

1. Go to Wireless LANs

2. The Wireless WLANSs table lists the WLANSs created during the setup process. You can review the details of a WLAN’s configuration by
clicking on the WLAN name, and then selecting the Configuration tab below.
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3. You have three options for the internal WLAN: [1] continue using the current configuration, [2] fine-tune the existing security mode, or [3]
replace this mode entirely with a different authentication and encryption method. The two WLAN-editing processes are described
separately, below.

FIGURE 38 Viewing wireless LANs
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T = WLAN Usages A4
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Method Open
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‘Web Authentication Disabled
Zero-IT Activation Enabled
Dynamic-PSK Enable Dynamic PSK with 62 character passphrase
D-PSK Type Secure D-PSK
D-PSK Expiration: Unlimited from first use -

Fine Tuning the Current Security Mode
To keep the original security mode and fine-tune its settings:
1. Go toWireless LANs
2. Inthe internal/corporate WLAN row, click Edit.
3. Choose from the following options to keep the default WPA encryption with no authentication (Open Auth).
e  WPA-Mixed: Allows both WPA and WPA2 compliant devices to access the network.
o Passphrase: Replace the current passphrase with a new one, to help lower the risk of unauthorized access.

4. Click OK to apply any changes.

Switching to a Different Security Mode

You also have the option of replacing the default internal WLAN's Open authentication/WPA2 encryption mode with one of several other modes:
e  Open Auth/WEP encryption: Least security, only use if necessary to support older WEP-only client devices.
e  Open Auth/WPA2 encryption: The recommended configuration for modern wireless clients.
o  Open Auth/WPA3 encryption: The next-generation wireless encryption standard, which offers several security enhancements over WPA2.

e  Open Auth/WPA2-WPA3 Mixed encryption: Enables WPA3 encryption for client devices that support WPA3, but also allows clients that
only support WPA2 to connect to the WLAN using a WPA2 passphrase.
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e  OWE: OWE (Opportunistic Wireless Encryption) provides encrypted communications for open networks. OWE complies with the RFC 8110
specification.

e  Open Auth/WPA-Mixed encryption: Allows both WPA and WPA2 devices on the same WLAN. Use this option only if older WPA devices
cannot be upgraded to WPA2.

e  802.1X EAP Auth/Any encryption: Authentication to an AAA server (RADIUS or Local Database) using IEEE 802.1X authentication protocol.
OWE and WPA2/WPA3-Mixed are not supported with 802.1X EAP authentication. WPA3 encryption is supported with 802.1X EAP
authentication, but clients can only be authenticated against a RADIUS server (Local Database is not supported).

e  MAC Auth/Any encryption: Authentication by MAC address. Provides limited security due to ease of MAC address spoofing.
e  802.1X EAP + MAC Auth/Any encryption: Allows clients to connect using either MAC address or 802.1X authentication.

To change the security mode for an existing WLAN:

1. Go to Wireless LANs.

2. When the WLANs workspace appears, you will want to review and then change the Edit in the Internal WLAN row.

3. When the Editing (Internal) options appear, look at the two main categories -- Authentication Options and Encryption Options.
4. If you click an Authentication Option Method such as Open, or 802.1X, different sets of encryption options are displayed:

e  Open allows you to configure a WPA, WPA2, WPA3, OWE or WEP-based encryption, or "None" if you're so inclined. After selecting a
WPA or WEP level, you can then enter a passphrase or key text of your choosing.

e  802.1X EAP allows you to choose from all available encryption methods, but you do not need to create a key or passphrase. Instead,
users will be authenticated against ZoneDirector’s internal database or an external RADIUS server.

e  MAC Address allows you to use an external RADIUS server to authenticate wireless clients based on their MAC addresses. Before you
can use this option, you need to add your external RADIUS server to ZoneDirector’s Services & Profiles > AAA Servers page. You also
need to define the MAC addresses that you want to allow on the RADIUS server.

e  802.1X EAP + MAC Address allows the use of both authentication methods on the same WLAN.
5. Depending on your Authentication Option Method selection, review and reconfigure the related Encryption Options.
6. Review the Advanced Options to change any settings as needed.

7. When you are finished, click OK to apply your changes. Replacing your WPA2 configuration with 802.1X requires the users to make
changes to their wireless connection configurations, which may include the importation of new SSL certificates.

Using the Built in EAP Server

(Requires the selection of "Local Database" as the authentication server.) If you are re-configuring your internal WLAN to use 802.1X/EAP
authentication, you normally have to generate and install certificates for your wireless users.

With the built-in EAP server and Zero-IT Wireless Activation, certificates are automatically generated and installed on the end user's computer.
Users simply follow the instructions provided during the Zero-IT Wireless Activation process to complete this task (see Self-Provisioning Clients with
Zero-IT on page 96). Once this is done, users can connect to the internal WLAN using 802.1X/EAP authentication.

Authenticating with an External RADIUS Server

You can also use an external RADIUS server for your wireless client 802.1X EAP authentication.

An EAP-aware RADIUS server is required for this application. Also, you might need to deploy your own certificates for wireless client devices and for
the RADIUS server you are using. In this case, ZoneDirector works as a bridge between your wireless clients and the RADIUS server during the
wireless authentication process.

ZoneDirector allows wireless clients to access the networks only after successful authentication of the wireless clients by the RADIUS server. For
information on configuring a RADIUS server for client authentication, see RADIUS /RADIUS Accounting on page 252.
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If You Change the Internal WLAN to WEP or 802.1X

If you replace the default configuration of the internal WLAN, your users must reconfigure the wireless LAN connection settings on their devices.

This process is described in detail below and can be performed when logging into the WLAN as a new user.

If Switching to WEP-based Security
1. Each user should be able to repeat the Zero-IT Wireless Activation process and install the WEP key by executing the activation script.

2. Alternatively, they can manually enter the WEP key text into their wireless device connection settings.

If Switching to 802.1X-based Security

1. (Applies only to the use of the built-in EAP server.) Each user should be able to repeat the Zero-IT Wireless Activation process and
download the certificates and an activation script generated by ZoneDirector

2. Each user must first install certificates to his/her computer.
3. Each user must then execute the activation script, in order to configure the correct wireless setting on his/her computer.

4.  To manually configure 802.1X/EAP settings for non-EAP capable client use, use the wireless settings generated by ZoneDirector.

Working with WLAN Groups

WLAN groups are used to specify which APs provide which WLAN services. If your wireless network covers a large physical environment (for
example, multi-floor or multi-building office) and you want to provide different WLAN services to different areas of your environment, you can use
WLAN groups to do this.

For example, if your wireless network covers three building floors (1st Floor to 3rd Floor) and you need to provide wireless access to visitors on the
1st Floor, you can do the following:

1. Create a WLAN service (for example, “Guest Only Service”) that provides guest-level access only.

2. Create a WLAN group (for example, “Guest Only Group”), and then assign “Guest Only Service” (WLAN service) to “Guest Only Group”
(WLAN group).

3. Assign APs on the 1st Floor (where visitors need wireless access) to your “Guest Only Group”.
Any wireless client that associates with APs assigned to the “Guest Only Group” will get the guest-level access privileges defined in your “Guest Only

Service.” APs on the 2nd and 3rd Floors can remain assigned to the Default WLAN Group and provide normal-level access.

NOTE
Creating WLAN groups is optional. If you do not need to provide different WLAN services to different areas in your environment, you do
not need to create a WLAN group.

NOTE
A default WLAN group called Default exists. The first 27 WLANSs that you create are automatically assigned to this Default WLAN group.

NOTE
A WLAN Group can include a maximum of 27 member WLANSs. For dual radio APs, each radio can be assigned to only one WLAN Group
(single radio APs can be assigned to only one WLAN Group).

The maximum number of WLAN groups that you can create depends on the ZoneDirector model.
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TABLE 12 Maximum number of WLAN groups by ZoneDirector model

ZoneDirector Model Max WLAN Groups

ZoneDirector 1200 512

Creating a WLAN Group

1.
2.
3.

Go to Wireless LANs.
In the WLAN Groups section, click Create. The Create WLAN Group form appears.

In Name, type a descriptive name that you want to assign to this WLAN group. For example, if this WLAN will contain WLANSs that are
designated for guest users, you can name this as "Guest WLAN Group."

In Description (optional), type some notes or comments about this group.

Under Group Settings, select the check boxes for the WLANSs that you want to be part of this WLAN group.

In the VLAN override settings, choose whether to override the VLAN configured for each member WLAN. Available options include:
o  No Change: Click this option if you want the WLAN to keep the same VLAN tag (default: 1).

o  Tag: Click this option to override the VLAN configured for the WLAN service.
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7. Click OK. The Create WLAN Group form disappears and the WLAN group that you created appears in the table under WLAN Groups. You

may now assign this WLAN group to an AP.

FIGURE 39 Click Create WLAN Group icon
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FIGURE 40 Creating a WLAN Group
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Viewing a List of APs That Belong to a WLAN Group

1. Go to Wireless LANs.

2. Inthe WLAN group box, click the WLAN group name for which you want to view the member AP list.

3. Scroll down to WLAN Group Member APs.

All APs that belong to this WLAN group are listed.

FIGURE 41 Viewing WLAN Group membership
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Deploying ZoneDirector WLANSs in a VLAN Environment

Configuring VLANs for ZoneDirector, Access Points and wireless clients is not required for normal operation, and should not be undertaken without
a thorough understanding of your network’s VLAN environment and switch port configuration.

You can set up a ZoneDirector wireless LAN as an extension of a VLAN network environment by tagging wireless client traffic to specific VLANs.
Then, when wireless traffic enters the wired network through an access point, it is automatically segmented into the proper VLAN before being

forwarded toward its destination.

Qualifications include the following:

e  Verifying that the VLAN switch supports native VLANSs. A native VLAN is a VLAN that allows the user to designate untagged frames going
in/out of a port to a specific VLAN.

e  For example, if an 802.1Q port has VLANSs 1, 20, and 30 enabled with VLAN 1 being the native VLAN, frames on VLAN 1 that egress (exit)
the port are not given an 802.1Q header (i.e., they are plain Ethernet frames). Frames which ingress (enter) this port and have no 802.1Q
header are assigned to VLAN 1. Traffic from WLANs configured with access VLANs 20 and 30 is tagged with an 802.1Q header containing
the respective VLAN assignment before being forwarded to its destination on the Ethernet network.

e  Connecting ZoneDirector and any Access Points (APs) to trunk ports on the switch.

o  \Verifying that those trunk ports are on the same native VLAN.
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Example configuration (see Figure below): VLAN 20 is used for internal clients, VLAN 30 is used for guest clients, and Management VLAN
configuration is optional.

FIGURE 42 Sample VLAN configuration
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You must ensure that switch ports are configured properly to pass the VLAN traffic necessary for ZoneDirector, AP and client communications. In the
sample VLAN scenario above, the switch ports would need to be configured as follows:

e  Corp VLAN: 20
e  Guest VLAN: 30
e  Management VLAN: (optional)

Some common VLAN scenarios include:
e  WLANSs assigned to specific VLANs; ZD and APs with no management VLAN
e  WLANS assigned to specific VLANSs; ZD and APs within their own single management VLAN

e  WLANSs assigned to specific VLANSs; ZD and APs are configured for management VLAN, but are different VLANs and there is an L3
connection between (typical branch/remote office deployments)

e  WLANSs assigned to specific VLANSs; ZD or APs only (not both) configured with management VLAN (again typically with an L3 connection
between ZD and APs)
The following factors need to be taken into consideration:
o  Default/Native VLAN configuration
o  Where the DHCP/DNS servers sit in the architecture
e |[f tunneling is used for WLANs

o  Trunking between switch ports
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NOTE

All DNS, DHCP, ARP, and HTTP traffic from an unauthenticated wireless client will be forwarded by the AP onto the ZoneDirector via the
management LWAPP tunnel. If the client belongs to a particular VLAN, the ZoneDirector will add the respective VLAN tag before
forwarding the traffic to the wired network. After client authentication is complete, the AP adds the respective VLAN tag and forwards
the client traffic directly to the wired network. This explains why it is necessary to configure the tagged VLANs on all switch ports
connected to the ZoneDirector and APs.

Tagging Management Traffic to a VLAN

Assigning management traffic to a specific management VLAN can provide benefits to the overall performance and security of a network.

If your network is designed to segment management traffic to a specific VLAN and you want to include ZoneDirector's AP management traffic in this

VLAN, you can set the parameters in the ZoneDirector system configuration. Assigning management traffic to a VLAN makes automatic AP

provisioning more complicated, and should not be undertaken without a thorough understanding of your wired network configuration as well as
the wireless deployment.

Configuring a management VLAN is not required. Access ports in a native VLAN can be used as the management VLAN rather than actually
configuring a management VLAN.

To assign ZD - AP management traffic to a management VLAN:

Al A L

Go to Access Points.

In AP Policies, click VLAN ID next to Management VLAN, and enter the VLAN ID in the field provided.
Click Apply to save your settings.

Go to System > System Settings.

In Device IP Settings, enter the VLAN ID in the Access VLAN field.

If you are using an additional management interface for ZoneDirector, enter the same ID in the Access VLAN field for the additional
management interface.

Click Apply to save your settings.

NOTE
ZoneDirector will need to be rebooted after changing management VLAN settings.
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8. Go to Administer > Restart, and click Restart to reboot ZoneDirector.

CAUTION
When configuring or updating the management VLAN settings, make sure that the same VLAN settings are applied on the
Access Points > Access Point Policies > Management VLAN page, if APs exist on the same VLAN as ZoneDirector.

FIGURE 43 Configuring management VLAN for APs
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FIGURE 44 Configuring management VLAN for ZoneDirector
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Using VLAN Override

There are many instances where Zonedirector manages multiple Access Points at different locations, and the deployment requires that the same
SSID be broadcast by two or more APs at different locations with different VLAN tags.

In this case, you can use the VLAN Override settings in WLAN Groups to configure separate access VLANSs for clients connecting to the same WLAN
on different APs.

Assume ZoneDirector manages two Access Points, AP1 and AP2, and the network admin wants all wireless clients to be segmented into two
subnets, VLAN 2 and VLAN 3, both with access to the same SSID, corporate_wireless. Clients connected to AP1 should be in VLAN 2, and those
connected to AP2 should be in VLAN 3.

1. Initially, configure a WLAN named corporate_wireless with Access VLAN tag "2". Go to Wireless LANs > Create WLAN > Advanced Options

> Access VLAN, enter 2 in the VLAN ID field, and click OK to save your changes.

At this point, all clients connected to the corporate_wireless SSID will be assigned to VLAN 2.

2. Next, go to Wireless LANs > WLAN Groups, and create a new WLAN group. Choose the corporate_wireless WLAN and select the Tag
option under the VLAN override column. Enter 3 in the VLAN ID field, and click OK to save your changes.

Go to Access Points, and click the Configure button for AP2.
Change the WLAN Group from System Default to the new WLAN group you created above.

After this change, AP1 and AP2 will both broadcast the corporate_wireless SSID, but users will be segmented into different subnets.

A O

Repeat this procedure to segment more APs into additional VLANSs.

If you have many APs and do not want to override settings for each one individually, you can also configure separate AP Groups, and
override the WLAN group configuration for all APs in that AP group.

FIGURE 45 Configure WLAN group VLAN Override
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NOTE

In the above example, ensure that VLAN 2 is tagged at the switch port connected to AP1 and VLAN 3 is tagged at the switch port

connected to AP2.

NOTE

Ensure that the APs are located far enough away from one another so that clients do not conflict with different subnets.

How Dynamic VLAN Works

Dynamic VLAN can be used to automatically and dynamically assign wireless clients to different VLANs based on RADIUS attributes.

Dynamic VLAN Requirements:

1
2
3.
4
5

90

A RADIUS server must have already been added to the controller

WLAN authentication method must be set to 802.1X, MAC address or 802.1X + MAC address
To enable Dynamic VLAN for a WLAN:

Go toWireless LANs.

Click Configure for to the WLAN you want to configure.

In Authentication Server, select the RADIUS server that you configured on the AAA Servers page.

Expand the Advanced Settings section and click theEnable Dynamic VLAN box next to Access VLAN.

Click OK to save your changes.

FIGURE 46 Enabling Dynamic VLAN
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Priority of VLAN Dynamic VLAN and Tunnel Mode

If the VLAN, Dynamic VLAN and Tunnel Mode features are all enabled and they have conflicting rules, ZoneDirector prioritizes and applies these
three features in the following order:

e  Dynamic VLAN (top priority)
e VLAN

e Tunnel Mode

How It Works
e  User associates with a WLAN on which Dynamic VLAN has been enabled.
e  The AP requires the user to authenticate with the RADIUS server via ZoneDirector.

o  When the user completes the authentication process, ZoneDirector sends the join approval for the user to the AP, along with the VLAN ID
that has been assigned to the user on the RADIUS server.

e  User joins the AP and is segmented to the VLAN ID that has been assigned to him.

Required RADIUS Attributes
For dynamic VLAN to work, you must configure the following RADIUS attributes for each user:
o  Tunnel-Type: Set this attribute to VLAN.
e  Tunnel-Medium-Type: Set this attribute to IEEE-802.
o  Tunnel-Private-Group-ID: Set this attribute to the VLAN ID to which you want to segment this user.

Depending on your RADIUS setup, you may also need to include the user name or the MAC address of the wireless device that the user will be using
to associate with the AP. The following table lists the RADIUS user attributes related to dynamic VLAN.

TABLE 13 RADIUS user attributes related to dynamic VLAN

Attribute Type ID Expected Value (Numerical)
Tunnel-Type 64 VLAN (13)
Tunnel-Medium-Type 65 802 (6)
Tunnel-Private-Group-Id 81 VLAN ID

Here is an example of the required attributes for three users as defined on Free RADIUS:

0018ded90ef3
User-Name = userl,
Tunnel-Type = VLAN,
Tunnel-Medium-Type = IEEE-802,
Tunnel-Private-Group-ID = 0014
00242b752ec4
User-Name = user?2,
Tunnel-Type = VLAN,
Tunnel-Medium-Type = IEEE-802,
Tunnel-Private-Group-ID = 0012
013469acee5
User-Name = user3,
Tunnel-Type = VLAN,
Tunnel-Medium-Type = IEEE-802,
Tunnel-Private-Group-ID = 0012

NOTE
The values in bold are the users' MAC addresses.
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Working with VLAN Pools

When Wi-Fi is deployed in a high density environment such as a stadium or a university campus, the number of IP addresses required for client
devices can easily run into the thousands. Placing thousands of clients into a single large subnet or VLAN can result in degraded performance due to

factors like broadcast and multicast traffic.

To address this problem, VLAN pooling allows administrators to deploy a pool of multiple VLANs to which clients are assigned, thereby automatically
segmenting large groups of clients into multiple smaller subgroups, even when connected to the same SSID.

As the client device joins the WLAN, the VLAN is assigned to one of the VLANs in the pool based on a hash of the client's MAC address. While you
can also achieve the same results using Dynamic VLAN with VLANs assigned by a RADIUS server (see How Dynamic VLAN Works on page 90), the
VLAN pooling feature allows distribution of clients into multiple VLANs without the need for a RADIUS server.

To create a VLAN pool:
1. Go to Wireless LANs, and locate the VLAN Pooling section.

2. Click Create to create a new VLAN pool.

FIGURE 47 VLAN pooling
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3. Enter a Name, and optionally a Description for this VLAN pool.

4. In VLANSs, enter the VLAN IDs to be assigned to this pool. VLAN IDs can be separated by hyphens, commas, or a combination (e.g., 7-10,
13, 17, 20-28).
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5. Click OK to save the VLAN pool. Each VLAN pool can contain up to 16 VLANs, and a maximum of 64 VLAN pools can be created. Each
WLAN can be configured with a single VLAN pool.

FIGURE 48 Creating a VLAN pool
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To assign a pool of VLANs to an SSID
1. Go to Wireless LANSs.
2. Click Create New or Edit to create or edit a WLAN.
3. Expand the Advanced Options section, and locate the VLAN Pooling entry.
4

Select the VLAN Pool you created from the VLAN Pools List. Alternatively, you can create a new VLAN pool by clicking Create New VLAN
Pool.
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5. Click OK to save your changes. Clients connecting to this WLAN will now be automatically assigned to a VLAN from the specified VLAN
pool.

FIGURE 49 Assign a VLAN Pool to a WLAN
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Per STA rate limiting will not work if SSID rate limiting is enabled.
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AccessVLAN: yianiD ¢ VLAN Pool 1 MGy Iy]
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Hide SSID: | | Hide SSID in Beacon Broadcasting (Closed System)
Generated Tunnel Mode: | | Tunnel WLAN traffic to ZoneDirector
(Recommended for VoIP dlients and PDA devices )
Application| -
Proxy ARP: | | Enable Proxy ARP

Troubleshootin|

NOTE
A VLAN pool cannot be applied to a WLAN with a Device Policy enabled, and vice-versa. If a Device Policy is selected, the VLAN
Pooling option will automatically be disabled. If a VLAN pool is selected, the Access VLAN option will be disabled.

NOTE
VLAN Pooling has the lowest priority when used in conjunction with other VLAN assignment features. In case of conflict, the
priority is as follows: 1) Role-Based Access Control (RBAC), 2) AAA Server, 3) Device Policy 4) VLAN Pooling.

For additional information on configuring VLANs for Access Point Ethernet ports, refer to Configuring AP Ethernet Ports on page 44.

RUCKUS ZoneDirector 10.4 User Guide
94 Part Number: 800-72474-001 Rev B



Managing User Access

o Enabling Automatic User ACEVAtion WIth ZEIr0-IT.........coiiiiiiiiieeeeeee ettt ettt e e e e e e e et e e eabeeessbeeeeaseeessaaesnsaaens 95
o Working With DyNamic Pre-Shar€d KEYS.........cocuiiiiiiiiiiieeiieeeiee ettt e it e ettt eeteeesabe e seabee e sbaeessseeeessaeesssaeesssseesssaessseannes 99
o Adding New User ACCOUNES 10 ZONEDIIECION ... .cccuviiiiiiiiiie ettt et e e e te e e e te e e e etaeesbaeeebaeeesaeeesaeessseeessseaenssaaenssen 111
®  MaNAgING CUITENT USEI ACCOUNTS. ....cciiiiiiiiiieiiteeeitee ettt e ettt e ettt e eetaeeesabe e e sbeeeesbeeesssaaeasseeesssaaaassseesssseesssseeessseeassseesssseeesssaeanns 112
©  CreatiNg NEW USEI ROIES......cciiiiiiiiiieciieeette ettt ettt e et e ettt e et e e e b e e e tbeeeabaeesbaeeasbeeeassaaenssaeessbeeeassseesasseessseeessssaenssaeennn 114
o Managing GeNerated DYNAMIC PSKS........iiiuiiiiiiieiiieeeiteeeitte et e ettt e et e e ettt e seateeesaaaeesaseeesaaeesssaeessseeesssaaenssseessseeessseeassneenns 117
®  ManNaging GENEIratEU GUESE PASSES......cccuiiieiiiiiiieeeitieeeiieeeitee ettt eeitteeeateesetaeeessseasssseesasseeesssaaesseessseeenssseessseeensseessssaeessseeans 118
o Using an External Server for User AUTNENTICAtION. .....cccuiiiiiiiiiiiccteeeeee ettt te e be e e saa e e etae e e sabe e e sbeeeesbeeenssaaennns 118
o ENabliNg WED AULNENTICATION. .. .eiiiiiiieteeceee ettt ettt e e et e e e esba e e s baeeesbaeeesbeeeeasbaasssseeessseeesssaesnsseenns 120

Enabling Automatic User Activation with Zero-IT

Ruckus Zero-IT Activation allows network users to self-activate their devices for secure access to your wireless networks with no manual
configuration required by the network administrator. Once your Ruckus network is set up, you need only direct users to the Activation URL, and
they will be able to automatically authenticate themselves to securely access your wireless LAN.

Before enabling Zero-IT, make sure you have at least one of each of the following configured:

A WLAN configured (Wireless LANs)
A user Role with access to this WLAN (Services & Profiles > Roles)

A User with this role assigned that exists in either the internal database or an external RADIUS, Active Directory or LDAP server (Services &
Profiles > Users)

To enable Zero-IT activation, do the following:

Go to Wireless LANs.
Click Edit on the WLAN where you want to enable Zero-IT Activation.

Enable WPA2 (not WPA3, WPA-Mixed, WPA2/WPA3-Mixed or OWE; selecting any of these encryption options will disable the Zero-IT
option).

Enter a passphrase. (This passphrase will only be used for administrator testing - you will not need to provide this passphrase to end
users.)

Enable Zero-IT Activation.

Optionally, enable Dynamic PSK if your WLAN's authentication and encryption methods support it (Open authentication and WPA2
encryption only; see Working with Dynamic Pre-Shared Keys on page 99 for more information.)

If the Authentication Method is 802.1X or MAC Address, select which Authentication Server to authenticate users against. If you are not
using an external server for authentication, you can use ZoneDirector's internal database.

Note the Activation URL in the Zero-IT Activation section further down the page.
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9. Click OK to save your settings.

FIGURE 50 Enabling Zero-IT for a WLAN
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- (Currently sliow 1~4 devices per user.)
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Administer

Advanced Options »

€ Ssystem Info

You have completed enabling Zero-IT for this WLAN. At this point, any user with the proper credentials (username and password) and running a
supported operating system can self-provision his/her wireless client to securely access your wireless LANs.

Clients that Support Zero-IT
For a detailed list of the operating systems that the Zero-IT configuration supports, refer to the ZoneDirector Release Notes.

Zero-IT Activation can be used with many modern operating systems including Microsoft Windows (7/8/10), Apple OS X, Apple iOS, Windows Phone
and Android OS.

For Windows 7/8/10 or Mac notebook clients with Ethernet ports, the user simply connects to the ZoneDirector activation URL and runs the self-
activation script. For clients running Mac OS X, the user must be logged in as an administrator for Zero-IT activation to work.

Linux clients do not support automatic wireless configuration using the Zero-IT provisioning file.

Self-Provisioning Clients with Zero-IT

To self-provision a computer to the wireless LAN, use the following procedure:

1. Connect the computer to the wired LAN using an Ethernet cable.

2. Open a browser and enter the Activation URL in the navigation bar (http://<zonedirector’s_IP_address>/activate). A WLAN Connection
Activation web page appears.
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3. Enter User Name and Password, and click OK. If the user name and password are confirmed and the computer is running a supported
operating system, an automated script will launch.

FIGURE 51 Zero-IT automatic activation
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WLAN Connection Activation

‘ Username

Password

4. Run the prov.exe script to automatically configure this computer’s wireless settings for access to the secure internal WLAN.
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5. If you are not running a supported operating system, you can manually configure wireless settings by clicking the link at the bottom of the
page (see Provisioning Clients that Do Not Support Zero-IT on page 99).

FIGURE 52 Corporate WLAN configuration
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Secure WLAN Configuration

To set up your wireless network connection, follow these
steps:

« If the WLAN Connector download does not st
in five seconds, please X

¢ Save prov.apk to your download path. Once
completed, go to your download path, click th
prov.apk icon.

 Your device is configured to access secured
wireless network.Please connect to<Ruckus1
for secured wireless network access.

¢ The Zero-IT file might fail to download/install correctly via the
built-in pop-up browsers on some devices. If this happens, please
launch one of the more common browsers (Safari, Chrome, IE or
Firefox) to manually download and install the Zero-IT file.

« If you encounter uld like to manually set up
your wireless acc|

You have completed Zero-IT configuration for this user. Repeat this procedure to automatically configure all additional users of your internal WLAN.

Self-Provisioning Clients without Ethernet Ports

Many mobile devices without Ethernet ports - such as smart phones and tablets - can also use Zero-IT Activation.

This is done using the "BYOD Onboarding Portal," which is described in Using the BYOD Onboarding Portal on page 142.
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Provisioning Clients that Do Not Support Zero-IT

If your users are connecting with clients running earlier versions of Windows, Linux, or other operating systems that do not support Zero-IT
provisioning, users must manually configure wireless settings.

A manual configuration page displays the settings needed for manual configuration.

FIGURE 53 Manual configuration information
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Corporate WLAN Configuration

To set up your wireless network connection, follow
these steps:

« Use this following configuration generated for you to set up
your wireless access:

« Disconnect from the Zero-IT WLAN WLAN and reconnect to
the WLAN you created

Network Name

SSID

Network
Authentication

Data Encryption

Zy0A76d3H9eXp.

Network key [7Pj/aKWTWs2u5Q7r*pYS |

You also have access to the following WLANs

To download the auto activation script,

Working with Dynamic Pre-Shared Keys

Dynamic PSK is a unique Ruckus feature that enhances the security of normal Pre-Shared Key (PSK) wireless networks.

Unlike typical PSK networks, which share a single key amongst all devices, a Dynamic PSK network assigns a unique key to every authenticated user.
Therefore, when a person leaves the organization, network administrators do not need to change the key on every device.

RUCKUS ZoneDirector 10.4 User Guide
Part Number: 800-72474-001 Rev B 99



Managing User Access
Working with Dynamic Pre-Shared Keys

Dynamic PSK offers the following benefits over standard PSK security:

Every device on the WLAN has its own unique Dynamic PSK (DPSK) that is valid for that device only (by default).

Each DPSK is bound to the MAC address of an authorized device - even if that PSK is shared with another user, it will not work for any

other machine.

Since each device has its own DPSK, you can also associate a user (or device) name with each key for easy reference.
Each DPSK may also have an expiration date - after that date, the key is no longer valid and will not work.

DPSKs can be created and removed without impacting any other device on the WLAN.

If a hacker manages to crack the DPSK for one client, it does not expose the other devices which are encrypting their traffic with their own
unique DPSKs.

DPSKs can be created in bulk and manually distributed to users and devices, or ZoneDirector can auto-configure each device with a unique DPSK
when it connects to the network for the first time using Zero-IT Activation (see Enabling Automatic User Activation with Zero-IT on page 95).

Enabling Dynamic Pre-Shared Keys on a WLAN

To use DPSK for client authentication, you must enable it for a particular WLAN (if you did not enable it during the initial ZoneDirector Setup Wizard

process).

To enable DPSK for a WLAN:

1
2
3.
4
5
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Go to Wireless LANs.

Either Edit an existing WLAN or Create New to open the WLAN configuration form.
Under Type, select Standard Usage.

Under Authentication Options: Method, select MAC Address or Open.

Under Encryption Options: Method, select WPA2 (not WPA-Mixed, WPA3, or WPA2/WPA3-Mixed, OWE, WEP-64, or WEP-128, as
selecting any of these encryption methods will disable the DPSK option).

Under Encryption Options: Algorithm, select AES (not Auto, as selecting Auto will disable the DPSK option).

If using MAC Address authentication, choose an Authentication Server to authenticate clients against--either Local Database or RADIUS
Server.

Next to Dynamic-PSK, select one of the following:
e Internal: Use the internal database for client authentication.

e  External: Use an external AAA (RADIUS) server for client authentication.
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9. If using an external RADIUS server for authentication, select the DPSK Authentication Server from the list, and click OK to save.

FIGURE 54 External DPSK
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10. If using the internal database, continue with the following steps.
11. In DPSK Length, enter a DPSK passphrase length (between 8 and 62 characters).
12. In DPSK Type, choose whether to use Secure DPSK or Mobile Friendly DPSK:

e  Secure DPSK: Includes almost all printable ASCII characters, including periods, hyphens, dashes, etc. This option is more secure,
however it is difficult to input for mobile clients whose keyboards may not contain the entire set of printable ASCII characters.

o  Mobile Friendly DPSK: Choose this option if this WLAN will be used primarily for mobile clients. This option limits the range of
characters to lower case and upper case letters and numbers, which makes it easier for users to input the DPSK when activating a
mobile client to a Zero-IT WLAN. (You may also want to limit the DPSK length to 8 characters for the convenience of your mobile
client users.)

13. In Expire DPSK, set when the DPSK should expire. In Validity period, choose whether the DPSK expiration period will start from first use or
creation time.

14. In Limit DPSK, enable the check box and enter a number to limit the number of DPSKs that can be generated per user. By default, each
authenticated user can generate multiple DPSKs. Select this option to limit the number of DPSKs each user can generate (1-4).

15. In Shared DPSK, enable this option to allow a single user to share a single DPSK across multiple devices. By default, each DPSK is unique
and mapped to a single MAC address. This option allows admins to override this rule and allow a user to share a single DPSK across
multiple devices.
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16. Click OK to save your settings.

FIGURE 55 Enabling Dynamic PSK for a WLAN
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This WLAN is now ready to authenticate users using Dynamic Pre-Shared Keys once their credentials are verified against either the internal database
or an external AAA server.

Using External DPSK with RADIUS Authentication

Using an external AAA server for managing Dynamic Pre-Shared Keys provides several advantages to internal DPSKs stored on the AP/controller.

The external DPSK feature allows customers to exceed the maximum number of DPSKs that can be stored on the controller, and provides the option
to store and manage DPSKs on the AAA server for distribution to multiple controllers.

To enable external DPSK using an external authentication server:

1
2
3.
4
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Go to Wireless LANs > Create/Edit WLAN.

Select Standard Usage for Type, and select WPA2 for Method.

In Dynamic PSK, select External.

In Authentication Server, select or create an AAA server entry.
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5. Click OK.

FIGURE 56 External DPSK
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6. The controller will send Access-Request messages to the RADIUS server with following attributes: Ruckus-SSID, Ruckus-

BSSID, User-Name, Ruckus-Dpsk-Params.

7. The AAA server sends back a RADIUS Access—-Accept or Access—Reject message with the following attributes: Access-
Accept: Calling-station-id, Tunnel-Type, Tunnel-Medium-Type, Tunnel-Private-Group-Id, MS-
MPPE-Recv-Key, Session-Timeout, Ruckus-User-Groups, User-Name.The MS-MPPE-Recv-Key is mandatory.

8. The AAA server generates a DPSK key (PMK) for each wireless station. This key is entered in the attribute MS-MPPE-Recv-Key: PMK
= PBKDF2 SHAI (PassPhrase, Wlan-SSID, Wlan-SSID-Len, 4096, 32).SeeRFC2548 Chapter2.4.3.

NOTE
The WLAN-SSID attribute will exist in the authentication request. The AAA server can use this value to generate the PSK or the
AAA server can be pre-configured with WLAN-SSID value.

9. The AAA server calculates the wireless station’s Pairwise Transient Key (PTK) from the Ruckus-Dpsk—-Params attribute (AKM Suite,
Cipher, Anonce, EAPOL-Key-Frame)inthe Access-Request message and generates the PMK key, and finally verifies the
Key MIC of the station. If it matches, the RADIUS server will send back an Access-Accept message with the MS-MPPE-Recv-Key
attribute.

10. With the DPSK keys generated managed by the AAA server, the controller's internal max DPSK limits are avoided and an unlimited number
of DPSKs can be generated.

External DPSK RADIUS Attribute Value Pairs
The RADIUS Attribute Value Pairs (AVP) and Vendor Specific Attributes (VSA) used in external DPSK generation are listed in the following table.

The following parameters are used in access-request messages.
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TABLE 14 Access-Request message parameters

Parameter

1 SSID

2 UE's MAC address

3 AP's BSSID

4 Anonce
5 Snonce
6 MIC

7 4WHS-M2 EAPOL Key frame
8 Cipher

9 AKM Suite

The following parameters are used in access-accept/access-reject messages.

AVP / VSA name
Ruckus-SSID

User-Name

Ruckus-BSSID

Ruckus-DPSK-params

Ruckus-DPSK-params

Ruckus-DPSK-params
Ruckus-DPSK-params
Ruckus-DPSK-params

Ruckus-DPSK-params

TABLE 15 Access-accept/Access-reject message parameters

Parameter

1 MS-MPPE-Recv-Key

2 PMK-time

3 User-name

104

RADIUS AVP or VSA nhame
MS-MPPE-Recv-Key

Session-Timeout

User-name

Comment

Since DPSK passphrases are bound to SSIDs, it's expected that AAA server
will have the PMK lists indexed by SSID value.

This AVP chosen for backward compatibility with MAC Authentication use
case. The AAA server can override this value with a real (human or
account) user-name when User-Name AVP is included in an Access-Accept
or Access-Reject message.

Note: the AAA Interface Document needs to be updated. Currently it
states, "BSSID for each WLAN in each radio"; however, only a single BSSID
(the one the client has associated with) is included in the VSA.

This is a new Ruckus VSA, defined below.

The Snonce is parsed from the EAPOL Key Frame field of Ruckus-dpsk-
params.

The MIC is parsed from the EAPOL Key Frame field of Ruckus-dpsk-params.
The EAPOL-Key-Frame is used for the MIC calculation.

If the UE has negotiated TKIP-based encryption (this would be a really old
device), then the key integrity algorithm is different than AES (Advance
Encryption Standard, the encryption algorithm currently in use). In this
case, AAA server also has to use the same algorithm as the UE in order to
properly identify the PMK. TKIP is indicated according to the Cipher octet
(see below). Note that two different integrity algorithms are used: HMAC-
SHA1 ands HMAC-MD5.

The use of the AES key integrity and key hierarchy is indicated by the AKM
Suite value. If the UE has negotiated FT encryption (FT - fast transition, aka
802.11r), generating the PTK from the PMK uses a different algorithm than
AES. In this case, AAA server also has to use the same algorithm as the UE
in order to properly identify the PMK. The AKM Suite value indicates
whether FT is used.

Mandatory / Optional | Comment

Mandatory Included whenever the AAA server has found a
matching PMK (for either bound or unbound
case).

Mandatory Included whenever the AAA server has found a

matching PMK, this is PMK expired time for the
controller. Its range could be 0-14400 minutes.

Optional Included if admin desires the username to be
included in syslog events generated by the
controller.
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TABLE 15 Access-accept/Access-reject message parameters (continued)

4 VLAN assignment The following triplet of AVPs: Optional Included if admin requires dynamic VLAN

1. Tunnel-Type assignment. Note: the Tag field in all three AVPs

is set to the same value (see RFC-2868 ).

2. Tunnel-Medium-Type 1.  Tunnel-Type is set to the value

3. Tunnel-Private-Group-Id "VLAN". Note: the AVP encodes this
enumeration as an integer set to the

value of 13 (see RFC-3580).

2. Tunnel-Medium-Type is set to the
string value of "802"

3. Tunnel-Private-Group-Id is set to the
value "<VLAN ID>". VLAN ID has a
value between 1 and 4094 and is
encoded as a string (see RFC-3580).

5 Ruckus-User-Groups Ruckus-User-Groups Optional Ruckus-User-Groups is used as Role of UE, It is
the same as "Group Attributes " in ZD WebUI
Configuration "Roles and Policies ".

6 Authorization reason Reply-message Optional Included if AAA server sends an Access-Accept
in the workflow for DPSK passphrase renewal.
When included, the ZD shall copy the contents
of this AVP to the relevant syslog message
(event ID 206 clientAuthorization).

Setting Dynamic Pre-Shared Key Expiration

By default, dynamic pre-shared keys do not expire and are effective from first use. You can control when the PSK expires, at which time the users
will be prompted to reactivate their wireless access.

To set the dynamic PSK expiration:
1. Go to Wireless LANSs, and click Edit to modify your DPSK WLAN.
2. Expand the Advanced Options and locate the Dynamic PSK section.
3. Inthe Expire DPSK section, select the PSK expiration time. Range includes one day to unlimited (never expires).
4.

In Validity Period, select Effective from first use or Effective from creation time.

RUCKUS ZoneDirector 10.4 User Guide
Part Number: 800-72474-001 Rev B 105



Managing User Access

Working with Dynamic Pre-Shared Keys

5.

Click OK to save your changes. The new setting goes into effect immediately.

FIGURE 57 Dynamic PSK expiration options
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If you change the dynamic PSK expiration period, the new expiration period will only be applied to new DPSKs. Existing DPSKs
will retain the expiration period that was in effect when the DPSKs were generated. To force expiration, go to Clients >

Generated PSK/Certs.

Generating Multiple Dynamic PSKs

If you will be generating DPSKs frequently (for example, to configure school-owned laptops in batch), you may want to generate multiple DPSKs at

once and distribute them to your users in one batch.

Before performing this procedure, check your WLAN settings and make sure that the Dynamic PSK check box is selected.

To generate multiple dynamic PSKs:

1.
2.
3.

106

Go to Wireless LANSs.

Scroll down and click the Dynamic PSK Batch Generation tab.

In Target WLAN, select one of the existing WLANs with which the users will be allowed to associate. (Only WLANs with DPSK enabled will

be listed.)

In Number to Create, select the number of dynamic PSKs that you want to generate. ZoneDirector will automatically populate the names
of each user (BatchDPSK_User_1, BatchDPSK_User_2, and so on) to generate the dynamic PSKs.

In Role, select the Role you want to apply to this batch of DPSK users.
In Dynamic VLAN ID, enter Dynamic VLAN ID (if Dynamic VLAN is enabled for this WLAN).

If you want to be able to identify the dynamic PSK users by their names, click Choose File, and upload a batch dynamic PSK profile instead.
See Creating a Batch Dynamic PSK Profile on page 108 for more information.
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Click Generate. ZoneDirector generates the dynamic PSKs, and then the following message appears:
To download the latest DPSK record generated from this page, "click here."

Click theclick here link in the message to download a CSV file that contains the generated dynamic PSKs.

You have completed generating the dynamic PSKs for your users. Using a spreadsheet application (for example, Microsoft Excel), open the CSV file

and view the generated dynamic PSKs.

The CSV file contains the following columns:

User Name
Passphrase
Role

WLAN Name
MAC Address
VLAN ID
Expiration
NOTE

The MAC address column shows 00:00:00:00:00:00 for all users. When a user accesses the WLAN using the dynamic PSK that has been
assigned to him, the MAC address of the device that he used will be permanently associated with the dynamic PSK that he used.

To enable wireless users to access the wireless network, you need to send them the following information:

User Name: The user name generated via batch DPSK generation (by default, “Batch_DPSK_User_[#]".
WLAN Name: This is the WLAN with which they are authorized to access and use the dynamic PSK passphrase that you generated.
Passphrase: This is the network key that the user needs to enter on his WLAN configuration client to access the WLAN.

Expiration: (Optional) This is the date when the DPSK passphrase will expire. After this date, the user will no longer be able to access the
WLAN using the same DPSK
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FIGURE 58 DPSK batch generation

1-1 of 1 shown n

ZoneDirector
2d 52m
10.2.0.0 build

VLAN Pooling ~ Zero-IT Activation = Dynamic PSK Batch Generation = Web Fortal  Evenis/Activities

Dynamic PSK Batch Generation hd

DPSK batch generation provides two facilities to create multiple Dynamic PSKs at once. You can specify the number of DPSK or upload a profile file { ) which contains information

necessary to create DPSKs. Once the generation i done, a result file will be downloaded for your reference. To download an example of profi e maximum allowable

number of DPSKs is 4000

Target WLAN
Numberto Create -:1-10-3; Role: E\

S or Upoad  Prfie

To download the latest DPSK record generated from this pag To download all generated DPSK record (include Morthbound Interface and Zero-IT ),

Generate

NOTE
Alternatively, you can allow users to automatically self-provision their clients using Zero-IT, as described in Enabling Automatic User
Activation with Zero-IT on page 95.

Creating a Batch Dynamic PSK Profile

Creating a DPSK batch generation profile is useful if you want to customize the user names that will be used for accessing the DPSK WLAN, as
opposed to user names such as "BatchDPSK_User_1," etc.

1. Go to Wireless LANs.

2. Click the Dynamic PSK Batch Generation tab, look for the following message: To download an example of profile, click here.
3. Click the click here link to download a sample profile.

4. Save the sample batch DPSK profile (in CSV format) to your computer.
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5. Using a spreadsheet application, open the CSV file and edit the batch dynamic PSK profile by filling out the following columns:

e  User Name: (Required) Type the name of the user (one name per row).

e  MAC Address: (Optional) If you know the MAC address of the device that the user will be using, type it here.

FIGURE 59 Editing the batch_dpsk_sample.csv file to create a custom batch DPSK profile

A E C D
| #User Maw Mac AddreVlan IDD Role
2
3 DPEE-User-1
4 Tem 00:11:22:3 1 Default
5 Harry 11:22:33:4 1 Default
6 James 1 Default
T Zally 1 Default
& Sue 1 Default
9 Mary 1 Default
10 REumplestiltskin 1 Default
11
12
13

H 4 » M| batch_dpsk_sample /%2

|

04 »[

6. Go back to the Dynamic PSK Batch Generation page and drop the file you edited into the field provided to upload.

7. Click Generate to generate the custom DPSKs that you modified.

After the DPSKs have been generated, you can download the same file (with the passphrases filled in) by clicking the Click Here link at the end of
the "To download the generated DPSK record, click here" sentence.

FIGURE 60 Downloading a generated batch DPSK profile

A B C D E

1

2 Tom TolggpXeQROQOGpL DPSK WL 00:11:22:3
3 Harmy willgSAeb? T sDhulZy DPSK WL 11:22:33:4
4 James S8WOVmiSRHqhIDE DPSE WL 00:00:00:0
5 Gally HWBHITHsGCYNKI DPSE WL 00:00:00:0
G e 2DHfaOMr TOMRSC1 DPSE WL 00:00:00:0
T Mary 2P Tteb98neU Ieyrpull DPSK WL 00:00:00:0
2 Rumplesti]l 2ErcacBb3qubSMTUIDPSE WL 00:00:00:0
9
10
11
1z
13

W 4 v | batch_dpsk 080714 _17_32 ~¥J
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FIGURE 61 DPSK batch generation
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2

Dynamic PSK Batch Generation

v) which contains information

DPSK batch generation provides two facilities to create multiple Dynamic PSKs at once. You can specify the number of DPSK or upload a profile file (*

necessary to create DPSKs. Once the generation is done, a result file will be downloaded for your reference. To download an example of profi e maximum allowable

number of DPSKs is 4000

Target WLAN

Numberto Create (1-100) Role: E\

S or Upoad  Prfie

To download the latest DPSK record generated from this pagy To download all generated DPSK record (include Northbound Interface and Zero-|

RUCKUS ZoneDirector 10.4 User Guide
110 Part Number: 800-72474-001 Rev B



Managing User Access
Adding New User Accounts to ZoneDirector

Downloading Generated DPSKs

Once Dynamic PSKs have been generated, you can download either the latest batch generated or the entire list of generated DPSKs that currently
exists on ZoneDirector.

FIGURE 62 Click either link to download latest/all generated DPSKs

VLAN Pooling Zero-IT Activation Dynamic PSK Batch Generation Bypass Apple CNA Feature Web Portal Logo Eventsi/Activities

10.1.0.0 build

Dynamic PSK Batch Generation v

DPSK batch generation provides two facilities to create multiple Dynamic PSKs at once. You can specify the number of DPSK or upload a profile file (.csv) which contains information
necessary to create DPSKs. Once the generation is done, a result file will be downloaded for your reference. To download an example of profile, click here .The maximum allowable

number of DPSKs is 4000

Target WLAN
Number to Create (1-100)  Role E

Dynamic VLAN ID: |:| or Upload a Profile

To download the latest generated DPSK rel:ur- To download all generaied DPSK recur

Generate

Adding New User Accounts to ZoneDirector

Once your wireless network is set up, you can instruct ZoneDirector to authenticate wireless users using an existing Active Directory, LDAP or
RADIUS server, or to authenticate users by referring to accounts that are stored in ZoneDirector's internal user database.

This section describes the procedures for managing users using ZoneDirector's internal user database. For authentication using an external AAA
server, see Using an External AAA Server on page 246.

Internal User Database

To use the internal user database as the default authentication source and to create new user accounts in the database:

1. Go to Services & Profiles > Users.

2. Inthe Internal User Database table, click Create New.
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3. When the Create New form appears, fill in the text fields with the appropriate entries.

User Name: Enter a name for this user. User names must be 1-32 characters in length, using letters, numbers, underscores (_) and
periods (.). User names are case-sensitive and may not begin with a number.

Full Name: Enter the assigned user's first and last name. The user name can be up to 64 characters, including special characters and
spaces.

Password: Enter a unique password for this user, 4-32 characters in length, using a combination of letters, numbers and special

characters including characters from (!) (char 33) to (~) (char 126). Passwords are case-sensitive.

Confirm Password: Re-enter the same password for this user.

NOTE

ZoneDirector 1200 can support up to 4,000 DPSK users and guest passes, and up to 4,000 concurrently connected clients. When
the maximum number of users that ZoneDirector supports has been reached, additional clients attempting to connect will be
refused.

4. If you have created roles that enable non-standard client logins or that gather staff members into workgroups, open the Role menu, and
then choose the appropriate role for this user. For more information on roles and their application, see Creating New User Roles on page
114.

5. Click OK to save your settings. Be sure to communicate the user name and password to the appropriate end user.

FIGURE 63 The Create New form for adding users to the internal database

Users

Internal User Database (on ZoneDirector)

This table lists all current user accounts along with basic details. You can add, edit, or delete user accounts. You can also click the Print button to print out the First-ime Wireless Network

Connection Guide for the user.

Clients

Username Full Name Role Actions
Create New
Username* m
Full Name

Password™ | ‘

Confirm Password*

Role Default *

“ Cancel

Create New
@00 (D)6 .

Managing Current User Accounts

ZoneDirector allows you to review your current user roster on the internal user database and to make changes to existing user accounts as needed.

Refer to the following for more information:

e  Changing an Existing User Account
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Deleting a User Record

Changing an Existing User Account

1
2
3.
4

Go to Services & Profiles > Users
On the Users page, select the specific user account in the Internal User Database panel, and then click Edit.
When the Editing [user name] form appears, make the needed changes.

If a role must be replaced, open that menu and choose a new role for this user. (For more information, see Creating New User Roles on
page 114.)

Click OK to save your settings. Be sure to communicate the relevant changes to the appropriate end user.

Deleting a User Record

1
2
3.
4
5

Go to Services & Profiles > Users.

When the Users screen appears, review the Internal User Database table.
To delete one or more records, select those account records.

Click the now-active Delete button.

When the Deletion Confirmation dialog box appears, click OK to save your settings. The records are removed from the internal user
database.

FIGURE 64 Deleting a user record from the internal user database

NRUCKUS'— 2018/05/07 13:4400 ; (7]

Users

Internal User Database (on ZoneDirector)

This table lists all current user accounts along with basic details. You can add, edit, or delete user accounts. You can also click the Print button to print out the First-ime Wireless Network

Connection Guide for the user.

Username Full Name Role Actions

. bobmarley Bob Marley Default Edit Clone Print
Jjanisjoplin Janis Joplin Default Edit Clone

hariseldon Hari Seldon Default Edit Clone Print

o
=

Create New Del

@13 (3)a

Search terms I:I # Include all terms Include any of these terms
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Creating New User Roles

ZoneDirector provides a "Default" role that is automatically applied to all new user accounts. This role links all users to the internal WLAN and

permits access to all WLANSs by default.

As an alternative, you can create additional roles that you can assign to selected wireless network users, to limit their access to certain WLANSs, to

allow them to log in with non-standard client devices, or to grant permission to generate guest passes. (You can then edit the "default" role to
disable the guest pass generation option).

To create a new user Role:

1
2
3.
4

114

Go to Services & Profiles > Roles. The Roles and Policies page appears, displaying a Default role in the Roles table.

Click Create New (below the Roles table).

Enter a Name and a short Description for this role.

Choose the options for this role from the following:

Group Attributes: Fill in this field only if you are creating a user role based on Group attributes extracted from an Active Directory or
LDAP server (see Group Extraction on page 251). Enter the User Group name here. Active Directory/LDAP users with the same group
attributes are automatically mapped to this user role.

NOTE
For information on how to authenticate administrators using an external authentication server, refer to Using an External
Server for Administrator Authentication on page 328.

Allow All WLANS: You have two options: (1) Allow Access to all WLANS, or (2) Specify WLAN Access. If you select the second option,
you must specify the WLANs by clicking the check box next to each one. This option requires that you create WLANS prior to setting
this policy. See Creating a Wireless LAN on page 65.

Guest Pass: If you want users with this role to have the permission to generate guest passes, enable this option.

NOTE

When creating a guest pass generator Role, you must ensure that this Role is given access to the Guest WLAN. If you create
a Role and allow guest pass generation, but do not allow the Role access the relevant WLAN, members of the "Guest Pass
Generator" Role will still be unable to generate guest passes for the Guest WLAN.

Administration: This option allows you to create a user role with ZoneDirector administration privileges - either full access or limited
access.

Access Control Policy: Enforce an access control policy on members of this role. See Role Based Access Control Policy on page 115.

When you finish, click OK to save your settings. This role is ready for assignment to authorized users.
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6. If you want to create additional roles with different policies, repeat this procedure.

FIGURE 65 The Create New form for adding a role

Create New
Name*™ m
Description | ‘
Group Attributes | ‘
Policies
Allow All WLANs Allow access to all WLANs (s Specify WLAN access
WLANs
Ruckus1
CRENN-]
Seachterms | | (@ Includeallterms () Include any of these terms
Guest Pass Allow guest pass generation
Administration Allow ZoneDirector Administration

Arcace Cantral Daliew Fnahle Rnle hasar Arrace Cantral Dalicy [Role hasad Arracs Cantral Palicy have the hinhar arinrity than W1 AR'e attinas |

Role Based Access Control Policy

Using the Role Based Access Control Policy (RBAC) feature, organizations can deploy a single SSID for multiple roles, and provide different access
privileges based on the user's role in the organization.

For example, a school could create a single secure WLAN for both students and staff members. Then, when either type of user connects to the
network, they will be granted the proper access privileges based on their role at the school.

Users created on an AAA server can be mapped to roles on ZoneDirector using group attributes. When a client completes authentication
successfully, ZoneDirector gets the group attributes assigned to this user from the AAA server and uses the group attributes to determine the user's
role, and applies the access control restrictions defined in that role to the client's access privileges.

NOTE
When RBAC is enabled on a WLAN, Client Fingerprinting must be enabled, and Dynamic VLAN should also be enabled if VLANs will be

assigned based on user roles.
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FIGURE 66 Enabling RBAC policy for a role

Administration Allow ZoneDirector Administration

DHCP R
Access Control Policy I +| Enable Role based Access Control Policy I:{cle—hased Access Confrol Policy has a higher priority than the WLAN setfings.}
Allow All Device Types Allow all device types to access (» Specify device types access

Device Type

L3/4/IP address Access Control L3/4/IP address Create New
Application Recognition & Control

URL Filtering

Time Range ® Always on Always off Specific

Administer “ Cancel

€ Ssystemino

Mame" neDirector
Uptime:  23h 30m
Version:  10.4.0.0 build 59

Create New Delete

©1-2(2)&

RBAC Policy Options

The following control policies can be applied to a role:
o Device type: Limit access based on operating system/device type.
e  VLAN: Assign a VLAN ID to this role.
e  Rate Limiting: Limit per-station uplink and downlink speeds.
e  L3/L4/IP address ACL: Apply a Layer 3/Layer 4/IP address ACL to this role.
e  Application Recognition & Control: Apply an application policy to this role.
e Time Range: Limit the time range during which this role will be allowed to access the WLAN.
Once you have created access control policies for your user roles, you will need to apply them to any WLANSs for which you want to enforce these

policies. To do this, edit the WLAN, expand the Advanced Options, and enable the check box next to Enable Role Based Access Control Policy in the
Access Control section.
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FIGURE 67 Enable RBAC policy enforcement for a WLAN

r{ rucl Create WLAN x

admin

Advanced Options -

. Grou
Accounting Server: Disabled ¥ | Create New  Send Interim-Update every 10 minutes -
Access Control: | 2/MAC | No ACLs ¥ || Create New B

Dashboard

Access Points

Clien
L3/41P address NoACLs ¥ | Create New
4
Clients Device Policy Create New  Precedence Policy Create New
I [ Enable Role based Access Control Policy |
Troubleshootin
Application Recognition & Control: |« Enable
Services & Pro
Apply policy group Create New
System Call Admission Control: [ | Enforce CAC on this WLAN when CAC is enabled on the radio
Rate Limiting: Per Station Uplink Dijsabled - @ Per Station Downlink Dijsapled ~
Administer
SSID Rate Limiting: UpLink [ | Enable mbps (0.1~200)
0 System Info DownLink || Enable mbps (0.1~200) - n
Name: 7

Versionm

NOTE

When role-based application recognition and control (ARC) policies and WLAN-based ARC policies both exist, role-based ARC takes
priority. If an application policy is available based on RADIUS attributes, then RADIUS group attributes take priority. In other words, the
priority is: RADIUS attribute > Role > WLAN.

° °
Managing Generated Dynamic PSKs
With Ruckus Dynamic PSK, a unique key is automatically generated for each wireless user. If a user leaves the organization, you can manually delete
the DPSK using the Clients > Generated PSK page.
To delete generated DPSKs:

1. Go to Clients > Generated PSK.

2. Select the check boxes for the DPSKs that you want to delete.

3. Click Delete to delete the selected items.

The selected PSKs are deleted from the system. A user with a deleted PSK will not be able to connect to the wireless network without obtaining a

new key.
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Managing Generated Guest Passes

Generated Guest Passes can be deleted using the Clients > Generated Guest Passes page. This page also provides the option to download a list of

generated guest passes to CSV file.
To manage admin-generated or self-service guest passes, use the following procedure:

1. Go to Clients > Generated Guest Passes.

2. Select the check boxes next to any guest passes that you want to delete in either the Self-Service Guest Passes or the Admin Generated

Guest Passes table, and click the respective Delete button to delete.
3. Todelete all records at once (either self-generated or admin-generated), click Delete All.

4. To download a list of generated guest passes, click Export to CSV. ZoneDirector will generate a list of guest passes in a CSV file that can be

opened in a spreadsheet program.

FIGURE 68 Managing generated guest passes

ﬁRL_J(I:KUS 2019/03/05 09:42:54 (3 aﬁn (7]

Generated Guest Passes

These tables list the generated guest passes. You can review the guest passes generated for your users. You may also remove them if necessary.

e Self-Service Generated Guest Passes

Total Self-Service Guests: C

Hourly Daily Weekly Monthly

0 0 0 0

‘Generated Guest Passes

Self-Service Guest Passes: C

Guest Name WLAN Key Email Sponsor Email Phone Number Requested Time Approved Time Expires Shared Devices Number

Crarch tnrme =0 Includn all tarme Inrlidn anu af thaen tarme

Using an External Server for User Authentication

Once your wireless network is set up, you can instruct ZoneDirector to authenticate wireless users using your existing Authentication, Authorization
and Accounting (AAA) server. The following types of AAA servers are supported:

e  Active Directory

e LDAP

e  RADIUS / RADIUS Accounting

The ZoneDirector web interface provides a sample template for each of the AAA server types. These templates can be customized to match your

specific network setup, or you can create new AAA server objects and add them to the list.
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To use an external authentication server:

1. Go to Services & Profiles > AAA Servers. The Authentication/Accounting Servers page appears.
2. Click the Create New link in the Authentication/Accounting Servers table, or click Edit next to the relevant server type in the list.
3.  When the Create New form (or “Editing” form) appears, make the following entries:

e In Name, type a descriptive name for this authentication server (for example, “Active Directory”).

o In Type, verify that one of the following options is selected:

- Active Directory: If you select this option, you also need to enter the IP address of the AD server, its port number (default is
389), and its Windows Domain Name.

- LDAP: If you select this option, you also need to enter the IP address of the LDAP server, its port number (default is 389), and its
LDAP Base DN.

- RADIUS: If you select this option, you also need to enter the IP address of the RADIUS server, its port number (default is 1812),
and its shared secret.

- RADIUS Accounting: If you select this option, you also need to enter the IP address of the RADIUS Accounting server, its port
number (default is 1813), and its shared secret.

4. Additional options appear depending on which AAA server Type you have selected. See the respective server type for more information.

5. Click OK to save this server entry. The page refreshes and the AAA server that you added appears in the list of authentication and
accounting servers.

Note that input fields differ for different types of AAA server. ZoneDirector only displays the option to enable Global Catalog support if Active
Directory is chosen, for example, and only offers backup RADIUS server options if RADIUS or RADIUS Accounting server is chosen. Also note that
attribute formats vary between AAA servers.

NOTE

If you want to test your connection to the authentication server, enter an existing user name and password in the Test Authentication
Settings panel, and then click Test. If testing against a RADIUS server, this feature uses PAP or CHAP depending on the RADIUS server

configuration and the choice you made in RADIUS/RADIUS Accounting. Make sure that either PAP or CHAP is enabled on the Remote

Access Policy (assuming Microsoft IAS as the RADIUS server) before continuing with testing authentication settings.
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FIGURE 69 The Create New form for adding an authentication server

Dashboard

Authentication/Accounting Servers

Authentication/Accounting Servers

This table lists all authentication mechanisms that can be used whenever authentication is needed.

Clients Name Type Actions

Troubleshooting Create New
& Profiles Name | e
Applicati Type ® Active Directory LDAP RADIUS RADIUS Accounting TACACS+
Global Catalog Enable Global Catalog support
Encryption Enable TLS encryption
IP Address® | |
Port* 389

Windows Domain Name : (example: domain.ruckuswireless.com)

Hotspot

Hotspot

Craata Maw Nalata

Enabling Web Authentication

Web authentication (also known as a "Captive Portal") redirects users to a login web page the first time they connect to the WLAN, and requires
them to log in before granting access to use the WLAN.

After you activate web authentication on your WLAN, you must then provide all users with a URL to your login page. After they discover the WLAN
on their wireless device or laptop, they open their browser, connect to the Login page and enter the required login information.

To activate web authentication:

Go to Wireless LANs. The WLAN page appears.
Select the WLAN that you want to edit, and then click the Edit button.

1
2
3. When the Editing [WLAN Name] form appears, locate the Web Authentication option.
4. Click the check box to Enable captive portal/Web authentication.

5

Select the preferred authentication server from the Authentication Server drop-down menu.
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6. Click OK to save this entry.

FIGURE 70 Activating captive portal/web authentication

ﬁRUCI T
Create WLAN x sdmin
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ZeroIT Activation ™: Enable ZeroT Activation
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Administer

Encryption v
€ Ssystem Info Method: WPA2 WPA3Z WPA2/WPA3 Mixed OWE WPA Mixed WEP-64 (40 bit) WEP-128 (104 bit)
® None -

Name: 7o

Uptime:

N

NOTE
For information on customizing the web portal logo, see Customizing the Captive Portal on page 192.

Captive Portal Redirect on Initial Browser HTTPS Request

When logging in to a Web Auth/Hotspot/Guest WLAN by initially requesting an HTTPS page in the browser, the client may encounter one or two
SSL/HTTPS security warnings as follows:

o The first is generated because the SSL certificate of the HTTPS site the user is trying to reach does not match the certificate installed on
the ZoneDirector. Depending on the browser/0S, this maybe flagged as a potential Man in the Middle attack (MiM).

o The second is generated if the ZoneDirector or Hotspot server does not have an SSL certificate signed by a recognized Certificate Authority
installed when the client is redirected to the login page.

These browser security warnings are there to encourage users to take care when browsing secure sites and ensure their authenticity. However,
there are two options to help mitigate these warnings:

1. Completely disable the "redirect on initial browser HTTPS request" feature (refer to the ZoneDirector CLI Reference Guide, "no https-
redirection" command). Users will no longer be redirected to the captive portal when their browser initially requests an HTTPS page and
the browser will display a message similar to "Page not found" or "SSL connection error". In this case, the user will then need to request
an HTTP page (not HTTPS) to be redirected to the login page. This approach prevents users from being "conditioned" to click-through
browser security warnings.

2. Install an SSL certificate signed by a recognized Certificate Authority on the ZoneDirector or captive portal server. This will only prevent the
second security warning - the first will still occur because the certificate will not match that of the requested secure site. See Working with
SSL Certificates on page 342 for more information.
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e  Creating a Guest WLAN..........cccueeunee
e  Using the BYOD Onboarding Portal
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e  Social Auth WLANs...............
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e  Customizing the Captive Portal

Configuring Guest Access

Using ZoneDirector's Guest Access features, visitors to your organization can be allowed limited access to a guest WLAN with configurable guest
policies, or given the option to self-activate their devices to an internal WLAN using Zero-IT activation via the BYOD Onboarding Portal, or both.

ZoneDirector's Guest Pass system allows admins to generate one-time passwords that are only valid for a certain amount of time, along with any

other access restrictions, but which also provide all of the security benefits of a standard PSK passphrase.

Guest WLANSs can be configured to allow visitors to self-authenticate using a social media account, such as Facebook, LinkedIn, Microsoft, Google or

WeChat.

The following sections describe how to configure guest WLANs and guest access policies to control visitors' use of your wireless networks.

Creating a Guest Access Service

Each guest WLAN must be associated with a Guest Access Service, which defines the behavior of the guest WLAN interface.

To create a Guest Access Service:
1. Go to Services & Profiles > Guest Access.

2. Click Create to configure a guest access service.

NOTE

Alternatively, you can create a Guest Access Service from the WLAN creation page while creating a new WLAN or modifying an

existing WLAN (Wireless LANs > Edit > Type > Guest Access > Guest Access Service > + Create.)

3. Enter a Name for the guest service.

4. In Onboarding Portal, choose which options to display in the BYOD Onboarding Portal. See Using the BYOD Onboarding Portal on page

142.

5. In Authentication, choose whether to use Guest Pass login, Social Media login, or no authentication:

o  Use Guest Pass and Social Login authentication: Redirect the user to a page requiring the user to enter a valid guest pass before
allowing access to the guest WLAN. See Working with Guest Passes on page 147, or allow login using a social media account.

e  Use Social login authentication only: Allow login using a social media account and no guest pass login.

e Do not authenticate: Do not require authentication.
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6. InTerms of Use, enable the Show terms of use check box to require the guest user to read and accept your terms of use prior to use.
Type (or cut and paste) your terms of use into the large text box.

FIGURE 71 Configuring Guest Access
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7. In Redirection, select one of the following radio buttons to use/not use redirection:

e  Redirect to the URL that the user intends to v

it: Allows the guest user to continue to their destination without redirection.
o  Redirect to the following URL: Redirect the user to a specified web page (entered into the text box).
8. In Guest Pass Option (if the guest pass feature is enabled), configure guest pass options as follows:

e Validity Period: Choose whether guest passes will be effective from creation time or effective from first use, and enter an expiration
period after which guest passes will become invalid.

o  Guest Pass Self-Service: Enable this option to allow users to self-activate guest passes. See Using Guest Pass Self-Service on page
125.

9. In Social Auth Options, configure social media login settings as required. For more information on social media login, see Social Auth
WLANSs on page 163.

RUCKUS ZoneDirector 10.4 User Guide
124 Part Number: 800-72474-001 Rev B



Managing Guest Access
Creating a Guest Access Service

10. In WIFi4EU, enable the Insert WiFi4EU Snippet option to insert a WiFi4EU snippet in the head tag of the web auth portal page. This allows
the WLAN to be used by members of the WiFi4EU "digital single market" for EU member states.

FIGURE 72 Insert WiFi4EU Snippet
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11. In Customize Captive Portal, you can customize the look and feel of the login page that guests will see when connecting to your guest
WLAN. For more information, see Customizing the Captive Portal on page 192.

12. In Restricted Subnet Access, configure any subnet restrictions that you want to apply to your visitors. See Configuring Guest Subnet
Restrictions on page 139.

13. Click OK to save your settings.

Using Guest Pass Self-Service

The Guest Pass Self-Service feature allows guests to connect to a guest SSID and submit basic information (name, email address and mobile phone
number) to receive a guest pass code. The guest then enters this code to gain access to the internet, with no IT involvement required.

Using the default settings, a guest user connects to a self-service guest WLAN and enters his contact information to receive a guest pass code. The
user then activates the guest pass, and can now freely use the internet. Additional configuration options allow the administrator to set the guest
pass delivery method (either displayed directly on the device screen, or sent to the user via email, SMS, or both), to set session length and access
duration, and to require "sponsor approval" prior to providing a guest pass to the new guest user.

To enable Guest Pass Self-Service:

1. Onthe Services & Profiles > Guest Access page, create a new Guest Access service or edit an existing one.
2. Enter a Name for the guest access service.

3. In Authentication, select Use Guest Pass and Social login authentication.

4

Enable Terms of Use and customize the content in the text box, if you want to require guests to read and accept a Terms of Use prior to
accessing the network.

5. In Redirection, select Redirect to the following URL and enter a destination URL, or select Redirect to the URL that the user intends to
visit.
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6. Set the guest pass Validity Period by selecting one of the following options:

e Effective from the creation time: This type of guest pass is valid from the time it is first created to the specified expiration time, even
if it is not being used by any end user.

e  Effective from first use: This type of guest pass is valid from the time the user uses it to authenticate with ZoneDirector until the
specified expiration time. An additional parameter (A Guest Pass will expire in X days) can be configured to specify when a guest pass
will expire when unused. The default is 7 days.

7. Select Enable Guest Pass Self-Service. The following new options appear:
o  Access Duration: Select the default access time provided with one guest pass in days, hours or weeks. (Default is one day.)
e Session: Optionally, enable the session limitation to require guest pass users to re-login after the specified time period.
e  Max Device: Allow multiple devices to share a single guest pass. (Default is unlimited.)

e  Sponsor Approval: Select this option to require email approval for issuing self-service guest passes. (See Requiring Sponsor Approval
for Self-Service Guest Pass Authentication on page 131.)

o Notification Method: Select whether the guest pass will be delivered via email, SMS, or displayed directly on the device screen.
When Sponsor Approval is selected, the Device Screen option is not allowed.

8. Click OK to save your changes.

9. Go to Wireless LANs, and apply this Guest Access Policy to a Guest Access WLAN, as described in Creating a Guest WLAN on page 141.

FIGURE 73 Creating a Self-Service Guest Access service
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Accessing a Self-Service Guest WLAN

The simplest way to deploy a self-service guest WLAN is to enable the self-service option and do not change any of the default settings. When a self-
service guest WLAN is deployed in this way, the user follows these steps to self-activate and begin using a guest pass:

1. Connect to the guest WLAN, launch a web browser and attempt to browse to any site.

2. The browser redirects to the Welcome to Guest WiFi! page.
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3. Click Help with a guest pass.

FIGURE 74 Guest Pass login page

2:35 @

Sign in to Guest WLAN

Managing Guest Access
Creating a Guest Access Service

© ®iH* 4 §65%

192.168.0.5

RUCKUS ZoneDirector 10.4 User Guide
Part Number: 800-72474-001 Rev B

RUCKUS™

an ARRIS company

Welcome to Guest WiFi !

Connect to WiFi by Guest Pass

guest pass here

127



Managing Guest Access
Creating a Guest Access Service

4. The Register Guest screen appears.
FIGURE 75 New Guest Registration page
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5. Enter your email address and name, and click Next. An email delivery message appears.
FIGURE 76 New Guest Registration page
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6. Open the email account you entered and check for the email containing the guest pass.

FIGURE 77 Guest pass email

Greetings, Jay

You have been grantgd Bhbtadbgcnmpany wireless network
Your guest pass key if RFIZK-TVMVF
This guest pass is valid Uf Jay latel once activated, and has to be activated in 7 days.

Connect your wireless-ready device to this network: guest wlan 2, as detailed in the instructions printed below.
Please follow the instruction below:

Finding the Wireless "Guest" Network

1 Find "Guest” 551D on device.

2 Select the "Guest” 551D and and click Connect.

3 If a Wireless Network Connection confirmation dialog box asks you to confirm “connecting to an unsecured network”, click
Connect Anyway.

A connection status dialog appears, while a network address is obtained and initial connection established.

4 Once your device is connected proceed to the next step.
Logging into the Network as a Guest

1 Start a web browser and try to connect to any valid Internet site. The wireless network login page automatically appears.

2 Select "I'm a Guest and would like to access the Internet” and then click Mext.

3 When "Guest Pass" page appears, enter the text of your guest pass key by typing or pasting and click Login.

7. Copy this guest pass and go back to the WLAN login screen.
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8. On the Sign In to Guest WLAN page, enter the guest pass you received in your email and click Accept & Connect. Your guest pass is now
activated and you can begin using the wireless network.

FIGURE 78 Sign In with Guest Pass
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Requiring Sponsor Approval for Self-Service Guest Pass Authentication

If the "Sponsor Approval" option is enabled, when the user connects to the WLAN, he or she submits registration information along with a
Sponsor's email address and waits for sponsor approval. The Sponsor receives an email request and clicks a link to allow this user access to the
guest WLAN. Once the registration is approved, ZoneDirector then generates a guest pass and sends it to the user via email and/or SMS using the
contact information the user provided.

NOTE

If using Sponsor Approval, ZoneDirector must be configured with your SMTP settings for email delivery, or with a valid Twilio, Clickatell or
custom SMS provider account to deliver guest passes via SMS. See Delivering Guest Passes via Email on page 161 and Delivering Guest
Passes via SMS on page 162 for more information.
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Configure the following options if Sponsor Approval is enabled:

e  Sponsor Authentication Server: Select the authentication server to be used for sponsor authentication. When a guest pass approval
request is sent to the sponsor's email, the sponsor must click the link in the email, log in to this authentication server, and approve or
reject the request. Options include Local Database, Active Directory, LDAP and RADIUS.

NOTE

When sponsor approval is enabled, all guest service profiles share the same sponsor authentication server. If you select a

different authentication server when creating a new guest service, the new server will be used for all guest services.

o  Default Sponsor Email: Enter the default email address to which sponsor approval messages will be delivered.

o Notification Method: Select whether the guest pass will be delivered via email, SMS, or displayed directly on the device screen. When

Sponsor Approval is enabled, the Device Screen option is not allowed.

FIGURE 79 Configuring Sponsor Approval for Self Service Guest Passes
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When a user connects to a guest WLAN with Sponsor Approval enabled, the option to request a new guest pass appears.

To request, approve and activate a sponsor-approved guest pass, use following procedure:

1. On the Welcome to Guest WiFi screen, click Help with a guest pass.
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FIGURE 80 Click "Help with a guest pass" to request a new guest pass
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2. Onthe What would you like to do screen, select Register and get a new guest pass, and click Next.
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FIGURE 81 Request a guest pass from a sponsor
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3. Enter your name and email address and click Next. A guest pass request email is sent to the sponsor's address.
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FIGURE 82 Request a guest pass from a sponsor
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4. The screen displays a confirmation message confirming that your guest pass will be emailed to the email address provided.
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FIGURE 83 Request a guest pass from a sponsor
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5. The sponsor will then receive an email requesting approval for guest pass activation.

6.  (As the sponsor), open the email and click the link to open the Sponsor/Approver Authentication page.
FIGURE 84 Sponsor approval email
Dear Sponsor/Admin,
You are a designated approver for Bob's WiFi access. Click link below to approve or reject the request.

https://192.168.0.5/user/sponsor login.jsp?
email=HDGMGIGOGHHDGBGOGEGEHCHCGPHHHDDBEDAEAGIGPHEGNGBGIGMCOGDGPGN&uUser=&ssid=EHHFGFHDHECAFHEMEB

EQC

Mame: Bob

Maobile No: 6692249368
Email:

SSID: Guest WLAN
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7. Onthe Sponsor/Approver Authentication page, enter a valid User Name and Password and click Log in to continue.

NOTE
This user name and password must exist on the Authentication Server (Local Database, AD, LDAP or RADIUS) configured with
guest pass generation privileges for this guest access service.

FIGURE 85 Sponsor Login
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8. Upon successful login, the Guest Pass Approval page appears, displaying the name, phone and email addresses of all pending guest pass
requests. Select the check boxes next to each guest pass you wish to approve, set the Duration for each, and click Approve to approve
them.
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FIGURE 86 Guest Pass Approval
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9. Approving a guest pass triggers delivery of an email (and/or SMS message) containing the guest pass code to the guest.

10. As a guest user, open this email and copy the Guest Pass code to the clipboard.

FIGURE 87 Guest pass activation email

Dear loe Guest,

Your request for WiFi guest access Is approved
Mame: Joe Guest

Mobile No:

Email: shingsandarrows10@hotmail.com

Guestpass: JAVEP-SVXTA
Access s valid tor 1 hour

11. Launch a web browser and browse to any URL. You will be redirected to the Welcome login page.

12. Enter the Guest Pass code received in the activation email and click Connect.
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FIGURE 88 Enter Guest Pass code and click Go Online
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13. You have successfully authenticated to this guest network using the guest pass provided. Click Continue to complete activation and
continue to your original destination URL.

Configuring Guest Subnet Restrictions

By default, guest pass users are automatically blocked from the ZoneDirector subnet (format: A.B.C.D/M) and the subnet of the AP to which the
guest user is connected.

If you want to create additional rules that allow or restrict guest users from specific subnets, use the Restricted Subnet Access section. You can
create up to 22 subnet access rules, which will be enforced both on the ZoneDirector side (for tunneled/redirect traffic) and the AP side (for local-
bridging traffic).

To create a guest access rule for a subnet:

1. Go to Services & Profiles > Guest Access.
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2. Edit or create a new Guest Access Service.
3. Scroll down to the bottom and expand the Restricted Subnet Access section.

4. Click Create New to create a new subnet restriction. Text boxes appear under the table columns in which you can enter parameters that
define the access rule.

5. Under Description, type a name or description for the access rule that you are creating.

6. Under Type, select Deny if this rule will prevent guest users from accessing certain subnets, or select Allow if this rule will allow them
access.

7. Under Destination Address, type the IP address and subnet mask (format: A.B.C.D/M) on which you want to allow or deny users access.

8. If you want to allow or restrict subnet access based on the application, protocol, or destination port used, click the Advanced Options link,
and then configure the settings.

9. Click OK to save the subnet access rule.

Repeat Steps 4 to 9 to create up to 22 subnet access rules.

FIGURE 89 The Restricted Subnet Access options

E Restricted Subnet Access

Guest users are automatically blocked from the subnets to which ZoneDirector and its managed APs are connected. If there are other subnets on which
‘you want to block or allow guest users, you can create and configure up to 21 guest access rules below. Note that guest access rules are prioritized in the

Order Description Type Destination Address Action

1 Deny location.host Move Down
2 Deny 10.0.0.0/8 Edit Clone MovelUp Move Down
3 Deny 172.16.0.012 Edit Clone MovelUp Move Down
4 Deny 192.168.0.0/16 Edit Clone Move Up
Create New Delete
Advanced Options
Create New Delete
al-1me
Search terms ® Include all terms Include any of these terms T

Guest Access Walled Garden

A walled garden is a list of network destinations (URLs or IP addresses) that users can access without going through authentication.

A common use case for this feature is to allow unauthenticated guests to access a company's website or other specific locations prior to entering
guest pass or social media login information.

To create a guest access walled garden entry, go to Services & Profiles > Guest Access > Create/Edit (Guest Service) > Walled Garden. Click Create
New to create a new rule, and enter the destination IP address or domain name in the field.
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Save

Once you have created a guest access service, create a WLAN of the type "Guest Access."

Destination Port

Cancel

Managing Guest Access
Creating a Guest WLAN

Cancel

This WLAN can be configured to allow access only to a specific set of resources - such as ZoneDirector's Zero-IT activation address - from which
users can then activate their devices to gain access to other WLANs (such as the corporate/internal WLAN).

To create a Guest WLAN:

Go to Wireless LANs.

Under WLANS, click Create New. The Create New WLAN form appears.

Under Type, select Guest Access.

1
2
3. Enter a Name (SSID) for this WLAN that will be easy for your guests to remember (e.g., "Guest WLAN"). The Description field is optional.
4
5

Select a Guest Access Service from the list of services created on the Services & Profiles > Guest Access page. If you have not yet created
a Guest Access Service, click Create New to create one. See Creating a Guest Access Service on page 123.

6. Choose an Encryption Method that provides the best compromise between security and compatibility, based on the kinds of client

devices that you expect your guests will use.

7. Under Advanced Options, select the options to enable for this WLAN. For more information on WLAN advanced options, see Advanced

WLAN Options on page 71.

e [f you want your internal wireless traffic to have priority over guest traffic, set the Priority to Low.

e  Optionally, enable a Grace Period (disabled by default) and enter a value in minutes to allow disconnected users a grace period after

disconnection, during which users will not need to re-authenticate.
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8. Click OK to save your changes.

FIGURE 91 Create a Guest Access WLAN
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Using the BYOD Onboarding Portal

The Onboarding Portal feature provides a series of intuitive option screens that allow mobile users to choose whether to connect to a Guest WLAN
or to self-configure their mobile devices to authenticate to an internal WLAN using Zero-IT activation.

To enable the Onboarding Portal for mobile devices:

1. Go to Services & Profiles > Guest Access.
2. Click Edit or Create New to configure a guest access service.
3. Enable the check box next to Onboarding Portal to enable Zero-IT device registration from the Guest Portal.
4. Select one of the following options to display when connecting to the Onboarding Portal:
o  Guest Pass + Device Registration: Show both buttons.
e Device Registration: Show Zero-IT Device Registration button only.

5. If Guest Pass is enabled, configure Guest Pass options as described in Working with Guest Passes.
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6. Click Apply.

FIGURE 92 Enable Onboarding Portal
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Terms of Use [ Show terms of use

Terms of Use

By accepting this agreement and accessing the wireless network, you acknowledge that you are of legal age, you
have read and understood, and agree to be bound by this agreement

(*) The wireless network service is provided by the property owners and is completely at their discretion. Your
access to the network may be blocked, suspended, or terminated at any time for any reason

(*) You agree not to use the wireless network for any purpose that is unlawful or otherwise prohibited and you are
fully responsible for your use

(*) The wireless network is provided "as is" without warranties of any kind, either expressed or implied.

Redirection @ Redireci to the URL that the user intends to visit

When a client connects to the Open Guest WLAN for the first time, the Ruckus Onboarding Portal page is displayed. The screen displays the
following three options:

e  Guest Access
e  Register Device (download Zero-IT activation file)

e Both
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FIGURE 93 The Onboarding Portal for mobile devices
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If the user clicks the Guest Access button, the process is the same as when connecting to a Guest WLAN and all settings on the Guest Access
configuration page will be put into effect.
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If the user clicks the Register Device button, the web page will be redirected to the WLAN Connection Activation page, from which the user can
enter user name and password to activate this device. A Zero-IT activation file is generated for download once the client is registered with

ZoneDirector.
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FIGURE 95 Activate device using the WLAN Connection Activation screen, and download activation file
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After running the downloaded Zero-IT file, the device will be configured with the settings to automatically connect to the secure internal/corporate

WLAN.

146

NOTE

You may need to manually switch from the guest WLAN to the secure WLAN after activation (on some mobile devices).

NOTE

You may need to manually delete any previously installed Zero-IT activation files before a new one can be run. On some devices (including
some Android versions), the activation file will not run if an older an existing package of the same name with a conflicting signature is
already installed.
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Working with Guest Passes

Guest passes are temporary privileges granted to guests to access your wireless LANs.

ZoneDirector provides many options for customizing guest passes, controlling who is allowed to issue guest passes, and controlling the scope of
access to be granted.

With Guest Pass authentication enabled, guests are required to enter a guest pass code when connecting to a guest WLAN. Temporary guest passes
can be issued for single users, multiple users, one-time login, time-limited multiple logins for a single guest user, or can be configured so that a
single guest pass can be shared by multiple users. Additionally, they can be batch generated if many short-term guest passes need to be created at
once.

Guest passes can be delivered in any of the following ways:
e  Print out wireless connection instructions containing guest pass key
e Send SMS to guest user containing guest pass key
e Send email to guest user containing guest pass key
NOTE

To enable guest pass delivery via email or SMS, you must first configure an email server or an SMS delivery account from the System >
System Settings page.

NOTE
ZoneDirector 1200 can support up to 4,000 DPSK users and guest passes, and up to 4,000 concurrently connected clients. When the
maximum number of users that ZoneDirector supports has been reached, additional clients attempting to connect will be refused.

Generating a Guest Pass from the Clients Page
ZoneDirector administrators can create guest passes from within the Ul, using the Clients > Generated Guest Passes page.
To generate a guest pass:

1. Go to Clients > Generated Guest Passes.

2. Expand the Admin Generated Guest Passes section.
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3. Click Create New to generate a new guest pass.

FIGURE 96 Create a new Guest Pass
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Approved Time
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Expires Shared Devices Number
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o Single: Create a single guest pass. For more information, see Generating and Delivering a Single Guest Pass on page 153.

e  Multiple: Generate multiple guest passes (2~100). For more information, see Generating and Printing Multiple Guest Passes at Once

on page 157.

e By Profile: Import a guest pass profile. For more information, see Creating a Guest Pass Profile on page 159.

®©® N o v

In Guest Pass Name, enter the guest's name.

In Guest WLAN, select the WLAN for which the guest pass will be issued.

In Valid For, enter a number and select an increment (Hours, Days, or Weeks) for which the guest pass will remain valid.

Optionally, enter Guest Email and Guest Phone number. If these options are entered, and the email server and/or SMS delivery method

have been configured (from the System > System Settings page), you can deliver the guest pass to the visitor using email or SMS.

9. Optionally, expand the Advanced Options, and configure the following:

e  Session Timeout: Enable this check box and select a time increment after which guests will be required to log in again. If this feature

is disabled, connected users will not be required to re-log in until the guest pass expires.

e Shared Pass: Use this option to allow multiple users to share a single guest pass.
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10. Once you are satisfied with your choices, click Generate to create the guest pass(es).

FIGURE 97 Generating a single guest pass from the Clients > Generated Guest Passes page
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o

11. On the Create Guest Pass screen, select a delivery method:
e  Print passes now using Default template: Print the guest pass to a printer.
e  Text the pass to [phone]: Deliver the guest pass code via SMS text message to the phone number entered.
e  Email the pass to [email]: Deliver the guest pass code via email to the email address entered.
12. If you have created multiple guest passes, the options will be:
o  Print the passes now
e Download all passes now

e  Show me all passes and let me decide to print/SMS/email passes
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13. Click Close to close the delivery method selection screen. The guest pass(es) are added to the list of Admin Generated Guest Passes.

FIGURE 98 Select a guest pass delivery method
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Configuring Guest Pass Generation

By default, all authenticated users with the Default role are allowed to generated guest passes. However, Default role users do not have
ZoneDirector admin privileges, so they are unable to create guest passes from within the Ul.

If you want to allow certain users to create guest passes (but not to have ZoneDirector admin privileges), you can create a new user Role for the task
(and, optionally, you can also edit the Default role to disable guest pass generation privileges). Users with the new role will then be able to access an
external URL (https://[ZoneDirector-IP-Address]/guestpass/) to generate guest passes.

First, you will need to define how your guest pass generator users will be authenticated.

1. Go to Services & Profiles > Guest Access. The Guest Access Service page appears.
2. Scroll down to the Guest Pass Generation section.
3. In Authentication Server, select the authentication server that you want to use to authenticate users who want to generate guest passes.

e If you configured an AAA server (RADIUS, Active Directory or LDAP) on the Services & Profiles > AAA Servers page and you want to
use that server to authenticate users, select the server name from the drop-down menu. (See Using an External AAA Server on page
246.)

e If you want to use ZoneDirector's internal database, select Local Database.

RUCKUS ZoneDirector 10.4 User Guide
150 Part Number: 800-72474-001 Rev B



Managing Guest Access
Working with Guest Passes

4.  When you finish, click Apply to save your settings and make this new policy active.

NOTE
Remember to inform users that they can access the Guest Pass Generation page at https://[ZoneDirector-hostname-or-
ipaddress]/guestpass. In the example, the Guest Pass Generation URL is https://10.10.1.21/guestpass.

FIGURE 99 The Guest Pass Generation URL
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Guest Pass Printout Customization

Edit this field to customize the content of email notifications to guests. The message body may have up to 8,000 characiers.The variables (GUEST NAME), (GUEST PASS), (EXPIRED TIME) and

Mesh (WLAN NAME) must be part of the message body. To download an example, click here
Name Description Actions
Default Guest Pass Printout in English Edit Clone Preview
French Guest Pass Printout in French Edii Clone Preview
Create New Delete

@120 -

5. Next, you will need to edit the Default role to disable guest pass generation, as described in Controlling Guest Pass Generation Privileges
on page 151, and create a new role with guest pass generation enabled, as described in Creating a Guest Pass Generation User Role on
page 151.

Controlling Guest Pass Generation Privileges
To disable the guest pass generation privilege granted to all basic "Default" role users, follow these steps:

Go to Services & Profiles > Roles. When the Roles and Policies page appears, a table lists all existing roles, including "Default."

Click Edit (in the "Default" role row).

1

2

3. Inthe Guest Pass section, clear the Allow Guest Pass Generation check box.

4. Click OK to save your settings. Members of the "Default" role no longer have guest pass generation privileges.
5

Continue to Creating a Guest Pass Generation User Role on page 151.

Creating a Guest Pass Generation User Role
To create a guest pass generator role that can be assigned to authorized users, follow these steps:

1. Go to Services & Profiles > Roles.

2. Inthe Roles table, click Create New.
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3.  When the Create New form appears, configure the following options:

Name: Enter a name for this role (e.g., "Guest Pass Generator," or "Front Desk," etc.).

Description: Enter a short description of this role's application.

Group Attributes: This field is only available if you choose Active Directory as your authentication server. Enter the Active Directory

User Group names here. Active Directory users with the same group attributes are automatically mapped to this user role.

Allow All WLANS: You have two options: (1) allow all users with this role to connect to all WLANS, or (2) limit this role's users to
specific WLANSs, and then pick the WLANs they can connect to.

NOTE

When creating a guest pass generator Role, you must ensure that this Role is given access to the Guest WLAN(s). If you

create a Role and allow guest pass generation, but do not allow the Role access the relevant WLAN, members of the Role
will be unable to generate guest passes for the Guest WLAN.

Guest Pass: Enable this option to allow users with this role to generate guest passes.

Administration: Typically, you would want to leave this option disabled, so that your guest pass generators do not have ZoneDirector

administration privileges.

NOTE

For more information on configuring user roles, see Creating New User Roles on page 114.

4. Click OK to save your settings. This new role is ready for application to authorized users.

FIGURE 100 Create a guest pass generator Role

Create New

Name*™
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Group Attributes
Policies

Allow All WLANs
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Administration

| Guest Pass Generator ‘
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Ruckus1
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«| Allow guest pass generation

Allow ZoneDirector Administration

Assigning a Pass Generator Role to a User Account

Use the following procedure to assign a guest pass generator role to a user account on the internal database.

1. Goto Services & Profiles > Users.

152

RUCKUS ZoneDirector 10.4 User Guide
Part Number: 800-72474-001 Rev B



Managing Guest Access
Working with Guest Passes

At the bottom of the Internal User Database, click Create New.
When the Create New form appears, fill in the text fields with the appropriate entries.

Select the desired guest pass generator role for this user from the Role menu.

v 0N

Click OK to save your settings. Be sure to communicate the role, user name and password to the appropriate end user.

Generating and Delivering a Single Guest Pass

You can provide the following instructions to users with guest pass generation privileges.
A single guest pass can be used for one-time login, time-limited multiple logins for a single guest user, or can be configured so that a single guest

pass can be shared by multiple users.

NOTE
The following procedure will guide you through generating and delivering a guest pass. For instructions on how to generate multiple
guest passes, see Generating and Printing Multiple Guest Passes at Once on page 157.

NOTE
If printing the guest pass, make sure that your computer is connected to a local or network printer before starting.
To generate a single guest pass:

1. Onyour computer, start your web browser.

2. Inthe address or location bar, type the URL of the ZoneDirector Guest Pass Generation page: https://[ZoneDirector's IP address]/
guestpass.

FIGURE 101 Request a Guest Pass
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3. In User Name, type your user name.

4. InPassword, type your password.
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5.

Click Log In. The Guest Information page appears. On this page, you need to provide information about the guest user to enable
ZoneDirector to generate the guest pass.

FIGURE 102 Creating a Guest Pass
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On the Guest Information page, fill in the following options:

Creation Type: Choose Single to generate a single guest pass. To generate multiple guest passes in batch, see Generating and Printing
Multiple Guest Passes at Once on page 157.

Full Name: Type the name of the guest user for whom you are generating the guest pass.

Valid for: Specify the time period when the guest pass will be valid. Do this by typing a number in the blank box, and then selecting a
time unit (Hours, Days or Weeks).

WLAN: Select the WLAN for this guest (typically, a "guest" WLAN).
Email (optional): Enter the email address for this user.
Phone Number (optional): Enter a phone number for this user.

Key: Leave as is if you want to use the random key that ZoneDirector generated. If you want to use a key that is easy to remember,
delete the random key, and then type a custom key. For example, if ZoneDirector generated the random key OVEGS-RZKKF, you could
change it to "joe-guest-key". Customized keys must be between one and 16 ASCII characters.

NOTE
Each guest pass key must be unique and is distributed on all guest WLANSs.

Remarks (optional): Type any notes or comments. For example, if the guest user is a visitor from a partner organization, you could
type the name of the organization.

Sharable: Use this option to allow multiple users to share a single guest pass.

Session: Enable this check box and select a time increment after which guests will be required to log in again. If this feature is
disabled, connected users will not be required to re-log in until the guest pass expires.

Click Next. The Wireless Access Portal page appears.

Choose whether to activate this guest pass for either yourself or a guest, and click Next.

RUCKUS ZoneDirector 10.4 User Guide
Part Number: 800-72474-001 Rev B



Managing Guest Access
Working with Guest Passes

9. The Request a Guest Pass page appears.
10. Enter the guest User Name and Password, and click Log In.

11. The Guest Pass Generated page appears. This page presents the guest pass code and a list of options for delivering this code to your
guest(s). Options include Email (if you configured an email address for the guest), SMS (if you configured a phone number for the guest)
and Print Instructions.

FIGURE 103 The Guest Pass Generated page
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12. If you want to print out the guest access instructions, select the guest pass instructions that you want to print out from the drop-down
menu. If you did not create custom guest pass printouts, select Default.

13. Click Print Instructions. A new browser page appears and displays the guest pass instructions. At the same time, the Print dialog box
appears.

14. Select the printer that you want to use, and then click OK to print the guest pass instructions.

You have completed generating and delivering a guest pass for your guest user.
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FIGURE 104 Sample guest pass printout
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Generating and Printing Multiple Guest Passes at Once

You can provide the following instructions to users with guest pass generation privileges.

NOTE
The following procedure will guide you through generating and printing multiple guest passes. For instructions on how to generate a
single guest pass, see Generating and Delivering a Single Guest Pass on page 153.

NOTE
Before starting, make sure that your computer is connected to a local or network printer.

To generate and print multiple guest passes at the same time:

1. On your computer, start your web browser.

2. Inthe address or location bar, type the URL of the ZoneDirector Guest Pass Generation page: https://%7Bzonedirector-hostname-or-
ipaddress%7D/guestpass

3. In User Name, type your user name.
4. InPassword, type your password.

5. Click Log In. The Guest Information page appears. On this page, you need to provide information about the guest users to enable
ZoneDirector to generate the guest passes.
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6. On the Guest Information page, fill in the following options:

Creation Type: Select Multiple.

Valid for: Specify the time period during which the guest passes will be valid. Do this by typing a number in the blank box, and then
selecting a time unit (Days, Hours, or Weeks).

WLAN: Select one of the existing WLANs with which the guest users will be allowed to associate.Using the BYOD Onboarding Portal.
Number: Select the number of guest passes that you want to generate. ZoneDirector will automatically populate the names of each

user (Batch-Guest-1, Batch-Guest-2, and so on) to generate the guest passes.

NOTE

Each guest pass key must be unique and is distributed on all guest WLANSs. Therefore, you cannot create the same guest
pass for use on multiple WLANSs.

Profile (*.csv): If you have created a Guest Pass Profile (see Creating a Guest Pass Profile on page 159), use this option to import the
file.

Sharable: Configure this option if you want to allow multiple users to share a single guest pass (default: 1; not shared).

Session: Enable this check box and select a time increment after which guests will be required to log in again. If this feature is
disabled, connected users will not be required to re-log in until the guest pass expires.

FIGURE 105 Generating multiple guest passes at once
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NOTE

If you want to be able to identify the guest pass users by their names (for monitoring or auditing purposes in a hotel
setting, for example), click Choose File, and upload a guest pass profile instead. See Creating a Guest Pass Profile on page
159 for more information.

7. Click Next. The Guest Pass Generated page appears, displaying the guest pass user names and expiration dates.

8. In Select a template for Guest Pass instructions, select the guest pass instructions that you want to print out. If you did not create custom
guest pass printouts, select Default.
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Print the instructions for a single guest pass or print all of them.
e To print instructions for all new guest passes at once, click the Print All Instructions Below link.

e To print instructions for a single guest pass, click the Print icon that is in the same row as the guest pass for which you want to print
instructions. A new browser page appears and displays the guest pass instructions. At the same time, the Print dialog box appears.

Select the printer that you want to use, and then click OK to print the guest pass instructions.

You have completed generating and printing guest passes for your guest users. If you want to save a record of the batch guest passes that you have
generated, click the here link in "Click here to download the generated Guest Passes record," and then download and save the CSV file to your

computer.

Creating a Guest Pass Profile

1
2
3.
4
5

Log in to the guest pass generation page, as described in Generating and Printing Multiple Guest Passes at Once on page 157.

In Creation Type, click Multiple.

Click the click here link in To download a profile sample, click here.

Save the sample guest pass profile (in CSV format) to your computer.

Using a spreadsheet application, open the CSV file and edit the guest pass profile by filling out the following columns:

o  #Guest Name: Type the name of the guest user (one name per row)

e  Remarks: (Optional) Type any note or remarks about the guest pass.

o Key: Type a guest pass key consisting of 1-16 alphanumeric characters. If you want ZoneDirector to generate the guest pass key
automatically, leave this column blank.

Go back to the Guest Access page, and then complete steps 6 to 10 in Generating and Printing Multiple Guest Passes at Once on page 157
to upload the guest pass profile and generate multiple guest passes.

Monitoring Generated Guest Passes

The Generated Guest Passes page provides options for managing guest passes.

Generated guest passes includes self-service guest passes and admin-generated guest passes. Both types can be viewed, deleted individually or
deleted all at once, or exported to a CSV file. Admin-generated guest passes can also be created from this page.

1.
2.
3.

Go to Clients > Generated Guest Passes.

View generated guest passes.

To remove a guest pass, select the check box for the guest pass and click the Delete button. Click Delete All to delete all generated guest
passes at once.

Click Export to CSV to export the list to a CSV file that can be opened in a spreadsheet program.
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5. To create new guest passes, click Create New. See Generating a Guest Pass from the Clients Page on page 147.

FIGURE 106 Viewing generated Guest Passes
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Creating a Custom Guest Pass Printout

The guest pass printout is a printable HTML page that contains instructions for the guest pass user on how to connect to the wireless network
successfully. The authenticated user who is generating the guest pass will need to print out this HTML page and provide it to the guest pass user. A
guest pass in English is included by default.

As administrator, you can create custom guest pass printouts. For example, if your organization receives visitors who speak different languages, you
can create guest pass printouts in other languages.

To create a custom guest pass printout:
1. Go to Services & Profiles > Guest Access.

2. Scroll down to the Guest Pass Printout Customization section.

3. Click the click here link under the Guest Pass Printout Customization section title to download the sample guest pass printout (in HTML
format). Save the HTML file to your computer.
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4. Using a text or HTML editor, customize the guest pass printout. Note that only ASCII characters can be used. You can do any or all of the
following:

e  Reword the instructions
e Translate the instructions to another language

e  Customize the HTML formatting

NOTE

The guest pass printout contains several tokens or variables that are substituted with actual data when the guest pass is
generated. When you customize the guest pass printout, make sure that these tokens are not deleted. For more
information on these tokens, see Guest Pass Printout Tokens on page 161.

o  Go back to the Guest Pass Printout Customization section, and then click Create New. The Create New form appears.

5. In Name, type a name for the guest pass printout that you are creating. For example, if this guest pass printout is in Spanish, you can type
Spanish.

6. In Description (optional), add a brief description of the guest pass printout.
7. Click Browse, select the HTML file that you customized earlier, and then click Open. ZoneDirector copies the HTML file to its database.

8. Click Import to save the HTML file to the ZoneDirector database.

You have completed creating a custom guest pass printout. When users generate a guest pass, the custom printout that you created will appear as
one of the options that they can print.

Guest Pass Printout Tokens

The table below lists the tokens that are used in the guest pass printout. Make sure that they are not accidentally deleted when you customize the
guest pass printout.

TABLE 16 Tokens that you can use in the guest pass printout

Token Desription

{GP_GUEST_NAME} Guest pass user name.

{GP_GUEST_KEY} Guest pass key.

{GP_IF_EFFECTIVE_FROM_CREATION_TIME} If you set the validity period of guest passes to Effective from the creation time

(in the Guest Pass Generation section), this token shows when the guest pass
was created and when it will expire.

{GP_ELSEIF_EFFECTIVE_FROM_FIRST_USE} If you set the validity period of guest passes to Effective from first use (in the
Guest Pass Generation section), this token shows the number of days during
which the guest pass will be valid after activation. It also shows the date and
time when the guest pass will expire if not activated.

{GP_ENDIF_EFFECTIVE} This token is used in conjunction with either the
{GP_ELSEIF_EFFECTIVE_FROM_FIRST_USE} or {GP_ENDIF_EFFECTIVE} token.

{GP_VALID_DAYS} Number of days for which the guest pass is valid.

{GP_VALID_TIME} Date and time when the guest pass expires

{GP_GUEST_WLAN} Name of WLAN that the guest user can access.

Delivering Guest Passes via Email

Email delivery requires that the SMTP settings on the System Settings page are first configured to allow ZoneDirector to use the configured email
server to deliver guest passes.

For information on configuring ZoneDirector's SMTP settings for email delivery, see Setting Up Email Alarm Notifications on page 307.
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To customize the content of the email message used to deliver the guest pass code, use the following procedure:
1.

2.

On the Services & Profiles > Guest Access page, locate the Customize the Email Content section.

Customize the message in the text box and click Apply to save your changes.

FIGURE 107 Customize the email content

Customize The Email Content

You can customize individual email content The maximum allowable size is 8KB. There must leave in four pairs parentheses and cannof be nested. The value of variables in the parenthese
cannot be changed. To download a sample, click here

Greetings, (GUEST NAME)

You have been granted access to the company wireless network
Your guest pass key is: (GUEST PASS)
This guest pass is valid until (EXPIRED TIME)

Administer Connect your wireless-ready device to this network: (WLAN NAME), as detailed in the instructions printed below.

Please follow the instruction below:
[i) n Info

Name: ZoneDirector..

Finding the Wireless "Guest" Network
1 Find "Guest" SSID on device

10.1.0.0 build 2 Select the "Guest" SSID and and click Connect

> 3 If a Wireless Network Connection confirmation dialog box asks you to confirm  "connecting to an unsecured network”, click Connect Anyway,
A connection status dialog appears, while a network address is obtained and initial connection established

4 Once your device is connected proceed to the next step

Logging into the Netwerk as a Guest

1 Stiart a web browser and try to connect to any valid Internet site. The wireless network login page automatically appears.

2 Select "I'm a Guest and would like to access the Internet” and then click Next

3 When "Guest Pass" page appears, enter the text of your guest pass key by typing or pasting and click Login
When the browser displays "Authenticated" page, your network connection is now active.”

Apply

Delivering Guest Passes via SMS

SMS delivery requires that the SMS settings on the System Settings page are first configured to allow ZoneDirector to use the external SMS service
provider account to deliver guest passes.

For information on configuring ZoneDirector's SMS delivery settings, see Configuring SMS Settings for SMS Guest Pass Delivery on page 310.
To customize the content of the SMS message used to deliver the guest pass code, use the following procedure:

1. On the Services & Profiles > Guest Access page, locate the Customize the SMS Content section.
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2. Customize the message in the text box and click Apply to save your changes.

FIGURE 108 Customize the SMS content

4 Once your device is connected proceed to the next step -
Logging into the Network as a Guest
Start a web browser and try to connect to any valid Internet site. The wireless network login page automatically appears
2 Select "I'm a Guest and would like to access the Internet” and then click Next
3 When "Guest Pass" page appears, enter the text of your guest pass key by typing or pasting and click Login.
When the browser displays "Authenticated” page, your network connection is now active.”

Apply

Customize The SMS Content

You can customize individual sms content. The maximum allowable size is 160B. There must leave in three pairs parentheses and cannot be nested. The 'WLAN NAME' in the first

parenthese. the "GUEST PASS' in the second parenthese and the 'EXPIRED TIME' in the third parenthese. To download a sample,click here

SSID: (WLAN NAME)
Passcode (GUEST PASS)
Expires on (EXPIRED TIME)

Apply

NOTE
For more information on Captive Portal redirection for Hotspot, Web Auth and Guest Access WLANs, see Captive Portal Redirect on Initial

Browser HTTPS Request on page 121.

Social Auth WLANSs

Social Auth WLANs allow guest users to access the wireless network using a social media account instead of using a WPA password or Guest Pass to
login.
The following social media login methods are currently supported:

e  Facebook

e  Google/Google+

e Linkedin

e  Microsoft

e WeChat

About the Ruckus Facebook Wi-Fi Implementation

Business owners can use this WLAN type to require users to visit the business owner’s Facebook page and log in using a Facebook account before
being allowed free access to the Internet.

The business owner can also display advertisements and other announcements on this Facebook page, and can control the guest session length and
other options using the Facebook Wi-Fi configuration panel. For more information, see the Facebook Wi-Fi Help Center.
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The following caveats and limitations should be considered before deploying a Facebook Wi-Fi WLAN:

The maximum number of Facebook Wi-Fi profiles that can be created on ZoneDirector is four (4).

Users must launch a browser to trigger the Facebook authentication.

Invalid users are determined by Facebook. ZoneDirector queries facebook.com once every five minutes to verify the authentication status

of all currently connected users. If an invalid response is received, the end user will be deleted within five minutes.

If ZoneDirector fails to receive a response, it will re-send the request four times. If there is no response after five requests, ZoneDirector

will delete the related stations.

To enable a Facebook Wi-Fi social media WLAN:

Al A A

164

Go to Services & Profiles > Guest Access.

Click Create to create a new guest access service.

In Authentication, select Use Guest Pass and Social login authentication or Use Social login authentication only.

Under Social Auth Options, select Facebook Wi-Fi, and click the Click here to register button.

A new browser window opens to allow you to log into your Facebook account.

Configure the Facebook Wi-Fi settings according to your preferences:

Facebook Page: If you have multiple Facebook Pages, select the one that is associated with your business’s location.

Bypass Mode: Choose whether customers can use a Wi-Fi code that you give them or click on a link to skip checking in.

Session Length: Configure the length of time to allow guests to access the network without having to check in again.

Terms of Service: Select whether to display and require users to accept a Terms of Service agreement.

Click Save Settings.

Click OK to save the profile.

FIGURE 109 Configure a Facebook Wi-Fi profile

mnum

Dashboard

Access Points

Wireless LANs

Clients

Troubleshootin

Services & Prof

Create New

Notification Method To notify via Mobile or Email configure the System SMS/Email services first.

Social Auth Option

social Media Login(s)

Customize Captive Portal

[#] FacebookWiFi
Click here to register

(| Google/Google+
(] Linkedin

(] Microsoft

| WeChat

&

>
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OAuth Social Media Types

For Google+, LinkedIn and Windows Live Social Media login methods, you must enter an Application ID and Application Secret.

These social media login methods (LinkedIn, Google+, Windows Live) comply with the OAuth 2.0 specification. For more information on OAuth 2.0,
refer to the OAuth website, http://oauth.net.

Refer to the documentation for the social media website for which you want to provide social media login to obtain this information for your social
media account.

OAuth Setup Procedure for Google+ Social Media Login
The following instructions provide an example of the setup procedure for deploying a Google+ Social Media WLAN.

To limit Google/ Google+ login to a specific domain or several domains, enable the Only allow users from the following hosted domains option and
enter the domain names, separated by commas or new lines, in the text box below.

For example, if a company that uses Gmail accounts wants to limit access to the WLAN to Google accounts that match the company's domain name,
enable this feature and enter the company's Google domain (company_name.gmail.com). This will prevent any other @gmail.com accounts from
being used to access this WLAN.
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FIGURE 110 Only allow users from specified domains

Social Auth Option
Social Media Logins: | | FacebookWiFi

Google/Google+

Input existing client ID/password or click here to generate one

* Google Client ID: | AlzaSyD0bh_c4W]RSH4AIFI7-Es ‘

“ Client Password: | N —

| # ony ztiow users rom folioving nosted domains |

example.gmail.com

[] Linkedin

] Microsoft

[0 WeChat

Customize Captive Portal

1. Create a project on the Google OAuth Console. Go to the following URL: https://console.developers.google.com/projectselector2/apis/

credentials, and click Create Project.

NOTE

Alternatively, click the Click here link to create a new application/project link from within the ZoneDirector guest access

settings.
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FIGURE 111 Create new project on Google OAuth Console
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Projects

T
]

Google Developers Console

Project Name Project ID Requests
clarkchina023 clarkchinal23 0
clarkchinal23 clarkechinal23 0
clarkchina223 clarkehina223 0
clarkchina323 clarkchina323 0
clarkchinad23 clarkchina423

clarkchina523 clarkchina523 0
clarkchina623 clarkchinab23 0
clarkchina723 clarkchina723 0
clarkchina823 clarkchinaB23 0
clarkchina923 clarkching923 0
oauth2-test micro-handler-89408 0

2. Once the project has been created, go to the Credentials page and create new credentials for it.

FIGURE 112 How to get to the Credentials page

Select a project -

o O o o o o 9 O o

= B - |

= Soogle Developers Console

B! Dashiboaed

(\ GD-Dg|e Developers Console

|

fy Home

AP APl Manager

B2 Billing

3 Permissions

API API Manager

&  Cloud Launcher

b T T T U T T T S, T W, 1
o = = = =

Alternatively, use this link to go directly to the Credentials page and select the project: https://console.developers.google.com/project/_/

apiui/credential.
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3. The Credentials page appears, as shown below.

FIGURE 113 Credentials page

APl Manager Credentials

verview - <
Overview Credentials OAuth consent screen Domain verification

Credentials

APls
Credentials

You need credentials to access APls. Enable the APls you plan to
use and then create the credentials they require. Depending on the
AP, you need an AP key, a service account, or an OAuth 2.0 client
|0 Refer to the APl documentation for details.

New credentials ~
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4. Click New credentials, and select OAuth client ID as shown below

FIGURE 114 New credentials - OAuth client ID

RUCKUS ZoneDirector 10.4 User Guide
Part Number: 800-72474-001 Rev B

APls
Credentials

=5 APls. Enable the APls you plan to
ng an the

You need credentials to

= credentials they require. Depen

use and
API, you need an Al
1D. Refer to the APl documentation for details.

then create t
Pl key, a servi t or an OAut

client

MNew credentials ~

APl key
Identifies your project using a simple APl key to check quota and access

Faor & ke Google Translate.

CAuth client ID
Requests user consent so your app can access the user's data
Far APls like Google Calendar.

Service account key

Enables

r, app-level authentication using robot a
Far use with Geogle Cloud APls.

Help me cheose
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5. For Application type, select Web application, and for Authorized redirect URIs, enter http://zd.ruckuswireless.com/user/auth.jsp as shown
below.

NOTE
If you have imported a certificate with FQDN to ZoneDirector, you should use the real FQDN instead of “zd.ruckuswireless.com”.
For example, if the FQDN is “mydomain.com”, the Authorized redirect URIs should be “http://mydomain.com/user/auth.jsp”.

FIGURE 115 Select Web application and enter Authorized redirect URI

iger Credentials

i

Create client ID

Application type

@ Web application

Android Learn more
Chrome App Learn more
05 Learn more
PlayStation 4

Other

Mame

Web client 1

Restrictions

Enter JavaScript origins, redirect URIs, or both

Authorized JavaScript origins

| http://zd.ruckuswireless.com/user/auth jsp|
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6. Click Create. If successful, Google will display a Client ID and Client secret, as shown.

FIGURE 116 OAuth Client ID and Client Secret

0Auth client

449496722468-npab580fhS2kqd118c08reksudfifmhb . apps. googlevsercontent .coa

wSXPAHWF nodn_idSwMdmGPb1

7. Take note of the Client ID and Client Secret. You will need to enter these values into the ZoneDirector web interface.

8. Continue to Create an OAuth2.0 WLAN on ZoneDirector on page 177.

OAuth Setup Procedure for LinkedIn Social Media Login

1. Go to the following URL to access the LinkedIn developer network: https://www.linkedin.com/developer/apps and click Create App.

FIGURE 117 LinkedIn My Applications

@ linkedin.com/developers/apps o
M peveLorers Products Docsandtools ¥  Resources ¥  Myapps ¥ @ \ \.
My apps Create app
zd&unleashed-test unleashed-test
RUCKUS® ClientID: 86r8eah01m29f0 RUCKUS® ClientID: 86uSn1uvibr276

Created: Aug 16, 2021 Created: Aug 11, 2021

Ruckus Networks Ruckus Networks

Not verified

Not verified

~
o
4
-1
T
]
w
[
>
©
(1
=

About Help Center  Privacy And Terms ™ Developer Legal ™

Linked(f]) Linkedin Corporation © 2021
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2. Enter the required application information and click Create app.

FIGURE 118 Create a New LinkedIn Application

Create an app

App name*

unleashed-oauth test1

LinkedIn Page *

® This action can't be undone once the app is saved.

[ Ruckus Networks X

Information Technology & Services; 501-1000 employees
The LinkedIn Page you select will be associated with your app. Verification can be done by a Page Admin. Learn more

Privacy policy URL

l Begin with http:// or https://

App logo*
This is the logo displayed to users when they authorize with your app

COMMSQPE
RUCKUS’ Upload a logo

Square image recommended. At least one dimension should be at least 100px.

Legal agreement

When you develop on our platform, you are agreeing to be bound by our API Terms of Use.

I have read and agree to these terms

Create app

3. Under the Auth tab, Linkedin displays the Client ID and Client Secret.

FIGURE 119 LinkedIn Authentication Keys

owee . zd-oauth test1
Client ID: 862vsu71l99pyy = Created: Aug 26, 2021
Settings Auth Products Analytics Team members

Application credentials

Authentication keys
Client ID:

862vsu7ll99pyy

Client Secret:

ha9UOVgaYtwWpPZ3j (4]
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4. Under OAuth 2.0 settings, in Authorized Redirect URLs, enter a valid redirect callback URL: http://zd.ruckuswireless.com/user/auth.jsp
and click Update.

NOTE
If you have imported a certificate with FQDN to ZoneDirector, you must use the real FQDN instead of “zd.ruckuswireless.com”.
For example, if the FQDN is “mydomain.com”, the authorized redirect URI must be “http://mydomain.com/user/auth.jsp”.

FIGURE 120 Entering the Authorized Redirect URI
OAuth 2.0 settings

Token time to live duration

Access token: 2 months (5184000 seconds)

Authorized redirect URLs for your app

http://zd.ruckuswireless.com/user/auth.jsp I E

+ Add redirect URL

5. Under the Product tab, select the options Share on LinkedIn and Sign In with Linkedin.

FIGURE 121 Sharing and Signing with LinkedIn

e Z0-03AULH test1
RUCKUS'

Client ID: 862vsu7l199pyy = Created: Aug 26, 2021

Settings Auth Products Analytics Team members

Products

Additional available products

Marketing Developer Platform
(L‘_)) Build marketing experiences to reach the right audiences

View docs [? View endpoints

Share on LinkedIn
Amplify your content by sharing it on LinkedIn

View docs [ View endpoints

Sign In with LinkedIn
Let users easily sign in with their professional identity m
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6. Under the Auth tab, check if the following permissions are added successfully to use the app for LinkedIn login.

FIGURE 122 Checking the Permissions Added for Linkedin Login

OAuth 2.0 scopes

* Scopes define what your app can do on a user's behalf.

¢ The OAuth consent screen will display descriptions to end users as they are seen below. Some
variation may occur if your app has a custom OAuth experience.

r_emailaddress

Use the primary email address associated with your LinkedIn account
r_liteprofile

Use your name and photo

w_member_social
Create, modify, and delete posts, comments, and reactions on your behalf

OAuth Setup Procedure for Microsoft Live Social Media Login
To generate an OAuth 2.0 ID for Microsoft Live social media WLAN login, use the following procedure:

1. Go to the following URL to launch Microsoft Live development dashboard and create an application: https://portal.azure.com/#blade/
Microsoft_AAD_RegisteredApps/ApplicationsListBlade.

2. Click New Registration.

FIGURE 123 Creating a New App Registration

= Microsoft Azure O Search resources, services, and docs (G+/)

Home > App registrations

App registrations 2 X

&3 endpoints £ Troubleshooting P Got feedback?

@ welcome to the new and improved App registrations (now Generally Available). See what's new -

A\ Looking to leam how it's changed from App registrations (Legacy)? 1.
still want to use App registrations (Legacy)? Go back and tell us why

All applications  Owned applications

| P start typing a name or Application ID to filter these results

Display name Application (client) ID Created On Certificates & secrets
JaiTheBot 013037d2-cde-4f6f-9162-0163495287fh 717/2019 @ current
SalesforceChatBot OeaaZafc-cc97-4006-838f-757e8965b0e8 2/8/2018 @ current
ﬂ Azure Bridge 3474f3da-b195-448d-3469-dc729e47307d 4/19/2019 @ Current

HotelBot 5151b87-a998-41d5-8939-76fh66035a2¢ 8/30/2017 @ current
H SatyaTestBOT 101921bc-1a80-4376-8b57-e30f4fd34214 1/14/2018 @ current
ﬂ PS_WEB_BOT_CALLCENTERWEETOCASE_STG f6b8b638-e5¢5-4180-2493-24901b74c8b0 12/20/2012 @ current
Azure Stack - Deployment 35814f16-5c7a-43bd-3230-8c720a435fca 4/15/2019 @ Current
[—

'ge.microsoft.com/fwlink/?linkid=2094809

3. Enter a Name for the application.

Load more
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4. For Support Account Types, select the Accounts in any organizational directory and personal Microsoft accounts button (refer Figure
124).

5. In, Redirect URL:, provide a valid redirect callback URL, for example:

o  HTTPS://zd.ruckuswireless.com/user/auth.jsp

NOTE
If you have imported an SSL certificate with a FQDN to ZoneDirector, you must use the real FQDN instead of
“ruckuswireless.com”. For example, if the FQDN is “mydomain.com”, the authorized redirect URI must be "zd.mydomain.com".

FIGURE 124 Registering an Application

£ Search resources, services, and docs (G+/) a 7 jay files@commscope.c... @
5 commscore @9

Home > App registrations > Register an application

Register an application *

Supported account types

Who can use this application or access this API?

O Accounts in this organizational directory only (CommScope only - Single tenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

@ Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbax)

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but 2 value is required for most zuthentication scenarios.

Web v |H‘ITPS:flzd.ruckunv\re\encumfuserlau:h.]sp v

By proceeding, you agree to the Microscft Platform Policies

Register

6. Click Register.
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7. Microsoft will provide you with the Application (client) ID. Take note of these values, as you will need to enter them into the ZoneDirector

web interface later.

FIGURE 125 Taking Note of Application (Client) ID

Home * App registrations > Céuth 2,0

Ea{ OAuth 2.0

B ovendew
§ quickstart

Manage

B2 Granding

D authentication
Certificates & secrets

B 4P| permissions

& Expose an AP

I Owners

w Roles and administrators (Previ..

B Manifest

Support « Troubleshooting

&2 Troubleshaoting

B newsuooon reauest
4

& Delete ﬁ- Endpoints

o Gok a secand? We would love your feedback cn Microsolt identity platicem (previcushy Azure AD for developer). =

lient) ID 3 05bE20dT -3cd0-415f-8434-C18T6fada8isn I

i 314T2681-Gfed-40eC-Che - 1C20 564007

v (tenant) 1D

Clbgect 1D : EEEITeC- R0 4TeG-BTad-Tesdefc2ailh
“ Velooma 1o the pew and imp App rege Leoking 1
Call APIs

£ - Eg
o =
i B = @
Build mare powertul 3pps with rich user and busingss data

fram Microsoft services and your ewn company’s data
sounies.

8. Create aclient secret by completing the following steps:

a) Under Manage, select Certificates & secrets.

b) Select the New client secret button.

B s changed from App regatrations (Legaeyl? Learn marne

Documentation

c) Enter avalue in Description, select any option for Expires, then click Add.

d) Copy and save the client secret value before leaving the page, as you will need to enter this value when you log in to the

ZoneDirector web interface.

FIGURE 126 Taking Note of Client Secret

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

~+ New client secret
Description

44

176

Expires Value

8/4/2023

4T GEEmE R

Secret ID

Copy toclipboard 422-7595-48ea-8d90-e2956e9e9075 [ @]

8/4/2023

WJYVB~m10\.-’IV--xN_KjK2SZ?09cS~1.CXf4 rlh? 82404e06-f4bf-4b35-80ab-65fbag5201fe [ @
v
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In the ZoneDirector Ul, use the following settings on the Create WLAN configuration screen as shown.

e  Social Media Logins: Select Microsoft.
e  Microsoft Client ID: This is the Application (Client) ID shown in Figure 125.

o  Client Password: The client secret described in Figure 126.

FIGURE 127 Creating WLAN Configuration - Microsoft Social Media Login

Social Auth Option

Social Media Logins: [ | FacebookWiFi
[ Google/Google+
[JJ Linkedin

Microsoft
Input existing client ID/password or click here to generate one

@ Enable HTTPS () Enable HTTP

Microsoft Client 1D: 9c3e1dbe-4969-4fcd-99eb-71b70

Client Password: = sssssssssssssssssssssssssssesssens

() WeChat

Alternatively, you can create a Guest Access Service from the Services & Profiles > Guest Access > Guest Access Service > Create. (Refer
to Creating a Guest Access Service on page 123.)

Create an OAuth2.0 WLAN on ZoneDirector

Once you have generated an application Client ID and Client Password for your OAuth 2.0 application, perform the following procedure to create an
OAuth 2.0 Social Media WLAN on the ZoneDirector web interface.

1.
2.

Go to Wireless LANs and create a WLAN.
In the Type option, select Guest Access.

In Guest Access Service, click + Create.

The Create New guest access service window appears.

In Social Auth Options, select one or more OAuth 2.0 social media login options:
e  Google/Google+

e  LlinkedIn

e  Microsoft

NOTE

WeChat requires a separate setup procedure and is not OAuth 2.0 compatible. For WeChat social media login, see WeChat
WILANSs.

Input the Client ID and Client Password.
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6. Click OK to save your changes.

FIGURE 128 Creating an OAuth 2.0 guest access profile

ruc

Create New
Expire new guest passes if not used within | 7 days

GuestPass Self-Service || Enable guestpass self service

Social Auth Option

Social Media Login(s) | | FacebookWiFi

|#| Google/Google+
Input existing client ID/password or click here to generate one
“ Google Client ID- Client 1D
* Client Password Password

[] Linkedin

(2] Microsoft

(] WeChat

Customize Captive Portal

User Login to Social Media WLAN

2 o
X admin
v
A d
-3
A d
A

Once your OAuth 2.0 Social Media WLAN is deployed, users can login and begin using your network. Use the following procedure:

1. Connect to an OAuth 2.0 wlan.
2. Launch your web browser and attempt to visit any HTTP or HTTPS web page.
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3. ZoneDirector will redirect the user to the social media site's Login page.

FIGURE 129 Google Login page

Google

Sign in with your Google Account

Enter your email
Need help?
Create account

One Google Account for everything Google

BHMG&D 2 b H

FIGURE 130 LinkedIn Login page

Linked f}

OAuth2 SoX would like to access some of your
LinkedIn info:

x YOUR PROFILE OVERVIEW
YOUR EMAIL ADDRESS
g SHARE, COMMENT & LIKE

Email or phone

Password

Sign in and allow

Cancel

All Applications can be found in your settings
Terms of Service | Privacy Policy
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4.

5.

FIGURE 131 Microsoft Login page

B® Microsoft
Signin

Use your work or school, or personal Microsoft
account.

Email, phone, or Skype |

Next

No account? Create one!

Enter login details and authenticate. After authentication to a Google OAuth 2.0 WLAN, the end user will see the following screen
("Accept" screens for other social media sites are similar):

FIGURE 132 Click Accept to continue

- QAuth2-test would like to:

9 Know who you are on Google

. . .
o View your email address

By clicking Accept, vou allow this app and Google to use vour information in
accordance with their respective terms of service and privacy policies. ou can

change this and other Account Permissions at any time.

NOTE
This confirmation screen will only be displayed once, the first time the user logs in, unless the user revokes the relationship
from the Google account management center.

Click Accept. ZoneDirector immediately sets the user to authenticated state, and the user can now access the wireless network and the
Internet.
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WeChat WLANSs

"WeChat Connects Wi-Fi" is a solution that allows clients to authenticate to a wireless LAN easily using a WeChat login instead of a username/
password.

The solution also allows business owners to easily serve advertisements to visitors, enabling convenient monetization of their Wi-Fi service.

NOTE
The ZoneDirector WeChat WLAN implementation supports the WeChat mobile app only; the desktop version is not supported, nor are
smart phones without the WeChat app (via web browser).

FIGURE 133 Creating a WeChat login WLAN

”(RUCI T

Create New x admin
-
Dashboard Social Auth Option v
Access Points Social Media Login(s) [ FacebookWiFi
] Google/Google+
v
Wireless LANs [ Linkedin
[] Microsoft L=
Clients
[#] WeChat
Troubleshootin ShopID ShoplD
Appid Appid I
Services & Pro
Secretkey Secretiey
Application| [ Force Follow AppSecret =
Session Timeout 1440 minutes
Access Con
Maps Customize Captive Portal v

Connecting to a WeChat WLAN

When a user connects to a WeChat WLAN, the WeChat app launches automatically and attempts to authenticate the user to the WLAN using the
user's WeChat login credentials.

To connect to a WeChat WLAN:

1. The user connects to the WeChat WLAN, and launches a web browser. (Depending on OS, the browser may launch automatically.)
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2. Onthe WeChat welcome screen, click "Connect to Wi-Fi via WeChat."

The WeChat app is launched, and attempts to connect to the WeChat server automatically.

FIGURE 134 WeChat login welcome screen

icome to Guest Wi

Connect to WiFi by Social Lagin

FIGURE 135 Connecting via WeChat app

Conneeting to WeChat, Please wait(if
auto jump failed, please open WeChat
manually)

3. Once the user is authenticated, the app then displays a connection successful message along with the customer's information as
configured on the customer's official WeChat account. (This can include advertisements, for example.)

4. The user clicks a button to accept the terms and conditions, and can then be redirected to the customer's website.
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Working with Hotspot Services

A hotspot is a venue or area that provides Internet access to devices with wireless networking capability such as notebooks and smart phones.

Hotspots are commonly available in public venues such as hotels, airports, coffee shops and shopping malls. ZoneDirector provides two types of
Hotspot services based on the WISPr (Wireless Internet Service Provider roaming) 1.0 and 2.0 specifications, as described in the following sections.

Creating a Hotspot Service

ZoneDirector’s Hotspot Services page can be used to configure a traditional (WISPr 1.0) hotspot service to provide public access to users via its
WLANS.

NOTE
For information on Hotspot 2.0 WLANSs, see Creating a Hotspot 2.0 Service on page 189.

In addition to ZoneDirector and its managed APs, you will need the following to deploy a hotspot:

e  Captive Portal: A special web page, typically a login page, to which users that have associated with your hotspot will be redirected for
authentication purposes. Users will need to enter a valid user name and password before they are allowed access to the Internet through
the hotspot. Open source captive portal packages, such as Chillispot, are available on the Internet. For a list of open source and
commercial captive portal software, visit http://en.wikipedia.org/wiki/Captive_portal#Software_Captive_Portals, and

®  RADIUS Server: A Remote Authentication Dial-In User Service (RADIUS) server through which users can authenticate

For installation and configuration instructions for the captive portal and RADIUS server software, refer to the documentation that was provided with
them. After completing the steps below, you will need to edit the WLAN(s) for which you want to enable Hotspot service.

ZoneDirector supports up to 32 WISPr Hotspot service entries, each of which can be assigned to multiple WLANSs.
To create a Hotspot service:

1. Go to Services & Profiles > Hotspot Services.
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2. Click Create New. The Create New form appears.

NOTE
Alternatively, you can create a Hotspot service from the WLAN creation page while creating a new WLAN or modifying an
existing WLAN (Wireless LANs > Edit > Type > Hotspot Service (WISPr) > Hotspot Services > Create New.)

FIGURE 136 Creating a Hotspot service

ﬁRUCKUSm 106 11:20:01 e

@20 Create New x

General Authentication ‘Walled Garden Policy
Dashboard
. Name | Hotspot 1
Access Points Q o B
Redirection
A - mart Client Support
Wireless LANs WISPr Smart Client Support @ None () Enabled () Only WISPr Smart Client zllowed
BHents Login Page Redirect unauthenticated user to | www.example.com ‘ for authentication.
Start Page Afier user is authenticated, 1-1 of 1 shown n
Troubleshooting @ redirect to the URL that the user intends to visit
() redirect to the following URL: | |
Services & Profiles
User Session
Application Control Session Timeout (Requires whitelist for gateway and other allowed hosts )
[[] Terminate user session afier minutes
Access Control
Grace Period [ aliow users to reconnect without re-guthentication for minutes
URL Filtering Intrusion Prevention [ Temporarily block Hotspot clients with repeated authentication attempts

Maps

3. In Name, enter a name for this hotspot service. (You will need to choose this name from a list when creating a WLAN to serve this hotspot
service.)

4.  In WISPr Smart Client Support, select whether to allow WISPr Smart Client support:
e  None: (default).

e Enabled: Enable Smart Client support.

NOTE
The WISPr Smart Client is not provided by Ruckus - you will need to provide Smart Client software/hardware to your users
if you select this option.

e  Only WISPr Smart Client allowed: Choose this option to allow only clients that support WISPr Smart Client login to access this
hotspot. If this option is selected, a field appears in which you can enter instructions for clients attempting to log in using the Smart
Client application.

o  Smart Client HTTP Secure: If Smart Client is enabled, choose whether to authenticate users over HTTP or HTTPS.
5. In Login Page (under Redirection), type the URL of the captive portal (the page where hotspot users can log in to access the service).

6. In Start Page, configure where users will be redirected after successful login. You could redirect them to the page that they want to visit,
or you could set a different page where users will be redirected (for example, your company website).
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7. InUser Session, configure session timeout and grace period, both disabled by default, and enable or disable intrusion prevention to block
hotspot clients that attempt to authenticate unsuccessfully too many times.

e  Session Timeout: Specify a time limit after which users will be disconnected and required to log in again.

e  Grace Period: Allow disconnected users a grace period after disconnection, during which clients will not need to re-authenticate.

Enter a number in minutes, between 1 and 144,000.

e Intrusion Prevention: Temporarily block Hotspot clients with repeated authentication attempts (enabled by default). When this

option is enabled, if the same station attempts to authenticate 10 times unsuccessfully within 300 seconds, the station will be

blocked for 300 seconds. If the same user unsuccessfully attempts to authenticate 30 times within the same time period, the user

will be blocked for 300 seconds.

8. Configure authentication settings by clicking the Authentication tab.

FIGURE 137 Hotspot Authentication settings

NRUCKUS’" Create New x
General Authentication Walled Garden Policy
Dashboard Authentication/Accounting Servers:
Authentication Server | Local Database v | +
Access Points
Enable MAC authentication bypass(no redirection).
Wireless LANs Accounting Server | Disabled v | +
Clients Wirgless Client Isolation
] Isolate wireless client traffic from other clients on the same AP,
sty Isolate wireless client traffic from all hosts on the same VLAM/subnet.
No WhiteList A +
Services & Profiles
(Requires whitelist for gateway and other allowed hests.)
Application Control Location Information
Location ID | (eg
Access Control )
isocc=us,cc=1,ac=408, network=ACMEWISP_NewarkAirport)
URL Filtering Location Name | | (e.9- ACMEWISP.Gate_14_Terminal_C_of_Newark_Airport
Maps
YR EE——

9. In Authentication Server, select the AAA server that you want to use to authenticate users.

NOTE

Alternatively, you can create an AAA server from the Hotspot configuration page while creating a new WLAN or modifying an

existing WLAN.

)6 11:29:15

Q

mart Client Support

1-10f 1 shown

admin

o

e  Options include Local Database and any AAA servers that you configured on the Services & Profiles > AAA Servers page. If a RADIUS

server is selected, an additional option appears: Enable MAC authentication bypass (no redirection).

e Enable MAC authentication bypass (no redirection): Enabling this option allows users with registered MAC addresses to be
transparently authorized without having to log in. A user entry on the RADIUS server needs to be created using the client MAC

address as both the user name and password. The MAC address format can be configured in one of the formats listed in MAC

Authentication with an External RADIUS Server.

10. In Accounting Server, (if you have an accounting server configured), select the server from the list and configure the frequency (in

minutes) at which accounting data will be retrieved.
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11. In Wireless Client Isolation, choose whether clients connected to this Hotspot WLAN should be allowed to communicate with one

12.

13.

186

account is established, the user is allowed out of the Walled Garden.

FIGURE 138 Walled Garden settings

M Ruckus™

A\ The Support Service will expire in [64] days. > A\ URL Fittering License >

Create New

General Authentication Walled Garden Policy

another locally. See Advanced WLAN Options on page 71 in Creating a WLAN for a description of the same feature for regular (non-
Hotspot) WLANS.

Configure optional Location Information settings as preferred. Enter Location ID and Location Name WISPr attributes, as specified by the
WiFi Alliance.

In Walled Garden, enter network destinations (URL or IP address) that users can access without going through authentication. A Walled
Garden is a limited environment to which an unauthenticated user is given access for the purpose of setting up an account. After the

[ ]
2019/05/06 11:4210 G amn o

X

Unauthenticated users are allowed to access the following destinations:
(e.g. *. mydomain_com,mydomain.com, * mydomain.*,192.168.1.1:80, 192.168.1.1/24 or 192.168.1.1:80/24)

Order Destination Address Action

O

(=] 1 192162.1.1°80 Edit Clone

Create New Delete

Q s =

mnart Client Support

1-2 of 2 shown -
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14. In the Policy tab, configure Restricted Subnet settings by defining L3/4 IP address access control rules (ACLs) for the hotspot service to
allow or deny wireless devices to access services or resources based on source/destination IP address, application, protocol or port
number.

FIGURE 139 Configure hotspot access control policies

ﬁ -
RUCKUS A\ The Support Service will expire in [64] days. > A URL Fittering License > 2019/05/06 11:45:06 admin
ZD1200

Create New x

General Authentication Walled Garden Policy

Restricted Subnet Access

Dashboard

Q [ -]
Users can define L3/4 IP address access control rules for each hotspot service to allow or deny wireless devices based on their IP addresses. .

mart Client Support
| | Order Description Type Source Address ination Address  Applicati Protocol Source Port Destination Por

(]

T 1 Block FTP Deny = Any Any FTP TCP (6) Any 21
Clients

Create New Delste B Advanced Options

Troubleshooting 4 3 1-2 of 2 shown -

Maps

15. Click OK to save the hotspot service.
16. You may now assign this hotspot service to the WLANSs that you want to provide hotspot internet access, as described in Assigning a

WLAN to Provide Hotspot Service on page 187.

NOTE

If ZoneDirector is located behind a NAT device and signed certificates are used with hotspot portal authentication, a static entry
must be added to the DNS server to resolve ZoneDirector's private IP address to its FQDN. Otherwise, client browsers may enter
an infinite redirect loop and be unable to reach the login page. Before the signed certificate gets added the client gets
redirected to the IP address of the ZD instead of the FQDN.

Assigning a WLAN to Provide Hotspot Service

After you create a hotspot service, you need to specify the WLANs to which you want to deploy the hotspot configuration.
To configure an existing WLAN to provide hotspot service, do the following:

1. Go to Wireless LANs

2. Inthe WLANSs section, look for the WLAN that you want to assign as a hotspot WLAN, and then click the Edit link that is on the same row.
The Editing (WLAN name) form appears

3. InType, click Hotspot Service (WISPr)

4. In Hotspot Services, select the name of the hotspot service that you created previously.

RUCKUS ZoneDirector 10.4 User Guide
Part Number: 800-72474-001 Rev B 187



Managing Guest Access
Working with Hotspot Services

5. Click OK to save your changes.

FIGURE 140 Assigning a Hotspot service to a Hotspot WLAN

R i RUC|
Create WLAN x admin
Dashboard General -
Group
3 Hotspot WLAN
Access Points Name; p
L [ -]
ESSID: | Hotspot WLAN
Authentication
Description:
Open
Clients
WLAN Usages - Cpen
Troubleshootin|
Type: () Standard Usage (For most regular wireless network usages.}
Services & Prof] () Guest ACCesS (Guest access policies and access control will be applied.)

(® Hotspot Service (WISPr}

System

() Hotspot 2.0

() Autonomous

Hotspot Services: Hotspot 1 v | + || #
@ sysemino n

Name:  Z Authentication b =
Uptime:  6d|

Administer

Common WISPr Attribute Abbreviations

The table below lists common WISPr attributes and their definitions. These attributes are added automatically to the redirect URL sent to the
captive portal server.
See the following URL for an example:

http://portal.free.com/?sip=192.168.120.15&mac=74911a20

dacO&client mac=00216a95b0de&uip=192.168.120.13&1id=101

&dn=free.com&url=&¢ssid=Free-WiFi&loc=London&vlan=101

For a more complete guide on enabling WISPr Hotspot services with ZoneDirector, refer to the Ruckus Enabling WISPr Application Note.

TABLE 17 Common WISPr Attributes

Abbreviation Description

sip The IP address of ZoneDirector.

mac The MAC address of the Access Point (Ethernet).

lid The Location ID of the Hotspot service.

uip The client's real IP address. In a Layer 3 NAT environment, the client's IP address will be translated to the

gateway's IP address when logging to the Hotspot service. In this case, the login request has to include the
client's real IP address to be handled properly.

dn The domain name of the ZoneDirector. The domain name is obtained from the SSL certificate when
importing a certificate to ZoneDirector.

uid The user's login ID (passed in the UAM login form's user name parameter).
client_mac The client's MAC address.
SSID The SSID to which the client is associated.
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TABLE 17 Common WISPr Attributes (continued)

Abbreviation Description
Loc The location name defined in the AP settings.
vlan The client's VLAN ID.
reason The reason for redirection; can be empty for first redirect, failed for auth failure, or logout when client logs
off.
NOTE

For more information on Captive Portal redirection for Hotspot, Web Auth and Guest Access WLANSs, see Captive Portal Redirect on Initial
Browser HTTPS Request on page 121.

Creating a Hotspot 2.0 Service

"Hotspot 2.0" is a newer Wi-Fi Alliance specification that allows for automated roaming between service provider access points when both the
client and access gateway support the newer protocol.

Hotspot 2.0 (also known as "Passpoint"”, the trademark name of the Wi-Fi Alliance certification) aims to improve the experience of mobile users
when selecting and joining a Wi-Fi hotspot by providing information to the station prior to association. This information can then be used by the
client to automatically select an appropriate network based on the services provided and the conditions under which the user can access them. In
this way, rather than being presented with a list of largely meaningless SSIDs to choose from, the Hotspot 2.0 client can automatically select and
authenticate to an SSID based on the client's configuration and services offered, or allow the user to manually select an SSID for which the user has
login credentials.

ZoneDirector's Hotspot 2.0 implementation complies with the IEEE 802.11u standard and the Wi-Fi Alliance Hotspot 2.0 Technical Specification.
Enabling Hotspot 2.0 service on ZoneDirector requires the following steps:

1. Create a Service Provider Profile on page 189

2. Create an Operator Profile on page 190

3. Create a Hotspot 2.0 WLAN on page 191

Create a Service Provider Profile

To create a Service Provider Profile:

1. Go to Services & Profiles > Hotspot 2.0 Services

2. Click Create New under Service Provider Profiles. Alternatively, you can create a Hotspot 2.0 Service Provider Profile from the WLAN
creation page while creating a new WLAN or modifying an existing WLAN (Wireless LANs > Edit > Type > Hotspot 2.0 > Hotspot 2.0
Operator > Create New > Service Provider Profiles > Create New.)
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3. Configure the settings in to create a Service Provider profile. See the Hotspot 2.0 Service Provider profile configuration table below.

Option Description

Name Enter a name for this Service Provider profile.

Description (Optional) Enter a description.

NAI Realm List List of network access identifier (NAI) realms corresponding to

SSPs or other entities whose networks or services are accessible
via this AP. Up to five NAI realm entries can be created. Each NAI
realm entry can contain up to four EAP methods. Each EAP method
can contain up to four authentication types.

Domain Name List List of domain names of the entity operating the access network.
Up to five entries can be created.

Roaming Consortium List List of Organization Identifiers included in the Roaming
Consortium list, as defined in IEEE802.11u,
dot11RoamingConsortiumTable. Up to two Roaming Consortium
entries can be created.

3GPP Cellular Network Information Contains cellular information such as network advertisement
information to assist a 3GPP station in selecting an AP for 3GPP
network access, as defined in Annex A of 3GPP TS 24.234 v8.1.0.
Up to eight entries can be created.

4. Click OK to save your changes.

5. Continue to Create an Operator Profile on page 190.

Create an Operator Profile

To create an Operator Profile:

1. Go to Services & Profiles > Hotspot 2.0 Services.

2. Click Create New under. Alternatively, you can create a Hotspot 2.0 Operator Profile from the WLAN creation page while creating a new
WLAN or modifying an existing WLAN (Wireless LANs > Edit > Type > Hotspot 2.0 > Hotspot 2.0 Operator > Create New.)
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Configure the settings in Table Hotspot 2.0 Operator profile configuration options to create a Hotspot 2.0 Operator profile.

Option

Name

Description

Venue Information

ASRA Option

Internet Option

Access Network Type

IP Address Type

Operator Friendly Name

Service Provider Profiles

HESSID

WAN Metrics

Connection Capability

Additional Connection Capability

Click OK to save this Operator Profile.
Continue to Create a Hotspot 2.0 WLAN on page 191.

Description

Enter a name for this Operator profile. This name identifies the
service operator when assigning an HS2.0 service to a H52.0
WLAN.

(Optional) Enter a description for the service.

Select venue group and venue type as defined in IEEE802.11u,
Table 7.25m/n.

Additional steps required for access. Select to indicate that the
network requires a further step for access.

Specify if this H52.0 network provides connectivity to the Internet.

Access network type (private, free public, chargeable public, etc.),
as defined in IEEE802.11u, Table 7-43b.

Select IP address type availability information, as defined in
IEEE802.11u, 7.3.4.8.

Network operator names in multiple languages.

Information for each service provider, including NAI realm, domain
name, roaming consortium, 3GPP cellular network info. (A Service
Provider profile must first be created before it appears here.) Up
to six Service Provider Profiles can be indicated for each Operator
Profile.

Homogenous extended service set identifier. The HESSID is a 6-
octet MAC address that identifies the homogeneous ESS. The
HESSID value must be identical to one of the BSSIDs in the
homogeneous ESS.

Provides information about the WAN link connecting an IEEE
802.11 access network and the Internet; includes link status and
backhaul uplink/downlink speed estimates.

Provides information on the connection status within the hotspot
of the most commonly used communications protocols and ports.
11 static rules are available, as defined in WFA Hotspot 2.0
Technical Specification, section 4.5.

Allows addition of custom connection capability rules. Up to 21
custom rules can be created.

After you create a HS2.0 service, you need to specify the WLANSs to which you want to deploy the hotspot configuration. To configure an existing

WLAN to provide hotspot service, do the following:
1.

Go to Wireless LANs.
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2. Inthe WLANSs section, look for the WLAN that you want to assign as a H52.0 WLAN, and then click the Edit link that is on the same row.
The Editing (WLAN name) form appears.
3. InType, click Hotspot 2.0. 802.1X EAP is the only authentication method and WPA2/WPA3/AES are the only encryption methods available
when you select Hotspot 2.0 WLAN type.
4. In Hotspot 2.0 Operator, select the name of the Operator profile that you created previously, or click Create New to create a new HS52.0
Operator profile.
5. In Authentication Server, select the RADIUS server used to authenticate users.
6. Optionally, enable Proxy ARP for this Hotspot 2.0 WLAN (see Advanced WLAN Options on page 71 under Creating a WLAN.)
e If Proxy ARP is enabled, you also have the option to disable downstream group-addressed frame forwarding by selecting the DGAF
option. This option prevents stations from forwarding group-addressed (multicast/broadcast) frames and converts group-addressed
DHCP and ICMPvé router advertisement packets from layer 2 multicast to unicast.

7. Click OK to save your changes.

FIGURE 141 Creating a Hotspot 2.0 WLAN
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Customizing the Captive Portal

You can customize the guest user login page to display your own corporate logo, customize the landing page colors, and include any other login

messages such as a custom "Welcome" message visitors connecting to your guest WLAN.

If you want to include a logo, you will need to prepare a web-ready graphic file, in one of three acceptable formats: .JPG, .GIF or .PNG. The
recommended image size is 415 x 100 pixels, and the maximum file size is 200KB.
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To customize the guest login page:

1. Go to Services & Profiles > Guest Access > Guest Access Service and click Create to create a new guest access profile or Edit to edit an
existing one.

NOTE
Alternatively, create or modify a guest access service from the WLAN configuration page.

2. Inthe Customize Captive Portal section, configure any of the following:
e  Edit the background color, welcome message and image opacity.

e Remove or replace the background image, banner and logo. Import an image file to replace the Ruckus logos and default background
image. See Replacing the Captive Portal Logo on page 193.

3. Click Preview to view your changes and click OK to save.

FIGURE 142 Customizing the captive portal
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Replacing the Captive Portal Logo

The logo that is displayed when a guest user connects to a WLAN with captive portal enabled can be changed from the default Ruckus logo to

another logo by uploading an image file to ZoneDirector to replace the default logo.
To replace the default web portal logo with a custom logo:
1. Go to Services & Profiles > Guest Access > Guest Access Service > Create/Edit.
2. Scroll down to Customize Captive Portal.
3. Click Edit Banner or Edit Logo to replace the Ruckus logo. Click Edit Background Image to replace the background image.
4

Select Use Customization Image.
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5. Drag a file (max 400kb, JPG, PNG, GIF) into the drop box and click OK.

FIGURE 143 Use custom image to replace Ruckus logo in captive portal login page

Edit Banner

® Update Banner

© Use System Default IO Use Customization Image I

Maximum file size is 400KB

e =

i Drop file here or click to upload file
(Accept png, jpeg and gif)

6.  Alternatively, go to Wireless LANSs, and click the Web Portal tab.
7. Drop your image file into the Logo field provided.
The recommended image size is 415 x 100 pixels and the maximum file size is 200KB.

8. Click Preview to preview the custom login page.
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9. Click Apply to save your settings.

FIGURE 144 Customizing the Web Auth Captive Web Portal logo
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Troubleshooting Failed User Logins

This troubleshooting topic addresses the problems that network users might have with configuring their client devices and logging into your Ruckus
WLANSs.

Upon the completion of the Setup Wizard, ZoneDirector automatically activates a default internal WLAN for authorized users.

A key benefit of the internal WLAN is the Zero-IT feature, which allows new users to self-activate their wireless client devices with little or no
assistance from the IT department. Zero-IT client device configuration requires that the client be running a compatible operating system and using a
wireless network adapter that implements WPA2 encryption.

If you and your WLAN users run into initial connection failures when using the Zero-IT configuration and login, many of the problems have two key
causes:
e  Your users' client devices are running another OS, such as Linux, ChromeOS, etc.

e  Your users' client devices are using wireless network adapters without a WPA implementation.
The following list of options may be applicable based on your client system’s qualifications:

e  Option 1: If the client is running a supported operating system, check the wireless network adapter to verify the implementation of WPA.

e  Option 2: Upgrade to Windows 7 or later, and if needed, acquire a wireless network adapter with WPA2 support. Once these changes are
made, your users can attempt Zero-IT activation again.

e  Option 3: If an older version of Windows is in use, or if another OS is being used, the user must manually enter the WPA2 passphrase in
their network configuration.

e  Option 4: If the client's OS cannot be upgraded and the wireless adapter is limited to WEP, you will need to do the following:

- Create an additional WEP WLAN for non-standard client connections, then create a Role that refers to this WLAN, and assign that role
to the relevant user accounts.
- Enter the WEP key in the network configuration on the client device.
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Performing Client Connectivity Diagnostics

This feature is designed to help customers diagnose wireless client connection issues to determine why a client fails to connect to the wireless

network.
To perform a client connectivity trace:
1. Go to Clients > Wireless Clients.

2. Select the client you want to troubleshoot.

NOTE
Alternatively, go to Troubleshooting > Client Connectivity, and enter the client's MAC address to begin.
3. Select More > Troubleshooting from the menu.

The Client Connectivity page appears.

4. Click Start.

The association trace begins. The page refreshes to display detailed results.

5. Examine the results to isolate the problematic step in the process.

FIGURE 145 Running a client connectivity trace
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6. If needed, you can download the client connectivity data to a file, which can later be imported for analysis. Click Export to download the
data file and save it to your local computer. Click Import to import a previously exported file back into ZoneDirector.
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Fixing User Connections

If any of your users report problematic connections to the WLAN, the following debugging technique may prove helpful.

Basically, you will be deleting that client from the Active Clients table on the ZoneDirector, and when the client connection automatically renews

itself, any previous problems will hopefully be resolved.
To disconnect an active client:

1. Go to Clients > Wireless Clients.
2. Inthe Clients table, locate the problematic client, and click the Delete button to disconnect the client.

3.  When the confirmation message "Are you sure you want to delete the selected entries?" appears, click Yes.

The client will be immediately disconnected from the WLAN.

NOTE
Be sure not to block the client. If you do accidentally block a client, go to Services & Profiles > Access Control > Blocked Clients

to unblock.

4.  From the client computer, refresh the list of wireless networks and attempt to log in again.

5.  After several seconds, the Clients table will refresh and display the client again.

FIGURE 146 Click Delete to temporarily disconnect a wireless client
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Wireless Clients

This table lists all [1] currently connected and [2] disconnected client devices. Only those connected devices with a status of "authorized” are permitted access to the network. To prevent an
unauthorized" client from attempting to connect to your network, click Block. To troubleshoot a problematic connection, click Delete. (That client can then reconnect to the WLAN. )
To show a list of blocked clients, click here
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Troubleshooting Client Connections
The Wireless Clients page provides several options for troubleshooting problematic clients.

1. Go to Clients > Wireless Clients.

2. Select the client from the list, click the More drop-down menu, and then select either Troubleshooting or Network Connectivity.
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3. Continue to Performing Client Connectivity Diagnostics on page 198 or Using the Ping and Traceroute Tools on page 200.

FIGURE 147 Testing and troubleshooting client connectivity
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Using the Ping and Traceroute Tools

The ZoneDirector web interface provides two commonly used tools that allow you to diagnose connectivity issues while managing ZoneDirector

without having to exit the Ul.
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The Ping and Traceroute tools can be accessed from the Clients > Wireless Clients > Active Clients page. Select the client from the Active Clients list,

click More, and then click Network Connectivity to launch the troubleshooting screen.
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FIGURE 148 Launching the Ping and Traceroute tools from the Active Clients list
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Wireless Clients

This table lists all [1] currently connected and [2] disconnected client devices. Only these connected devices with a status of "authorized” are permitted access to the network. To prevent an
unauthorized” client from attempting to connect to your network, click Block. To troubleshoot a problematic connection, click Delete. (That client can then reconnect ta the WLAN.)

To show a list of blocked clients, click here
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The Network Connectivity window opens. Click Ping to ping the IP address or Trace Route to diagnose the number of hops to the IP address.

RUCKUS ZoneDirector 10.4 User Guide
Part Number: 800-72474-001 Rev B 201



Troubleshooting
Fixing User Connections

FIGURE 149 Network Connectivity dialog
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If WLAN Connection Problems Persist

If the previous technique fails to resolve the connection issues, you may need to guide the user through a reset of their WLAN configuration.

This requires deleting the user record, then creating a new user record, after which the user must repeat the Zero-IT activation process to
reconfigure their device with the wireless connection settings.

1. Have the user log out of the WLAN.

2. Go to Services & Profiles > Users. The Internal User Database table appears, displaying a list of current user accounts.
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Measuring Wireless Network Throughput with SpeedFlex

Locate the problematic user account in the table, and click the check box to the left of the user's name.
Click Delete.

Click the Create New button to create a new user account for this user. Enter a user name and password, and choose a role from the drop-
down menu.

Send a notification to the user with instructions on how to re-configure their client and log into the WLAN again.

At the end of this process, the user should be reconnected. If problems persist, they may originate in the client's operating system or in the wireless

network adapter.

Measuring Wireless Network Throughput with SpeedFlex

SpeedFlex is a wireless performance tool included in ZoneDirector that you can use to measure actual real-world throughput performance between

ZoneDirector and a wireless client, ZoneDirector and an AP, or a wireless client and an AP.

When performing a site survey, you can use SpeedFlex to help find the optimum location for APs on the network with respect to user locations.

NOTE

Before running SpeedFlex, verify that the Guest Usage and Wireless Client Isolation options (on the Wireless LANs > Edit WLAN page) are
disabled. The SpeedFlex Wireless Performance tool may not function properly when either or both of these options are enabled. For
example, SpeedFlex may be inaccessible to users at http://{zonedirector-ip-address}/perf or SpeedFlex may prompt you to install the
SpeedFlex application on the target client, even when it is already installed.

NOTE

The following procedure describes how to run SpeedFlex from the ZoneDirector web interface to measure a wireless client’s throughput.
For instructions on how to run SpeedFlex from a wireless client (for users), refer to Allowing Users to Measure Their Own Wireless
Throughput.

NOTE
SpeedFlex is unable to measure the throughput between two devices if those two devices are not on the same VLAN or the same subnet.

To measure the throughput of an AP or a client from the web interface:

Find out the MAC address of the AP or wireless client that you want to use for this test procedure.
If you are testing client throughput, verify that the wireless client is associated with the AP that you want to test.

Log in to the ZoneDirector web interface. You can use the wireless client that you are testing or another computer to log in to the web
interface.

If you want to test AP throughput, click Access Points. If you want to test client throughput, click Clients > Wireless Clients.

In the list of APs or clients, look for the MAC address of the AP or wireless client that you want to test, and then click More > SpeedFlex.
The SpeedFlex Wireless Performance Test interface loads, showing a speedometer and the IP address of the AP or client that you want to
test.

NOTE
If ZoneDirector is unable to determine the IP address of the wireless client that you want to test (for example, if the wireless
client is using a static IP address), the SpeedFlex link for that client does not appear on the Clients page.

Choose UDP or TCP from the Protocol drop-down list. Only one type of traffic can be tested at a time.

If you are testing AP throughput, you have the option to test both Downlink and Uplink throughput. Both options are selected by default.
If you only want to test one of them, clear the check box for the option that you do not want to test.
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8. Click the Start button.

e |f the target client does not have SpeedFlex installed, a message appears in the ZoneDirector administrator's browser, informing you
that the SpeedFlex tool has to be installed and running on the client before the wireless performance test can continue. Click the OK
button on the message, download the appropriate SpeedFlex version (Windows, Mac or Android) from http://<ZoneDirector-IP-
Address>/perf, and email it to the user, or instruct the user to go to http://<ZoneDirector-IP-Address>/perf to download and install it.
(See Allowing Users to Measure Their Own Wireless Throughput on page 208.) After SpeedFlex is installed and running on the client,
click Start again to continue with the wireless performance test.

A progress bar appears below the speedometer as SpeedFlex generates traffic to measure the downlink or uplink throughput. One throughput test
typically runs for 10-30 seconds. If you are testing both Downlink and Uplink options, the two tests take about one minute to complete.

When the tests are complete, the results appear below the Start button. Downlink and uplink throughput results are displayed along with packet

loss percentages.

FIGURE 150 Running SpeedFlex on a client
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Wireless Clients

This table lists all [1] currently connected and [2] disconnected client devices. Only those connected devices with a status of "authorized” are permitted access to the network. To prevent an
unauthorized” client from attempting to connect to your network, click Block. To troubleshoot a problematic connection, click Delete. (That client can then reconnect to the WLAN.)
To show a list of blocked clients, click here
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FIGURE 151 The SpeedFlex interface
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FIGURE 152 Click the download link for the target client's operating system
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FIGURE 153 A progress bar appears as SpeedFlex measures the wireless throughput
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FIGURE 154 When the test is complete, the tool shows the uplink and downlink throughput and packet loss percentage
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Using SpeedFlex in a Multi-Hop Smart Mesh Network

SpeedFlex can also be used to measure multi-hop throughput between APs and ZoneDirector in a mesh tree.

For example, if you have a mesh tree that is three hops deep (i.e., ZoneDirector... Root AP... Mesh AP 1... Mesh AP 2), SpeedFlex can measure the
total throughput between ZoneDirector and Mesh AP 2. Running the Multi-Hop SpeedFlex tool returns throughput results for each hop as well as

the aggregate throughput from ZoneDirector to the final AP in the tree.

To measure throughput across multiple hops in a Smart Mesh tree:

1. Go to Access Points > View Mode > Mesh.

2. Locate the AP whose throughput you want to measure, and click the SpeedFlex icon on the same row as that AP. The SpeedFlex icon
changes to an icon with a green check mark, and the Multi-Hops SpeedFlex button appears.

FIGURE 155 Multi-hops SpeedFlex
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3. Click Multi-Hops SpeedFlex. The SpeedFlex utility launches in a new browser window.
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4. Select Uplink, Downlink or both (default is both), and click Start to begin.

NOTE
Note that multi-hop SpeedFlex takes considerably longer to complete than a single hop. If you want to complete the test faster,

deselect either Uplink or Downlink and test one direction at a time.

FIGURE 156 Multi-Hop SpeedFlex test results
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Allowing Users to Measure Their Own Wireless Throughput
ZoneDirector provides another version of the SpeedFlex Wireless Performance Test application that does not require authentication.

This version can be accessed at: http://{zonedirector-ip-address}/perf. If you want wireless users to be able to measure their own

wireless throughput, you can provide this link to them, along with the instructions below.

Before sending out these instructions, replace the {zonedirector-ip-address} variable with the actual ZoneDirector IP address.
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The following instructions describe how you can use SpeedFlex, a wireless performance test tool from Ruckus, to measure the speed of your

wireless connection to your access point.

1.

Make sure that your wireless device is connected only to the wireless network. If your wireless device is also connected to the wired
network, unplug the network cable.

Start your web browser, and then enter the following in the address or location bar: https://{ZD-IP-Address}/perf. The

SpeedFlex Wireless Performance Tool interface loads in your browser.

Click the Start button. The following message appears:

Your computer does not have SpeedFlex running. Click the OK button, download the SpeedFlex
application for your operating system, and then double-click SpeedFlex.exe to start the application.
When SpeedFlex is running on your computer, click Start again to continue with the wireless
performance test.

Click OK. Windows, Mac (Intel), and Android download links for SpeedFlex appear on the SpeedFlex Wireless Performance Test interface.

Click the SpeedFlex version that is appropriate for your operating system, download the SpeedFlex file, and then save it to your
computer's hard drive.

After downloading the SpeedFlex file, locate the file, and then double-click the file to start the application. A command prompt window
appears and shows the following message: Entering infinite loop. Enjoy the ride. Thisindicates that SpeedFlex was
successfully started. Keep the command prompt window open.

On the SpeedFlex Wireless Performance Test interface, click the Start button again. A progress bar appears below the speedometer as the
tool generates traffic to measure the downlink throughput from the AP to the client. The test typically runs from 10 to 30 seconds.

When the test is complete, the results appear below the Start button. Information that is shown includes the downlink throughput (in Mbps)

between your wireless device and the AP, as well as the packet loss percentage during the test. If the packet loss percentage is high (which indicates

poor wireless connection), try moving your wireless device to another location, and then run the tool again.

Starting a Radio Frequency Scan

This task complements the automatic RF scanning feature that is built into the Ruckus ZoneDirector. That automatic scan assesses one radio

frequency at a time, every 20 seconds (by default).

To manually start a complete radio frequency scan that assesses all possible frequencies in all devices at one time, follow these steps:

1.
2.

Go to Troubleshooting > Diagnostics.

When the Diagnostics page appears, look for the Manual Scan options, and then click Scan. This operation will interrupt active network
connections for all current users.
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3. Go to Access Points > Events / Activities to view updated rogue AP detection.

FIGURE 157 The Diagnostics page
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Generating a Debug File

Do not start this procedure unless asked to do so by technical support staff.

If requested to generate and save a debug file, follow these steps:

1. Go to Troubleshooting > Diagnostics

N

select all. (If they are already selected, skip this step.)

Mesh

RF Management

Hotspot Services

Network Management

2017m15 122220 3 - 0
admin

Click this button to initiate a radio frequency scan. [ALERT] This will immediately sample all active frequencies and may temporarily interfere with wireless network communicafion.

If you request assistance from Ruckus Wireless technical support, you may be asked to supply detailed debug information from ZoneDirector Click the "Save Debug Info” button to generate the

Smart Redundancy

Client Association

Guest Self-Service

Web Pages

Select the items under Debug Components as directed by Ruckus technical support, or check the box next to Debug Components to

3. If you are instructed to save only log information for a specific AP or client, you can select the check box next to Debug log per AP's or

client's mac address, then enter the MAC address in the adjacent field.

4. Click Apply to save your settings.
5. Inthe Save Debug Info section, click Save Debug Info.
6. Save the file to a convenient location on your local computer.

After the file is saved, you can email it to the technical support representative.

NOTE

The debug (or diagnostics) file is encrypted and only Ruckus support representatives have the proper tools to decrypt this file.
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Viewing and Saving Current System Logs

You can display a list of recent ZoneDirector system activity logs from the ZoneDirector web interface and save the log file for troubleshooting

analysis.
To view and save ZoneDirector system logs:

1. Go to Troubleshooting > Diagnostics, and locate the System Logs section.
2. Click the “Click Here” link next to “To show current System logs..." to view the logs on screen.

3. Click the Save System Log button to download and save the log as a compressed .tar file.

FIGURE 158 Viewing and saving current system logs
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ful 13 19:39:29 ZoneDirector last message repeated 2 times

Hul 13 19:38:29 ZoneDirector last message repeated 2 times

ful 13 19:37:29 ZoneDirector ZD-APMar: IPC_thread rcv ping from TACMON

Hul 13 19:36:59 ZoneDirector ZD-APMar: IPC_thread rcv ping from TACMON

Hul 13 19:36:43 ZoneDirector syslog: eventd_to_syslog() A Malicious Rogue[c0-c5 22-dd:al 75]
detection by AP[44 1e-98: 1b:f0-d0] goes away -
{ul 13 19:36:29 ZoneDirector ZD-APMgr: IPC_thread rcv ping from TACMON Y

Previous First 1 Last Next

Client Connection Logs

To save client connection logs. Save Client Connection Log

AP Logs

Saving Client Connection Logs

Saving client connection logs may be helpful in troubleshooting client connectivity issues.

ZoneDirector provides two options for saving client connection logs - download the current log file immediately from the web interface, or set
ZoneDirector to send the logs to a syslog server automatically. For information on delivering logs to syslog, see Customizing the Current Log Settings.

To download and save current client connection logs:

1. Go to Troubleshooting > Diagnostics..

2. Inthe Client Connection Logs section, click Save Client Connection Log.
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3.

Save the file to your local computer.

FIGURE 159 Saving client connection logs to a local computer

eDirector Debug log per AP's or client’s mac address : (9. aabbrec:dd e f)

10.2.0.0 build 69

System Logs

Client Connection Logs

To show current System logs, click here.| Save System Log

To save client connection log

Save Client Connection Log

AP Logs

Packet Capture

Radio

Current Managed APs

MAC Address

44:1e:98:1b:f0:d0

Ad-rA-AnIRNER

To show current APs' logs, click here

2.4GHz »5GHz

IP Address Device Name
192.168.0.10 RuckusAP
4myasono DurbnrAD

Viewing Current AP Logs

You can display a list of recent ZoneDirector AP activity logs from the ZoneDirector web interface and save the log file for troubleshooting analysis.

To view and save ZoneDirector AP logs:

1.
2.

212

Go to Troubleshooting > Diagnostics, and locate the AP Logs section.

Description

Model

510

Use this feature to capture wireless packets during normal operation and save them in local files or stream them to Wireshark

Capture APs

Apply

—>=There are no APs selected to capture packets. Please select APs from the left

table

Click the “Click Here” link next to “To show current APs' logs..." to view the log contents.
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3. Tosave, select the text in the text box and copy/paste it into a text editor.

FIGURE 160 Viewing AP logs

System Logs -

To show current System logs, click here| Save System Log

Client Connection Logs

To save client connection logs.  Save Client Connection Log

AP Logs

To show current APs’ log4, click here.

Jul 13 16:47-22 ZoneDirector syslog: eventd,
Jul 13 16:47:22 ZoneDirector syslog: eventd,
Jul 13 16:48:37 ZoneDirector syslog: eventd,
Jul 13 16:48:37 ZoneDirector syslog: eventd_to_s

Radio [2 4G] of AP[RuckusAP] is ON
Radio [5G] of AP[RuckusAP] is ON
Radio [2.4G] of AP[RuckusAP] is ON
og():Radio [5G] of AP[RuckusAP] is ON

Packet Capture

Use this feature to capture wireless packets during normal operation and save them in local files or stream them to Wireshark

Packet Capture and Analysis

The Packet Capture feature puts one or more APs into packet sniffer mode, allowing them to capture packets and either save them to a local file or
stream them to a packet inspection program such as Wireshark for later analysis.

e  Local Capture

e  Streaming Mode

NOTE

Performing packet capture on the 5 GHz radio of a Mesh AP (MAP) can result in connectivity issues due to the AP’s use of the 5 GHz radio
for Mesh communications. Therefore, Ruckus recommends performing packet capture only on the 2.4 GHz radio of a Mesh AP. Root APs
(and eMAPs) do not have this limitation and packet capture can be performed on either radio.

The local capture mode stores packet data from a single capture session in two files using a “ping-pong” method. Due to memory limitations, the
capture files are cleared after they are retrieved by the Save command and before each new capture session, and they are not retained on the AP
between reboots.

In streaming capture mode, packet data from the 2.4 GHz and 5 GHz radios are available simultaneously on AP interfaces wifiO and wifi1,
respectively. The streams can be accessed using Wireshark’s remote interface capture option. The Windows version of Wireshark (e.g., v1.2.10)
supports this option. Linux versions may not.

Both output modes support packet filtering. In local capture mode, the AP accepts a packet filter expression and applies it before storing the file. In
streaming mode, Wireshark accepts a capture filter expression and sends it to a daemon running on the AP, which applies it before streaming. Both
modes allow compound filter expressions conforming to the pcap-filter syntax, which is described at filter/.
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Local Capture

To capture packets to a local file for external analysis:

1.
2.

Choose 2.4 GHz radio (you can only capture packets on one radio at a time).

Select one or more APs from the list and click Add to Capture APs. The APs you selected are moved from the Currently Managed APs table

on the left side to the new Capture APs table on the right.

Select Local Mode to save the packet capture to a local file.

Click Start to begin capturing packets. Click Stop to end the capture, and click Save to save the packet capture to a local file.

Extract the pcap file(s) from the pcap.zip file and open in Wireshark or other packet analyzer.

Streaming Mode

To view streaming packets in real time using Wireshark’s remote capture:

214

1
2
3
4
5.
6
7
8

Choose 2.4 GHz or 5 GHz radio.

Select the AP you want to view and click Add to Capture APs.

Select Streaming Mode and click Start.

Launch Wireshark.

Go to Capture Options.

Under Capture: Interface, select Remote. A Remote Interface dialog appears.

In Host, enter the IP address of the AP you want to view. Leave the Port field empty OK.

The remote host interface list on the right updates. Select wifi0 from the list if you are streaming on the 2.4 GHz radio, or select wifil if

streaming on the 5 GHz radio.
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9. Click Start. Wireshark displays the packet stream in a new window.

FIGURE 161 Add APs from Currently Managed APs list to Capture APs list

Packet Capture

Use this feature to capture wireless packets during normal operation and save them in local files or stream them to Wireshark.

Radio 2.4GHz ®)5GHz
Current Managed APs Capture APs
—=There are no APs selecied to capture packets. Please select APs from the left
i MAC Address IP Address Device Name Description Model tahle
| c0:8ade:21:a8 10 10.10.3.51 RuckusAP zi7982
Add to Capture APs G111 e

Search terms I:I * Include all terms Include any of these terms

AP diagnostic information

This AP list is the diagnostic AP list.

MAC Address IP Address Device Name Description Model Action
@00 (D)
Search terms I:I ® Include all terms Include any of these terms
FIGURE 162 Click Start to begin packet capture; click Remove to remove APs from the list
)
e
lo capture wireless packets during normal operation and save them in local files or stream them to Wireshark.
2.4GHz (#)5GHz
ped APs Capture APs
—
«ddress IP Address Device Name Description Model MAC Address IP Address Device Name Description Model
re APs G 00(0) & c0:8a'de21:a8:10 1010351 RuckusAP {7982
Remove All @1 e

I:l ® Include all terms () Include any of these terms

. Local Mode (Capture a limited snapshot on each AP, then Stop and Save to file)

Streaming Mode {Use Wireshark’s Remote Capture Option to connect to wifid or wifi1)

Start

AP diagnostic information

Thic & lict ic tha dizanactic A5 lict
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Using Ruckus Custom Indicators

Packets captured on Ruckus APs include some information that is not available when capturing from other Wi-Fi devices. This additional information
is stored in the Per-Packet Information (PPI) header that precedes the over-the-air content.

1. The PPI1:802.11-Common Header antenna signal and antenna noise fields of packets transmitted by the AP contain the next-to-lowest byte
and the lowest byte, respectively, of the antenna pattern used to transmit the packet. On some APs, the pattern value may contain more
significant bits, which are not stored in this header. If the packet is 802.11n, it will also contain the full antenna pattern value in the
header described below.

2. The PPI:802.11n-MAC+PHY Header EVM-3 field of packets transmitted by the AP contains the full antenna pattern used to transmit the
packet (similar to above, except this 32-bit field can accommodate the complete value).

3. The PPI:802.11n-MAC+PHY Header MAC Flags field’s upper bits convey additional TX and RX descriptor indicators described in the table
below.

TABLE 18 Ruckus-defined indicators conveyed in MAC Flags

TX Indicator Bit RX Indicator

Sounding (0O=not; 1=yes) 31 Sounding (0O=not; 1=yes)
TxBF (O=not applied; 1=yes) 30 unassigned

Ness (#ext spatial streams) 28-29 Ness (#ext spatial streams)
STBC (0=not applied; 1=yes) 27 STBC (0=not applied; 1=yes)
LDPC (0=not applied; 1=yes) 26 LDPC (O=not applied; 1=yes)
LDPC indicator valid 25 LDPC indicator valid
unassigned 24 unassigned

RTS HTC TRQ 23 HW Upload Data

RTS HTC MRQ 22 HW Upload Data Valid

RTS HTC MSI 20-21 HW Upload Data Type

RTS enabled 19 unassigned

Calibrating 18 unassigned

Limitation: The AP can report RX EVM values or the RX LDPC indicator, but not both. When packet capture is invoked from the ZD UI, the software
selects RX EVM values. Therefore, the RX LDPC indicator is not reported, and the LDPC indicator valid bit will be zero. The RX LDPC indicator is
available when invoking packet capture from the AP command line interface.
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The AP Diagnostic Information feature can be used to collect AP processor core dump files from the AP via ZoneDirector. This section will be empty

unless there is an AP that has experienced a core dump.

FIGURE 163 AP diagnostic information

Current Managed APs Capture APs
MAC Address IP Address Device Name Description Model table.
cl:Bade21:a8:10 10.0.0.132 7982 7982 zf7982

Add to Capture APs Q111 e
Search terms ® Include all terms Include any ofthese terms
AP diagnostic information
This AP listis the diagnostic AP list
MAC Address IP Address Device Name Description
Search terms ® Include all terms Include any ofthese terms

Import scripts

Click "browse" to choose script or manual

Choose File | Nofile chosen

O R Xt Sy

—=There are no APs selected to capture packets. Please select APs from the left

Model Action

Delete All APs €0-0(0)&

When an AP processor core dump occurs, a log file will be created and stored on ZoneDirector, and the AP Diagnostic Information section will list
the AP's MAC address, IP address, Device Name, Description and AP Model. Additionally, two buttons will appear: a Download and a Delete button.

Click the Download button to download the core dump log file for delivery to Ruckus Support to assist with troubleshooting, if requested to do so.

Click the Delete button to delete this core dump log file.

FIGURE 164 AP Diagnostic Information buttons

AP diagnostic information

This AP list 15 the diagnostic AP list.
MAC Address IP Address
boiaa:bl:3d:08:0 172.18.170.4

Download
Description Action

RuckusAP r600 B
Delete ALl APs | ¢a1-1 (1)ea
Include any of these Q»?J’gte

Device Name

Search terms * Include all terms
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Importing a Script

The Import Scripts feature can be used to help Ruckus Support in diagnosing customer network issues remotely by allowing the administrator to
upload a Ruckus-created script to ZoneDirector themselves.

If instructed to do so by Ruckus Support, go to Troubleshooting > Diagnostics > Import Scripts and click Choose File to upload a script to
ZoneDirector.

Enabling Remote Troubleshooting

The Remote Troubleshooting feature allows Ruckus support personnel to connect directly to a ZoneDirector deployed at a customer’s site for
troubleshooting purposes.

Do not enable this feature unless instructed to do so by Ruckus support.

FIGURE 165 The Upload Scripts and Remote Troubleshooting features are used by Ruckus Support in diagnosing customer network issues remotely

Search terms | ® Include all terms Include any ofthese terms

AP diagnostic information

This AP listis the diagnostic AP list

MAC Address IP Address Device Name Description Model Action

Delete AllAPs ~ €30-0 (0)&

Search terms ® Include all terms Include any ofthese terms

Import scripts

Ll mia choose script or manual.

Choose File ofile chosen

Remote Troubleshooting

Start/stop remote troubleshooting and clicking on the “refresh” will display status information when this function is enabled in real time.

Start remote troubleshooting

Apply

Restarting an Access Point

One helpful fix for network coverage issues is to restart individual APs. To do so, follow these steps:
1. Go to Access Points.
2. Locate the particular Access Point record from the AP list. The Status column should display “Connected.”

3. Scroll down to the General > Info section, and locate the Action icons. Click the Restart ¢ icon. The Status column now displays
“Disconnected” along with the date and time when ZoneDirector last communicated with the AP.

After restart is complete and the Ruckus ZoneDirector detects the active AP, the status will be returned to “Connected.”
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Restarting ZoneDirector

There are three "restart" options: [1] to disconnect and then reconnect the ZoneDirector from the power source, [2] to follow this procedure which
simultaneously shuts down ZoneDirector and all APs, then restarts all devices, and [3] a restart of individual APs (detailed in “Restarting an Access

Point”.)

To restart ZoneDirector (and all currently active APs):

NOTE
If you have made any configuration changes, Ruckus recommends shutting down ZoneDirector to ensure that all configuration changes

are saved and persist after reboot. Performing a restart may cause ZoneDirector to lose configuration changes if you forget to click Apply
after making changes and navigate away from a configuration page, for example.

1. Go to Administer > Restart.

2. When the Restart / Shutdown features appear, click Restart. You will be automatically logged out of ZoneDirector. After a minute, when
the Status LED is steadily lit, you can log back into ZoneDirector.

FIGURE 166 The Restart/Shutdown page

20171115 124434 2 ©

admin

Restart / Shutdown

Restart

Click this button to restart ZoneDirector Network connections will be broken temporarily, and then renewed when startup is complete
Restart

Clients

Shutdown

Click this button to shut down ZoneDirector. (To restart ZoneDirector, disconnect it from the power source, and then reconnect it.)

Shutdown

Administer

Real Time Moni
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Services & Profiles settings contain a number of options for features such as application recognition, access controls, maps, guest access, hotspot
service and mesh configuration.

Application Recognition and Control

ZoneDirector's Application Recognition & Control (ARC) features allow administrators to customize and enhance ZoneDirector's built-in application
identification capabilities, apply filtering policies to prevent users from accessing certain applications, or limit the bandwidth consumed by certain
applications.

ZoneDirector's built-in application recognition can be enhanced using either an application signature package import feature, or by using the user-
defined application sections.

Application Policies include application blocking/denial, QoS traffic shaping and rate limiting. Each Application Policy can contain multiple rules, and
admins can define application policies to filter or rate limit traffic by application, and then apply the policy to WLANSs using the WLAN Advanced
Options.
The Application Control features allow administrators to perform the following tasks:

e  Configure Application Policies on page 221

e  Configure IP Based User Defined Applications on page 224

e  Configure Port Based User Defined Applications on page 225

e  Configure Application Policies on page 221

Configure Application Policies

This option allows the administrator to create policies to deny application access, to set QoS traffic shaping priorities for certain traffic types, or to
enforce rate limiting policies for applications.

Application Denial Policies

Using application denial policies, administrators can block specific applications if they are seen to be consuming excessive network resources, or
enforce network usage policies such as blocking social media sites.
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The following usage guidelines need to be taken into consideration when defining Application Denial Policies:

e  "www.corporate.com": This will block access to the host web server at the organization "corporate.com", i.e. the FQDN. It will not block
access to any other hosts such as ftp, ntp, smtp, etc. at the organization "corporate.com".

e  "corporate.com": This will block access to all hosts at the domain "corporate.com" i.e. it will block access to www.corporate.com,
ftp.corporate.com, smtp.corporate.com, etc.

e  '"corporate": This will block access to any FQDN containing the text "corporate" in any part of the FQDN. Care should be taken to use as
long as possible string for matching to prevent inadvertently blocking sites that may contain a shorter string match i.e. if the rule is "net"
then this will block access to any sites that have the text "net" in any part of the FQDN or ".net" as the FQDN suffix.

e  *.corporate.com: This is an invalid rule. Wildcard "*" and other regular expressions cannot be used in any part of the FQDN.

e  "www.corporate.com/games": This is an invalid rule. The filter cannot parse and block access on text after the FQDN, i.e., in this example
it cannot filter the micro-site "/games".

NOTE
Many global organizations have both a ".com" suffix and country specific suffix such as ".co.uk", ".fr", ".au" etc. To block access to, for
example, the host web server in all regional specific web sites for an organization, a rule like "www.corporate" could be used.
NOTE
Many global organizations use distributed content delivery networks such as Akamai. In such cases creating a rule such as
"www.corporate.com" may not prevent access to the entire site. Further investigation of the content network behavior may need to be
undertaken to fully prevent access.

QoS Rules

Implement application Quality of Service (QoS) rules to mark traffic with 802.1p or DSCP headers and prioritize according to the uplink and

downlink priority selected. QoS rules can be created and applied to any of the system-defined applications or to user-defined applications.

Rate Limiting

Rate limiting rules can be applied to any of the system defined or user defined applications. Set the maximum uplink and downlink rates (0.25 ~ 20
Mbps) that the application can consume.

Configuring an Application Policy

Application Policies can be configured to control access to applications or to control traffic generated by applications.

To create an Application Denial Policy:

222

1.
2.

3.
4.

Go to Services & Policies > Access Control.
In Application Policy, click Create.
NOTE
Alternatively, you can create an Application Denial Policy from the WLAN creation page while creating a new WLAN or

modifying an existing WLAN (Wireless LANs > Edit > Advanced Options > Application Visibility > Enable > Apply Policy Group >
Create New.)

Enter a Name and optionally a Description for the policy

In Rules, click Create New to create a new rule for this policy.
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In Rule Type, select one of the following policy rule types:

e  Denial Rules: Block the application completely.

®  QoS: Apply QoS prioritization rules to the application.

e Rate Limiting: Limit traffic volume consumed by the application.

In Application Type, select one of the following application categorization methods:

o  System Defined: Choose from a number of built-in categories.

e [P Based User Defined Application: Choose from user-defined applications.

e Port Based User Defined Application: Choose from user-defined applications.

In Application, select either one of the system-defined or user-defined applications from the list.

Click OK to save the rule, and click OK to save the policy.

FIGURE 167 Blocking an application by Application Type

ﬁ Ruckus™

Dashboard

New Application Policy

General

Access Points
Name: Facebook

Wireless LANs Description: Block Facebook

Clients Rules

Troubleshooting Create | Delete Search

| | Rule Type Content
Services & Profiles

[ Denial Rules Application: Social networks - Facebook

Access Control 1-10f 1 shown

Maps

Guest Access

NOTE

Configuring Services and Profiles
Application Recognition and Control

admin

When using port-based rules: There is no distinction between the TCP and UDP protocols, so care should be taken if wishing to
block a specific application port as that will apply to both IP protocols and may inadvertently block another application using

the other protocol.

Applying an Application Policy to a WLAN

Once an Application Policy is created, use the following procedure to apply it to one or more WLANSs.

1.
2.
3.
4.

Go to Wireless LANs, and click Edit next to the WLAN you want to configure.
Expand the Advanced Options section.
Locate the Application Visibility section, and ensure that the Enable check box is enabled.

Select the policy you created from the Apply Policy Group list.
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5. Click OK to save your changes.

FIGURE 168 Apply an Application Policy to a WLAN

H Advanced Options -

Accounting Server Disabled v Create New Send Interim-Update every minutes

Access Control L2MAC | No ACLs ¥ | Create New L3/4/IP address | No ACLs ¥ || Create New
Device Policy Create New Precedence Policy Default ¥ || Create Mew

Enable Role hased Access Control Policy

Application Visibility «| Enable
Apply policy group Create New
Call Admission Control Enforce CAC on T LIS CAC is enabled on the radio
sadf
Rate Limiting PerStation Uplink | pisanled - | Per Station Downlink | pisapled =
SSID Rate Limiting UpLink Enable G mbps (1~200) Per STA rate limiting will not work if SSID rate limiting is enabled
DownLink Enable I:Imhps (1~200)
Multicast Filter Drop multicast packets from associated clients

VLAN Pooling WLAN Pools List Create a New VLAN Pool

(When set VLAN Pooiing, Must disable device policy)

Access VLAN VLAN ID Enable Dynamic VLAN

Hide SSID Hide SSID in Beacon Broadcasting (Closed System)

Configure IP Based User Defined Applications

When an application is unrecognized and generically categorized, you can configure an explicit application identification policy by destination IP
Address, Port and Protocol.

Wireless traffic that matches a configured policy will be displayed using the policy's name on the Applications pie charts/tables on the Wireless
Clients monitoring page.

Application identification policies are implemented according to the following priority order:
1. IP-based user defined applications
2. System defined applications
3. Port-based user defined applications

The following figure shows how to configure an IP-based user defined application policy to identify a corporate accounting application. ZoneDirector
identifies wireless traffic matching this policy as "Well Paid Accounting" and displays this name in the application recognition pie charts and tables.
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FIGURE 169 Defining custom applications for ZoneDirector identification

HRUCkusm —_— 201771115 14:54:44 r aF.'in 0
= New IP based User Defined Application x
A

A “Application Name: = Well Paid Accounting
“IP Address: = 192.168.0.11

{ Q -]

“Netmask: =~ 255.255.255.0
] wcol

“Port: | 443

0l
“Protocol:
0-0 of 0 shown -

Configure Port Based User Defined Applications

When an application is unrecognized and generically (or incorrectly) categorized you can configure an application identification policy by IP Port and
Protocol.

Wireless traffic that matches a configured policy will be displayed using the policy's Description text in the Applications pie charts/tables on the
Wireless Clients monitoring page.

This type of policy is the least granular in configuration, and therefore it has the lowest priority as a means of application identification. If, for
example, you configure a port based user defined application for port 80/TCP, any such matching wireless traffic not identified by either an IP based
user defined application policy or ZoneDirector's embedded policies will be identified as belonging to this policy.

The following figure shows how a port-based application policy could be used to categorize all otherwise uncategorized wireless traffic on Port 8081
as "HTTP Proxy" traffic and display this name in application recognition pie charts and tables.
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FIGURE 170 Creating a new port based user defined application
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Well-Known Service and Destination Port Mappings Defined in Application
Visibility
ZoneDirector automatically identifies many of the most common applications for use in application recognition and filtering policies.
The following links provide lists of some common applications and ports that are included:

e  |ANA list of Service Names and Port Numbers

e SpeedGuide.net

e  Well known TCP and UDP ports used by Apple software products

e  Bitcoin

o  Google Cloud Messaging

e  PlayStation

e TiVo
e Wil
e  Xbox

Configuring Network Access Controls

ZoneDirector provides several options for controlling access to your wireless networks and to other wired/wireless network resources.

This section is divided into the following subsections according to the features on the Services & Profiles > Access Control page.
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Creating Layer 2/MAC Address Access Control Lists

Using the Access Controls configuration options, you can define Layer 2/MAC address ACLs, which can then be applied to one or more WLANSs (upon
WLAN creation or edit).

ACLs are either allow-only or deny-only; that is, an ACL can be set up to allow only specified clients or to deny only specified clients. MAC addresses

that are in the deny list are blocked at the AP, not at ZoneDirector.

To configure an L2/MAC ACL:

1.
2.

w

N o v

Go to Services & Profiles > Access Control
Expand the L2-L7 Access Control section.

In L2/MAC Access Control, click Create NewAlternatively, you can create a Layer 2/MAC ACL from the WLAN creation page while creating
a new WLAN or modifying an existing WLAN ( Wireless LANs > Edit > Advanced Options > Access Control > L2/MAC > Create New.)

Type a Name for the ACL.
Type a Description of the ACL.
Select the Restriction mode as either allow or deny.

Type a MAC address in the MAC Address text box, and then click Create New to save the address. The new MAC address that you added
appears next to the Stations field. You can enter up to 128 MAC addresses per ACL.

Click OK to save the L2/MAC based ACL.You can create up to 32 L2/MAC ACL rules and each rule can contain up to 128 MAC addresses.
Each WLAN can be configured with one L2 ACL.

FIGURE 171 Configuring an L2/MAC access control list

= L2-L7 Access Control

This enables WLAN admin to define access control policies for client devices using L2-L7 parameters

Clients L2/MAC Access Control

You can define L2/MAC access control lists and apply them to WLANs later. Set up an L2/MAC access control list to allow or deny wireless devices based on their MAC addresses

Name Description Restriction Actions
L2-ACL-1 Deny the following MAC addresses Only deny listed stations Edit Clone
Create New

Name® [LzAcL2 |

Description | Deny the following MAC addre|

Restriction Only allow all stations listed below (= Only deny all stations listed below

MAC Address 00:01:02:03:04:06 Create New

Stations 00:01:02:03:04.05 | delete

“ Cancel

Create New Delete
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Creating Layer 3/Layer 4/IP Address Access Control Lists

In addition to L2/MAC based ACLs, ZoneDirector also allows you to create access controls at Layer 3 and Layer 4.

These controls can be applied based on a set of criteria including:

Source Address

Destination Address

Application

Protocol

Source Port

Destination Port

To create an L3/L4/IP address based ACL:

228

© N o ok

Go to Services & Profiles > Access Control.

Expand the L2-L7 Access Control section.

In L3/4/1P address Access Control, click Create New.

NOTE
Alternatively, you can create a Layer 3/Layer 4/1P Address ACL from the WLAN creation page while creating a new WLAN or
modifying an existing WLAN (Wireless LANs > Edit > Advanced Options > Access Control > L3/4/IP Address > Create.)

Type a Name for the ACL.

Type a Description for the ACL.

In Default Mode, set the default action to perform if no rule is matched.

In Rules, click Create New or click Edit to edit an existing rule.

Define each access rule by configuring a combination of the following:

Type: The access privilege (allow or deny) that this rule grants.

Source Address: Enter a source IP address from which to allow or block traffic. IP address must be in the format A:B:C:D/M, where M
is the netmask. To allow/deny a single host, use /32 as the netmask.

Destination Address: Enter an IP subnet and netmask of the network target to which you want to allow or deny access. IP address
must be in the format A.B.C.D/M, where M is the netmask. To allow/deny a single host, use /32 as the netmask.

Application: If you select a specific application from the menu, the Protocol and Destination Port options are automatically filled with
the relevant values and are not configurable.

Protocol: Enter a network protocol number (0-254), as defined by the IANA (http://www.iana.org/assignments/protocol-numbers/
protocol-numbers.xhtml) to allow or deny. Otherwise, select Any.

Source Port: Enter a valid port number (1-65534) or port range (e.g., 80-443).
Destination Port: Enter a valid port number (1-65534) or port range (e.g., 80-443).

Click OK to save the ACL.
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10. Repeat these steps to create up to 32 L3/L4/IP address-based access control rules.

FIGURE 172 Configuring an L3/L4 access control list

L3/4/IP address Access Control

You can define L3/4/IP address access control lists and apply them to WLANs later. Set up a L3/4/1P address access control list to allow or deny wireless devices based on their |IP addresses

Name Description Default Mode Actions
Create New
Mesh e ‘ ‘

Description ‘ ‘

Default Mode Default Action if no rule is matched: (® Deny all by default Allow all by default

Rules Order Description Type Source Address Destination Address Application Protocol Source Port Destination Port Action
1 Allow  Any Any DNS Any Any 53 Edit Clone Move Down
2 Allow  Any Any DHCP Any Any 67 Edit Clone Move Up

Create New Delete

B Advanced Options

“ Cancel

Create New Delete

Configuring Device Access Policies

Device access policies can be configured to control which device types will be allowed access to your wireless networks.

To configure a device access policy:

1. Go to Services & Profiles > Access Control > Device Access Policy.
2. Click Create to create a new policy or Edit to edit an existing policy.
3. Enter a Name and optionally a Description for the policy.

4. In Default Mode, select Deny all by default or Allow all by default.

For example, if you want to create a rule that will allow only Windows devices and deny all others, you could select Deny all by default,
and then create a rule to allow Windows devices.

5. InRules, click Create New to create a new rule.

6. For each rule, select an OS/Vendor from the list, select Type (allow or deny), and optionally, configure per-station rate limiting and VLAN
assignment for this device type.
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7.

click Save to save the rule, and click OK to save the policy.

FIGURE 173 Creating a device policy rule to allow only Windows devices

ﬁRUCKUSm 2020001107 08:53:08

ZD1200

admin

Create New x

Dashboard

Access Points © Name |Nluw Windows |

Description | Allow Windows| |

Default Mode Default Action if no rule is matched: (® Deny all by default () Allow all by default Q 2 b
Clients
Rules [ | Order Description 0S/Vendor Type
Troubleshooting |Al|0w Windows | ‘Windaws - | | Allowi

. Create New Delete 1-1 of 1 shown -
& Profiles

Application Control

URL Filtering

Maps

Configuring Precedence Policies

Use the Precedence Policy settings to define the priority order in which rate limiting and VLAN policies are applied to a WLAN.

To configure Precedence Policies:

1.
2.
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Go to Services & Profiles > Access Control.

In the Precedence Policy section, click Edit to modify the default policy or click Create New to create a new policy to be selectable from
the WLAN configuration dialog. Alternatively, you can create a Precedence Policy from the WLAN creation page while creating a new
WLAN or modifying an existing WLAN (Wireless LANs > Edit > Advanced Options > Access Control > Precedence Policy > Create New.)
Under Rules, click Create New to create a new rule for this policy.

Select an Attribute (VLAN or Rate Limiting) to apply a precedence policy.

Select a Precedence Policy (AAA Server, Device Policy or WLAN Configuration) and click up and down arrows to set the order in which
policies will take precedence.

Click Save to save the rule. You can create up to two rules per policy. The rules will be applied in the order shown in the Order column.
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7. Click OK to save the precedence policy. This policy is now available for selection in WLAN configuration.

FIGURE 174 Precedence Policy settings

&= Precedence Policy

Precedence policies are used to define the order in which VLAN and rate limiting policies are applied when the WLAN settings, AAA server configuration or Device Palicy seftings conflict

Name Description Actions
Default Edit Clone
Create New
Name* | Precedence Policy 1 ‘
Description | ‘
Rules Order Description Attribute Precedence Policy Action

Save Cancel

I —

Create New Delete

Bonjour

B Advanced Options
Location 5

Create New Delete

@11 ()&

Blocking Client Devices

When users log into a ZoneDirector network, their client devices are recorded and tracked. If, for any reason, you need to block a client device from
network use, you can do so from the web interface. The following subtopics describe various tasks that you can perform.
Note the following considerations when managing the Blocked Clients list:

e  The block list is system-wide and is applied to all WLANSs in addition to any per-WLAN ACLs. If a MAC address is listed in the system-wide
block list, it will be blocked even if it is an allowed entry in an ACL. Thus, the block list takes precedence over an ACL

e  MAC addresses that are in the deny list are blocked at the AP, not at ZoneDirector.

Temporarily Disconnecting Specific Client Devices

Follow these steps to temporarily disconnect a client device from your WLAN. (The user can simply reconnect manually, if they prefer.) This is
helpful as a troubleshooting tip for problematic network connections.

1. Go to Clients > Wireless Clients.

2. Look at the Status column to identify any "Unauthorized" users
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3. Click the Delete button. The entry is deleted from the Active Clients list, and the listed device is disconnected from your Ruckus WLAN.

FIGURE 175 Click the Delete button to temporarily delete a client. The client will be able to reconnect.

mRUCkUSm B 201711015 09:50:11 (3 a%ﬂ (7]

ZD1200

Wireless Clients

This table lists all [1] currently connected and [2] disconnected client devices. Only those connected devices with a status of “authorized” are permitted access to the network. To prevent an
unauthorized” client from attempting to connect to your netwark, click Block. To troubleshoot a problematic connection, click Delete. (That client can then reconnect to the WLAN.)

To show a list of blocked clients, click here

Active Clients Inactive Clients All Events
[ Delete | P Block |yl SpeedFlex = More~ Q c|e
MAC Address OSMType Host Name User/iiP Role Access Pg
28:3769:16:b8:29 android-2/517c1/5aa33238 10.10.7.25 c0:8ade:2
5c:ar06:21:3Tb7 Android android-661ef27d49¢1b90d 10.10.6.202 c0:Barde2’
b4:7c:9c:6a:da:b5 Android amazon-7b3bc7c7b 10.10.0.247 c0:8arde:2
78:a2:a0:a0-31:8e Nintendo Wii 1010511 c0-8arde:2
0c:91:60:88:d3ca Amazon Kindle 10107197 c0-8a:de:2
1-5 of 5 shown n
General Charts Evenis

The user can reconnect at any time, which, if this proves to be a problem, may prompt you to consider Permanently Blocking Specific Client Devices

on page 232.

Permanently Blocking Specific Client Devices

Follow these steps to permanently block a client device from WLAN connections.

1. Look at the Status column to identify any unauthorized users.
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2.  Click the Block button to move this client to the blocked clients list.

FIGURE 176 Click the Block button to permanently block a client

m Ruckus™

12

Active Clients

MAC Address

28:37.69:16:08:29

5caf.06:21:3th7

b4:7c:9c:6a:da:b5

3c:a9:f4:48:af90

78:a2:a0:a0:81:8e

0c:91:60:88.d3ca

Inactive Clients

General Charts

Wireless Clients

This table lists all [1] currently connected and [2] disconnected client devices. Only those connected devices with a status of “authorized” are permitted access to the network. To prevent an
unauthorized” client from attempting to connect to your netwark, click Block. To troubleshoot a problematic connection, click Delete. (That client can then reconnect to the WLAN.)

To show a list of blocked clients, click here

[y Deleie| @ Block | |l SpeedFlex | More~

OSMType

Android

Android

Windows 7/Vista

Nintendo

Amazon Kindle

Events

All Events

Host Name

android-2f517¢1/52a33238

android-661ef27d49¢1b90d

amazon-7b3bc7c7b

TDCJayF

Wi

User/IP

10.10.7.25

10.10.6.202

10.10.0.247

10.10.4.131

1010511

10.10.7.197

The status is changed to Blocked. This will prevent the listed device from using your Ruckus WLANSs.

Reviewing a List of Previously Blocked Clients

1. Go to Services & Profiles > Access Control> Blocked Clients List.

2. Review the Blocked Clients table.
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You can unblock any listed MAC address by clicking the Unblock button for that address.

FIGURE 177 Unblocking a previously blocked client

= Device Access Policy

Admin can define device access policy to either allow/deny, and/or rate-limit wireless client devices based on their OS type and VLAN

= Precedence Policy

Precedence policies are used to define the order in which VLAN and rate limiting policies are applied when the WLAN settings, AAA server configuration or Device Policy seftings conflict.

= Blocked Clients

This table lists client devices that are blocked from the WLAN. To unblock a client and allow it to access the WLAN, delete it from the list

To view a list of currently active clients, click here

d Client MAC Address

78:a2:a0:a0:81:8e

Search terms l:l # Include all terms Include any of these terms

Unblock @11 (1)

= Client Isolation White List

Admin can configure the IP and MAC information of the reachable wired network hosts in the local network. Clients on the port configured with this list are prevented from spoofing any IP in this

DHCP R

list.

Configuring Client Isolation White Lists

When Wireless Client Isolation is enabled on a WLAN, all communication between clients and other local devices is blocked at the Access Point. To
prevent clients from communicating with other nodes, the Access Point drops all ARP packets from stations on the WLAN where client isolation is

enabled and which are destined to IP addresses that are not part of a per-WLAN white list.

You can create exceptions to client isolation (such as allowing access to a local printer, for example) by creating Client Isolation White Lists.

To create a Client Isolation White List:

234

1.
2.

Go to Services & Profiles > Access Control > Client Isolation Whitelist.
Expand the Client Isolation White List section, and click Create New.
NOTE

You can also create a Client Isolation White List while creating a WLAN from within the WLAN configuration screen (Wireless
LANs > Create New > Wireless Client Isolation > Create New).

Enter a Name and optionally a Description for the access policy.

In Rules, you can create multiple device-specific rules for each device to be white listed.
e  Description: Description of the device.

o  MAC Address: Enter the MAC address of the device.

e  IPv4 Address: Enter the IP address of the device.

Click Save to save the rule you created.
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6. To change the order in which rules are implemented, select the order from the drop-Order column. You can also Edit or Clone rules from
the Action column. To delete a rule, select the box next to the rule and click Delete.

7. Click OK to save the white list.

FIGURE 178 Creating a Client Isolation White List

Iis table ists chient devices that are blocked from the YWLAN. 1o unblock a client and allow it to access the WLAN, delete it from the hst N

To view a list of currently active clients, click here

= Client Isolation White List

Admin can configure the IP and MAC information of the reachable wired network hosts in the local network. Clients on the port configured with this list are prevented from spoofing any IP in this

list.

Name Description Actions
Mesh
Create New
Name* | Isolation Whitelist 1 ‘
DHCP Relay Description | ‘
Rules Order Description MAC Address IPv4 Address Action

D | | | | Save Cancel

Delete

‘ Create New

“ Cancel

Create New Delete
€30-0 (D)&x

To apply a Client Isolation White List to a WLAN:
1. Go to Wireless LANs.
2.  Click Edit next to the WLAN you want to edit.
3. In Wireless Client Isolation (under Options), select the level of client isolation you want to enforce:

e Isolate wireless client traffic from other clients on the same AP: Enable client isolation on the same Access Point (clients on the
same subnet but connected to other APs will still be able to communicate).
e Isolate wireless client traffic from all hosts on the same VLAN/subnet: Prevent clients from communicating with any other hosts on

the same subnet or VLAN other than those listed on the Client Isolation Whitelist. If this option is chosen, you must select a Whitelist
from the drop-down list of those you created on the Services & Profiles > Access Control page.
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4. Click OK to save your changes.

FIGURE 179 Selecting a Client Isolation White List

* 4
M Rucls o admin

Create WLAN %
Group
Method: WPA2 WPA-Mixed WEP-64 (40 bit) WEP-128 (104 bit) (s None
Access Points
] -]
j A d
Options Clien
Web Authentication: | | Enable captive portal/Web authentication

Clients
(Users will be redirected to a Web portal for authentication before they can access the WLAN )

Troubleshootil Authentication Server: Local Database ¥ | Creale New

Wireless Client Isolation: |« Isolate wireless client traffic from other clients on the same AP.
Services & Prof

'« Isolate wireless client traffic from all hosts on the same VLAN/subnet.

System Isolation Whitelist 1 ¥ || Create New
No WhiteList

P R = ¢ other sliowed hosis )

Administer

Zero-IT Activation ™: || Enable Zero-IT Activation
(WLAN users are provided with wireless configuration installer after they log in.)

Priority: ® High () Low

URL Filtering

URL filtering allows administrators to manage internet usage by preventing access to inappropriate websites using a customizable combination of
blacklists and whitelists.

The ZoneDirector URL filtering implementation uses a third-party web classification system that groups a wide variety of internet domains into
various levels of inappropriate content, and allows flexible control according to the deployment environment.

Each website is categorized into one of the 83 categories. To find out which category a website falls into, see the Webroot BrightCloud Server site

lookup tool (https://www.brightcloud.com/tools/url-ip-lookup.php).

To deploy URL filtering, you must create a URL filtering profile using either one of the preset category groups or a customized selection of
categories. Once a profile is created, you can apply it to either one or more WLANSs or to a user role for role-based access control.
There are four pre-defined category groups and one custom category group:

e  No adult content: No adult content or nudity.

o Clean and safe: No adult content plus no malware, spyware, phishing, botnets or spamware.

e  Child and student friendly: Clean and safe plus no alcohol, intimate apparel, dating, or weapons.

e  Strict: Child and student friendly plus no streaming media, personal storage and games.

e  Custom: Select the categories of traffic to block from the list.

Once enabled, you can view lists of the top URLs blocked by the system, top clients attempting to visit restricted domains, top allowed URLs and
content categories by traffic volume, and other useful metrics from the URL Filtering Summary tab.
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FIGURE 180 Viewing URL filtering reports
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URL Filtering Traffic Last 1 hour ¥ || all APs v || all 33IDs v
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Creating a URL Filtering Profile

You must create a URL filtering profile before you can apply the profile to a WLAN or to a user role.
To create a URL filtering profile:

1. Go to Services & Profiles > URL Filtering.
2. Click the Profiles tab.
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3. Click Create. The Create New form appears.

FIGURE 181 Creating a URL filtering profile

" l‘ RL_JICKHS 2019/02/28 11:3455 (3 a%n (7]

ZD1200

Dashboard URL F|Iter|ng

Summaryl Profiles

Name

Description Filtering Level Blocked Categories Blacklist Whitelist

0 0

1-10f 1 shown -

URL Filtering Profile 1 Strict 45

URL Filtering

4. Enter a Name and optionally a Description for this profile.
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5. Select one of the content filtering category groups, in increasing order of strictness, or select Custom, and select any number of individual

categories.

FIGURE 182 Select level of strictness

Create New x
Mote: Please ensure that configuration is consistent with Application policy. The URL filtering policy will take precedence.
General hd
* Name [ yRL Fiftring Profie 1 |
Description | ‘
Categories hd
Click here to check category with URL or Domain or IP
() No adult content No adult content or nudity
) Clean and safe No adult content plus, no malware, spyware, phishing, botnet or spamware
() Child and student friendly Clean and safe plus no alcohol, intimate apparel, dafing, or weapons
Child and student friendly plus no streaming media, personal storage and games
Please chose the contents you want to block in below checkbox group
~ Blocked Categories
Select Al N/A
| Abortion Fashion and Beauty Kids «| Phishing and Other Frauds «| Streaming Media
« Abused Drugs Financial Services Legal Private IP Addresses «| Swimsuits Intimate Apparel
«| Adult and Pornography Food and Dining Local Information « Proxy Avoidance and Anonymizers Training and Tools
FIGURE 183 Blacklisting or whitelisting a specific URL
« Dynamic Comment Internet Portals «| Personal Storage Sports
Educational Institutions Job Search Personal sites and Blogs «| Spyware and Adware
Entertainment and Arts «! Keyloggers and Monitoring Philosophy and Political Advocacy Stock and Advice Tools
Blacklist & Whitelist hd
Blacklist (] Domain Name Action
blockthiswebsite.com Save Cancel
Create New Delete
Whitelist (] Order Domain Name Action
Create New Delete
L 4

Safe Search

Google Safe Search | | Enable Google Safe Search
YouTube Safe Search | | Enable YouTube Safe Search

Bing Safe Search | | Enable Bing Safe Search

6. Optionally, in Blacklist & Whitelist, you can add custom URLs to either block or allow. Whitelist and blacklist entries override the rules
configured above. A maximum of 16 blacklist and 16 whitelist entries can be created per profile.
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7. Optionally, in Safe Search, enable or disable "Safe Search" functionality from Google, Youtube or Bing.

FIGURE 184 Enable Google, Youtube and Bing Safe Search options

Whitelist O Order Domain Name

Create New Delete

Safe Search

Google Safe Search ¢ Enable Google Safe Search

* Google Virtual IP |216239 28.120 ‘

(please ping forcesafesesrch google com and then fill the Virtsal IP)

YouTube Safe Search ¥ Enable YouTube Safe Search

* YouTube Virtual IP | 216.239.28.120 ‘

(please ping restrict youtube.com and then fill the Virtusl IP)

Bing Safe Search |¢| Enable Bing Safe Search

 Bing Virtual P | 304 79 197 220

(please ping strict bing.com and then fill the \irtual I}

Bonjour

8. Click OK to save your changes. A maximum of 32 profiles can be created.

Applying a URL Filtering Policy to a WLAN

Action

Once a URL filtering policy has been created, you can apply it to your wireless networks using the following procedure.

To apply a URL filtering policy to a WLAN:

1. Go to Wireless LANSs, select the WLAN you would like to configure, and click Edit.

2. Scroll down and expand the Advanced Options section.

3. In URL Filtering, select Enable URL Filtering and select a URL Filtering Profile that you created from the drop-down list.

Alternatively, click the + (Create New) icon to create a new policy and apply it to this WLAN.
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Click OK to save your changes.

FIGURE 185 Enabling URL filtering for a WLAN

Access Control: | 2MAC | No ACLs v | + | # -
Pruc K=y

L3/4NP address NoACLs v (| + | #
+ |- Precedence Policy | Defaut 7| + #

[_| Enable Role based Access Control Policy

Device Policy

Dashboard

Application Recognition & Control: [« Enable Application Recognition & Control

URL Filtering: | (| Enable URL Filtering

URL Filtering Profile | URL Filtering Profile 1 v | + &

Clients

Troubleshaotin Call Admission Control: [ | Enforce CAC on this WLAN when CAC is enabled on the radio
Rate Limiting: Per Station Uplink = Disabled Per Station Downlink = Disabled
581D Rate Limiting: UpLink | | Enable 0 mbps (0.1~200)
DownLink [ | Enable 0 mbps (0.1~200)

Per STA rate limiting will not work if SSID rate limiting is enabled.

R e S (e

Applying a URL Filtering Policy to a Role

To apply a URL filtering policy to a user role, use the following procedure:

1.
2.

Go to Services & Profiles > Roles.

Select a role from the list and click Edit, or click Create New to create a new user role.

In Access Control Policy, enable Enable Role Based Access Control Policy.

For more information on Role Based Access Controls (RBAC), see Role Based Access Controls.

In URL Filtering, select a URL filtering profile you created from the drop-down list.
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5. Click OK to save your changes.

FIGURE 186 Applying a URL Filtering policy to a role

Bonjour

Lo

m Info

Name: ZoneDirector

Uptime:  1h 39m

Version:  10.3.0.0 build
24

Access Control Policy

Allow All OS Types

VLAN

Rate Limiting

L3/4/IP address Access Control

Application Recognition & Control

URL Filtering

Time Range

# Allow all OS types to access Specify OS types access

0Sype
i Windows (Desktop or Mobile)
v Apple i08 '
v Linux v
v Printers v

0SType

Android

Mac 08

VolP

Others

0OSMype

BlackBerry

Chrome 0§

Gaming

Per Station Uplink Disabled ~ | Per Station Downlink Disabled -

L3/4/IP address No ACLs ¥ | Create New

URL Filtering Profile 1 ¥
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Working with URL Filtering Licenses

URL Filtering service requires an active URL filtering license on the ZoneDirector to function. URL filtering licenses can be purchased from Ruckus
partners and distributors, and a temporary license is also available to allow customers to try out the service for a limited time before purchasing.

To manage URL filtering licenses:

1. Go to Administer > License & Support.
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2. Inthe URL Filtering License tab, configure any of the following:
e Update Services By File: Import a new locally saved license file.
e  Renew Services Online: Connect to Ruckus license server to download a license file.

o  Show Details: Select the license file from the list and click Show Details to view license expiration details.

FIGURE 187 Working with URL filtering licenses
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1-1 of 1 shown n

System
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Configuring Maps

Configuring Floorplan Maps

If you import a floorplan map and enter its GPS coordinates or street address, it will be displayed at the relevant location on the world map on the
Dashboard.

To import a floorplan map, go to Services & Profiles > Maps and click Create New. Enter a Name for the map, and either enter the street Address
or GPS coordinates in Latitude and Longitude.

Next, click Choose File and select an image in JPG, PNG or BMP image format. Click Import to import the image.
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FIGURE 188 Creating a new floorplan map

Maps
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Click two points on the map between which the distance is known, and enter the Physical Distance in meters or feet.

FIGURE 189 Create a floorplan map

Latitude: | 37 4112457 | Longitude: | -122.0196069 &

Map Image Import a floorplan image file
Choose File | No file chosen

Physical distance Meters |[®] Feet |20 (Click two points on the map for which the distance between them is known, and enter the physical distar
[ o
Master
Bath
Kitchen

Mesh Family Room Master Bedroom

Laundry

Bathroom
Room

Garage

Bedroom 1 Bedroom 2

Click Next. On the next screen, drag APs from the list on the left onto the map to represent their actual physical locations.
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FIGURE 190 Drag an AP on to the map

Place AP to Map:My Floorplan 1. Please go to Monitor-=Wap page for more details X

Available Placed =

Show By: @ Mac () Name

¥ AP Groups Bath

Kitchen
Family Room Master Bedroom

Laun

Bathroom
Room

Garage

Bedroom 1 Bedroom 2

Finish -

Click Finish.

Guest Access

The Services & Profiles > Guest Access page provides options for configuring access to your guest networks.

For information on guest access configuration, see Configuring Guest Access on page 123.

Hotspot Services

The Services & Profiles > Hotspot Services and Hotspot 2.0 Services pages provide options for configuring guest hotspot service.

For more information on Hotspot and Hotspot 2.0 configuration, see Creating a Hotspot Service on page 183.

Mesh Configuration

The Services & Profiles > Mesh page provides options for enabling and configuring mesh settings.

For more information, see Deploying a Smart Mesh Network on page 377.
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Using an External AAA Server

If you want to authenticate users against an external Authentication, Authorization and Accounting (AAA) server, you will need to first configure
your AAA server, then point ZoneDirector to the AAA server so that requests will be passed through ZoneDirector before access is granted.

This section describes the tasks that you need to perform on ZoneDirector to ensure ZoneDirector can communicate with your AAA server.

NOTE
For specific instructions on AAA server configuration, refer to the documentation that is supplied with your server.

ZoneDirector supports the following types of AAA server:
e  Active Directory for Web Portal
e  Active Directory for 802.1X
e LDAP
e RADIUS
e  RADIUS Accounting
e  TACACS+

A maximum of 32 AAA server entries can be created, regardless of server type.

Active Directory

Microsoft Active Directory (AD) is a directory service for Windows domains that stores information about members of the domain, such as users
and devices, and verifies their login credentials and controls their access privileges.

In Active Directory, objects are organized in a number of levels such as domains, trees and forests.

At the top of the structure is the forest. A forest is a collection of multiple trees that share a common global catalog, directory schema, logical
structure, and directory configuration. In a multi-domain forest, each domain contains only those items that belong in that domain. Global Catalog
servers provide a global list of all objects in a forest.

ZoneDirector support for Active Directory authentication includes the ability to query multiple Domain Controllers using Global Catalog searches. To
enable this feature, you will need to enable Global Catalog support and enter an Admin DN (distinguished name) and password.

Depending on your network structure, you can configure ZoneDirector to authenticate users to an Active Directory server in one of the following
ways:

e  Active Directory for 802.1X
o Single Domain Active Directory Authentication for Web Portal

e  Multi-Domain Active Directory Authentication for Web Portal

Active Directory for 802.1X
AD for 802.1X allows 802.1X authentication with a back-end Active Directory server.

In this type of authentication, the client's login credentials pass from the AP to ZoneDirector (using MS-CHAPv2), then to a RADIUS server using
802.1X, and then to a back-end AD server for authentication.

To configure Active Directory for 802.1X:

1. Go to Services & Profiles > AAA Servers.
2. In Authentication/Accounting Servers, click Create to create a new AAA server entry.

3. Inthe Create New form, enter a Name for the AAA server.
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4. In Type, select AD for 802.1X.
5. Enter the following AD server details according to your network configuration:
e [P Address
e  Windows Domain Name
o  Server Device Name
e  Admin DN
e  Admin Password
e  Confirm Password

6. Click OK to save your changes. The new AAA server entry is added to the table.

FIGURE 191 Active Directory for 802.1X
T Ruckus™ R
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Dashboard Create New »®

* Name |AD for Dot1x

-
() AD for Web Portal & LDAP (O RADIUS (O RADIUS Accounting O TACACS+
TPE 5 AD for 802 1
Clients
* 1P Address [ 122185403 | a |z @
Troubleshooting . - i i
* Windows Domain Name ‘ domain_example com ‘ domain_example.com
& Profiles * Server Device Name ‘ admin example ‘ adminwin2003_example
. uid=admin,dc=ldap dc=com admin@domain.example.com(example: | shown n
Application Control * Admin DN ‘ - - ‘
uvid=admin,dc=ldap,dc=com)
* Admin Password | e ®)
-
* Confirm Password | »)

u can use them to

Single Domain Active Directory Authentication
To enable Active Directory authentication for a single domain:
1. Go to Services & Profiles > AAA Servers, and click Create New under Authentication/Accounting Servers. The Create New form appears.

2. InType, Select Active Directory.

e In Encryption, select Enable TLS encryption if you want to encrypt all authentication traffic between the client and the Active
Directory server. The AD server must support TLS1.0/TLS1.1/TLS1.2.

3. Do not enable Global Catalog support.

4. Enter the IP address and Port of the AD server. The default Port number (389, or 636 if you have enabled TLS encryption) should not be
changed unless you have configured your AD server to use a different port.

5. Enter the Windows Domain Name (e.g., domain.ruckuswireless.com).
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For single domain authentication, admin name and password are not required.

6.

Click OK.

FIGURE 192 Enable Active Directory for a single domain
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For multi-domain AD authentication, an Admin account name and password must be entered so that ZoneDirector can query the Global Catalog.

To enable Active Directory authentication for multiple domains:
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1.
2.

Go to Services & Profiles > AAA Servers, and click Create New under Authentication/Accounting Servers. The Create New form appears.

In Type, Select Active Directory

e In Encryption, select Enable TLS encryption if you want to encrypt all authentication traffic between the client and the Active
Directory server. The AD server must support TLS1.0/TLS1.1/TLS1.2.

NOTE

Note that Secure Active Directory requires the import of a root CA for TLS encryption. The import option is provided on the
Adminster > Certificate > Advanced Options page.

Select the Global Catalog check box next to Enable Global Catalog support.

The default port changes to 3268, and the fields for Admin DN and password appear. The default port number (3268, or 636 if you have

enabled TLS encryption) should not be changed unless you have configured your AD server to use a different port.

Leave the Windows Domain Name field empty to search all domains in the forest. Leave the Windows Domain Name field empty to

search all domains in the forest.

Enter an Admin DN (distinguished name) in Active Directory format (name@xxx.yyy).

Enter the admin Password, and re-enter the same password for confirmation. The Admin account need not have write privileges, but
must able to read and search all users in the database.
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8. Click OK to save changes.
9. To test your authentication settings, see Testing Authentication Settings on page 261.

FIGURE 193 Active Directory with Global Catalog enabled

ﬁRUCKUSm 02 13-10:07 =

“= Create New x

Dashboard
* Name | AD - Multi Domain

Access Points @ AD for Web Portal () LDAP () RADIUS (O RADIUS Accounting (& TACACS+
Type () AD for 802 1x
v
Wireles
s Global cmk,gl ¥ Enable Global Catalog support I
Clients Encryption || TLS
Q E I -
* 1P Address | 192165400 |
Troubleshooting
* Port 3288 |
Services & Profiles
Windows Domain Name ‘ domain.example.com ‘ domain.example.com
- shown -
Application Control « Admin DN ‘ uid=admin,dc=ldap dc=com ‘ admin@domain.example.com(example:
uvid=admin,dc=Idap,dc=com)
Access Control * Admin Password ‘ — ® ‘ -

Maps “ Confirm Password @ ‘

u can use them to

Guest Access

LDAP

In addition to Microsoft Active Directory, ZoneDirector supports several of the most commonly used LDAP servers, including:

e  OpenLDAP
e  Apple Open Directory
e Novell eDirectory
e  Sun JES (limited support)
To configure an LDAP server for user authentication:
1. Go to Services & Profiles > AAA Servers, and click Create New under Authentication/Accounting Servers. The Create New form appears.
2. InType, Select LDAP.

e In Encryption, select Enable TLS encryption if you want to encrypt all LDAP authentication traffic between the LDAP client and the
LDAP server. The LDAP server must support TLS1.0/TLS1.1/TLS1.2.

NOTE
Note that Secure LDAP requires the import of a root CA for TLS encryption. The import option is provided on the
Administer > Certificate > Advanced Options page

3. Enter the IP address and Port of your LDAP server. The default port (389 for unencrypted, 636 for encrypted) should not be changed
unless you have configured your LDAP server to use a different port.

4. Enter a Base DN in LDAP format for all user accounts.

5. Format: cn=Users;dc=<Your Domain>,dc=com
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Click OK to save your changes.

Enter the Admin Password, and reenter to confirm.

Enter a Key Attribute to denote users (default: uid).

Enter an Admin DN in LDAP format. Format: cn=Admin;dc=<Your Domain>,dc=com

10. If you want to filter more specific settings, see Advanced LDAP Filtering on page 250. The Admin account need not have write privileges,

but must able to read and search all users in the database.

FIGURE 194 Creating a new LDAP server object in ZoneDirector
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objeciClass="

(example: objectClass=Person, show more_ )

TACACS+

**To guery multiple OUs, enter an Admin DN and Password with full search and read privileges

A search string in LDAP format conforming to RFC 4515 can be used to limit search results. For example, objectClass=Person limits the search to

those whose “objectClass” attribute is equal to “Person”.

More complicated examples are shown when you mouse over the “show more” section, as shown in the figure below.
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FIGURE 195 LDAP search filter syntax examples
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Group Extraction

By using the Search Filter, you can extract the groups to which a user belongs, as ZoneDirector to members of specific groups.

For example, in a school setting, if you want to assign members of the group “students” to a Student role, you can enter a known student’s name in
the Test Authentication Settings section, click Test, and return the groups that the user belongs to. If everything is configured correctly, the result

will display the groups associated with the student, which should include a group called “student” (or whatever was configured on your LDAP
server).

Next, go to the Services & Profiles > Roles page, create a Role named “Student,” and enter “student” in the Group Attributes field. Then you can
select which WLANs you want this Role to have access to, and decide whether this Role should have Guest Pass generation privileges and
ZoneDirector administration privileges. From here on, any user associated to the Group “student” will be given the same privileges when he/she is
authenticated against your LDAP server.

To configure user roles based on LDAP group:

1. Go to Services & Profiles > AAA Servers.

2. InTest Against, select your LDAP server from the drop-down menu.
3. Enter the User Name and Password for a known member of the relevant group.
4

Click Test.
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5. Note the Groups associated with this user.

FIGURE 196 Test authentication settings
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6. Go to Services & Profiles > Roles, and create a Role based on this User Group (see Creating New User Roles on page 114).
o  Click the Create New link in the Roles section
e Inthe Group Attributes field, enter Group attributes exactly as they were returned from the Test Authentication Settings dialog.
e  Specify WLAN access, Guest Pass generation and ZoneDirector administration privileges as desired for this Role.

At this point, any user who logs in and is authenticated against your LDAP server with the same Group credentials will automatically be assigned to
this Role.

RADIUS /RADIUS Accounting
Remote Authentication Dial In User Service (RADIUS) user authentication requires that ZoneDirector know the IP address, port number and Shared

Secret of the RADIUS/RADIUS Accounting server.

When an external RADIUS/RADIUS Accounting server is used for authentication or accounting, user credentials can be entered as a standard
username/password combination, or client devices can be limited by MAC address. If using MAC address as the authentication method, you must
enter the MAC addresses of each client on the AAA server, and any clients attempting to access your WLAN with a MAC address not listed will be

denied access.

A RADIUS/RADIUS Accounting server can be used with 802.1X, MAC authentication, Web Authentication (Captive Portal) and Hotspot WLAN types.
To configure a RADIUS/RADIUS Accounting server entry in ZoneDirector:

1. Go to Services & Profiles > AAA Servers.

2. Click the Create New link under Authentication/Accounting Servers.
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Select Radius or Radius Accounting for the AAA server type.

e If you want to enable encryption of RADIUS packets using Transport Layer Security (TLS), select the TLS check box next to Encryption.
This allows RADIUS authentication and accounting data to be passed safely across insecure networks such as the Internet.

NOTE
Note that Secure RADIUS requires the import of a root CA for TLS encryption. The RADIUS or RADIUS Accounting server
must support TLS1.1/TLS1.2. The import option is provided on the Administer > Certificate > Advanced Options page.

Choose PAP or CHAP according to the authentication protocol used by your RADIUS server.
Enter the IP Address, Port number and Shared Secret.

Click OK to save changes.

Configuring a Backup RADIUS/RADIUS Accounting Server

If a backup RADIUS or RADIUS Accounting server is available, enable the check box next to Backup RADIUS and additional fields appear. Enter the
relevant information for the backup server and click OK. When you have configured both a primary and backup RADIUS server, an additional option

will be available in the Test Authentication Settings .

To configure a backup RADIUS / RADIUS Accounting server:

1.
2.

Click the check box next to Enable Backup RADIUS support.

Enter the IP Address, Port number and Shared Secret for the backup server (these fields can neither be left empty nor be the same values
as those of the primary server).

In Request Timeout, enter the timeout period (in seconds) after which an expected RADIUS response message is considered to have
failed.

In Max Number of Retries, enter the number of failed connection attempts after which ZoneDirector will failover to the backup RADIUS
server.

In Max Number of Consecutive Drop Packets, enter a value from 1-10 consecutive dropped packets, after which ZoneDirector will failover
to the backup RADIUS server.
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6.

In Reconnect Primary, enter the number of minutes after which ZoneDirector will attempt to reconnect to the primary RADIUS server
after failover to the backup server

FIGURE 197 Enable backup RADIUS server
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MAC Authentication with an External RADIUS Server

To begin using MAC authentication:
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1.
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RADIUS Accounting

TACACS+

Ensure that a RADIUS server is configured in ZoneDirector (Services & Profiles > AAA Servers > RADIUS Server). See Using an External
AAA Server on page 246.

Create a user on the RADIUS server using the MAC address of the client as both the user name and password. The MAC address format

can be configured in one of the following formats:

A single string of characters without punctuation: aabbccddeeff
Colon separated: aa:bb:cc:dd:ee:ff

Hyphen separated: aa-bb-cc-dd-ee-ff

All caps: AABBCCDDEEFF

All caps hyphenated: AA-BB-CC-DD-EE-FF

All caps colon separated: AA:BB:CC:DD:EE:FF

Log in to the ZoneDirector web interface, and go to Wireless LANs.

Click the Edit link next to the WLAN you would like to configure.

Under Authentication Options: Method , select MAC Address

Under Authentication Server, select your RADIUS Server.

Select the MAC Address Format according to your RADIUS server's requirements.

Click OK to save your changes
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You have completed configuring the WLAN to authenticate users by MAC address from a RADIUS server.

Using 802.1X EAP MAC Address Authentication

With the 802.1X EAP + MAC Address authentication method, clients configured with either "open" or EAP-MD5 authentication methods are both
supported on the same WLAN.

The encryption method is limited to "None," and an external RADIUS server is required.
NOTE

This option will only work if you have a supplicant that supports this behavior (and currently no known public domain supplicants support
this behavior).

When ZoneDirector authenticates a client, MAC authentication is checked first, followed by the EAP process. When the client tries to associate, if
MAC authentication succeeds, the client is authorized directly and allowed to pass traffic without any further EAP authentication required.

If MAC authentication fails, the EAP authentication process begins and the client must provide a valid EAP account before access is granted. If MAC
authentication fails, the EAP authentication process begins and the client must provide a valid EAP account before access is granted.

You can view the actual authentication method used (MAC address or EAP) from the Clients > Wireless Clients page.

Using 802.1X with EAP-MD5

EAP-MDS5 differs from other EAP methods in that it only provides authentication of the EAP peer to the EAP server but not mutual authentication.
ZoneDirector supports 802.1X authentication with EAP-MD5 using either ZoneDirector's internal database or an external RADIUS server.

To configure a WLAN for EAP-MD5 authentication:

Go to Wireless LANs and click the Configure icon for the WLAN you would like to configure.
Under Authentication Options: Method, select 802.1X EAP

1

2

3. Under Encryption Options: Method, select None

4. Under Authentication Server, select either Local Database or a previously configured RADIUS server from the list.
5

Click OK to save your changes.

RADIUS Attributes

Ruckus products communicate with an external RADIUS server as a RADIUS client. Packets from Ruckus products are called "access-request" or

"accounting-request" messages. The RADIUS server, in turn, sends an "access-challenge", "access-accept" or "access-reject" message in response to
an access-request, and an "accounting-response" message in response to an accounting-request.

RADIUS Attribute Value Pairs (AVP) carry data in both the request and the response messages. The RADIUS protocol also allows vendor specific
attributes (VSA) to extend the functionality of the protocol. The following tables list the RADIUS attributes used in these messages between
ZoneDirector and the RADIUS/RADIUS Accounting server based on which type of authentication is used for the WLAN.

ZoneDirector will terminate a user session if it receives a Change of Authorization-Disconnect Message (COA-DM) from the RADIUS server. The COA-
DM message may be used when a client changes service levels. For instance, a new user may initially connect to a free, low-rate service on one
WLAN. When they purchase access on a higher-rate service, RADIUS will send a COA-DM message to ZoneDirector, causing the user to re-connect to
an alternative WLAN. COA-DM may also be used to remove a client if a user exceeds their total bandwidth allowance or time on the network.
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NOTE
In addition to COA-DM messages, as of release 10.0, ZoneDirector also supports the following COA messages:

e Idle timeout

e  Session Timeout

e  Accounting interval
e  Uplink rate limit

e  Downlink rate limit

e  Filter ID (ACL ID)

Notation "==>" below indicates this value is generated external to AP/ZoneDirector.

In the case of EAP payload, this is generated by a wireless client and encapsulated in the RADIUS access-request packet.

In the case of a "state" attribute, it indicates that an access-request packet is a response to the last received access-challenge packet by
copying the "state" AVP unmodified.

As for the "class" attribute, it is parsed and stored from an access-accept packet and then subsequently used in accounting-request
packets.

RADIUS Authentication attributes

TABLE 19 RADIUS attributes used in authentication

WLAN Type Attributes

802.1X / MAC Auth Sent from ZoneDirector in Access Request messages:

(1) User name (4) NAS IP Address (optional; prefer sending NAS ID) (5) NAS Port (6) Service Type: hard-coded
to be Framed-User(2) (12) Framed MTU: hard-coded to be 1400 (30) Called Station ID: user configurable (31)
Calling Station ID: format is sta's mac (32) NAS Identifier: user configurable (61) NAS Port Type: hard-coded to
be 802.11 port (19) (77) Connection Info: indicates client radio type

==> (79) EAP payload
==> (24) State: if radius access-challenge in last received radius msg from AAA

(80) Message Authenticator (95) NAS IPv6 address (if using/talking to an IPvé RADIUS server) Ruckus private
attribute: Vendor ID: 25053 Vendor Type / Attribute Number: 3 (Ruckus-SSID)

Sent from RADIUS server in Access Accept messages: (1) User name (7) WISPr Bandwidth-Max-Up: Maximum
transmit rate (bits/second) (8) WISPr Bandwidth-Max-Down: Maximum receive rate (bits/second) (25) Class
(27) Session-timeout & (29) Termination-action: Session-timeout event becomes a disconnect event or re-
authentication event if termination-action indicates "(1) radius-request"” (85) Acct-interim-interval For
Dynamic VLAN application: (64) Tunnel-Type: value only relevant if it is (13) VLAN (65) Tunnel-Medium-Type:
value only relevant if it is (6) 802 (as in all 802 media plus ethernet) (81) Tunnel-Private-Group-ID: this is the
VLAN ID assignment (per RFC, this is between 1 and 4094)

Administrator Authentication: Ruckus private attribute: Vendor ID: 25053 Vendor Type / Attribute Number: 1
(Ruckus-User-Groups) Value Format: group_attr1, group_attr2, group_attr3, ... Cisco private attribute: Vendor
ID: 9 Vendor Type/ Attribute Number: 1 (Cisco-AVPair) Value Format: shell:roles="group_attr1 group_attr2
group_attr3..."

WISPr / Web Auth / Guest Additional attributes supported in WISPr WLANSs (**generic attributes NOT the same as non-WISPr/802.1X):

256

(1) User name (2) Password or (3) CHAP-Password (4) NAS IP Address (6) Service Type: hardcoded to be
Framed-User(2) (8) Framed IP address (30) Called Station ID: user configurable (31) Calling Station ID: format
is sta's mac (32) NAS Identifier: user configurable (44) Account session ID

Ruckus private attribute: Vendor ID: 25053 Vendor Type / Attribute Number: 3 (Ruckus-SSID) WISPr vendor
specific attribute (vendor id = 14122) (1) WISPr location id (2) WISPr location name (4) WISPr redirection URL
(7) WISPr Bandwidth-Max-Up: Maximum transmit rate (bits/second) (8) WISPr Bandwidth-Max-Down:
Maximum receive rate (bits/second) (80) Message Authenticator
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The following table lists attributes used in RADIUS accounting messages.

TABLE 20 RADIUS attributes used in Accounting

WLAN Type

802.1X / MAC Auth

802.1X / MAC Auth

802.1X / MAC Auth

WISPr / Web Auth / Guest Access

Attribute
Common to Start, Interim Update, and Stop messages:

(1) User Name (4) NAS IP Address (5) NAS Port (8) Framed IP (30) Called Station ID: user configurable (31)
Calling Station ID: format is sta's mac (32) NAS Identifier: user configurable (40) Status Type: start, stop,
interim-update (45) Authentic: radius-auth (1) (50) Acct-Multi-Session-ID (61) NAS Port Type: hard-coded to
be 802.11 port (19) (77) Connection Info: indicates client radio type

==> (25) Class: if received in radius-accept message from AAA

Ruckus private attribute: Vendor ID: 25053 Vendor Type / Attribute Number: 3 (Ruckus-SSID)
Specific to Interim Update and Stop messages:

(8) Ruckus private attribute: Vendor ID: 25053 Vendor Type / Attribute Number: 2 (Ruckus-Sta-RSSI) (42)
Input Octets (43) Output Octets (44) Session ID (46) Session Time (47) Input Packets (48) Output Packets
(52) Input Gigawords (only appears when received bytes > 4 GB) (53) Output Gigawords (only appears
when transmitted bytes > 4 GB) (55) Event Timestamp Specific to Stop messages: (49) Terminate Cause:
user-request, lost-carrier, lost-service, session-timeout, admin-reset, admin-reboot, supplicant-restart, idle
timeout

Sent from RADIUS server in Accept messages:

(1) User name (25) Class (85) Acct-interim-interval (27) Session-timeout & (29) Termination-action: Session-
timeout event becomes a disconnect event or re-authentication event if termination-action indicates "(1)
radius-request" For Dynamic VLAN application: (64) Tunnel-Type: value only relevant if it is (13) VLAN (65)
Tunnel-Medium-Type: value only relevant if it is (6) 802 (as in all 802 media plus Ethernet) (81) Tunnel-
Private-Group-ID: this is the VLAN ID assignment (per RFC, this is between 1 and 4094)

Common to Start, Interim Update, and Stop messages:

(1) User name (2) Password (4) NAS IP address (5) NAS port (8) Framed-IP (30) Called station ID: user
configurable (31) Calling station ID (32) NAS Identifier: user configurable (45) Acct authentic (50) Acct-
Multi-Session-Id (61) NAS port type (77) Connection Info: indicates client radio type Ruckus private
attribute: Vendor ID: 25053 Vendor Type / Attribute Number: 3 (Ruckus-SSID) Additional attributes
supported in WISPr WLANs: WISPr vendor specific attributes (vendor id = 14122) (1) WISPr location id (2)
WISPr location name (4) WISPr redirection URL (7) WISPr Bandwidth-Max-Up: Maximum transmit rate
(bits/second) (8) WISPr Bandwidth-Max-Down: Maximum receive rate (bits/second) Specific to Interim
Update and Stop messages: (42) Acct input octets (43) Acct output octets(44) Acct session ID (46) Acct
session time (47) Acct input packets (48) Acct output packets (52) Acct input giga words (53) Acct output
giga words Ruckus private attribute: Vendor ID: 25053 Vendor Type / Attribute Number: 2 (Ruckus-Sta-RSSI)
Additional attributes supported in WISPr WLANs: WISPr vendor specific attributes (vendor id = 14122) (1)
WISPr location id (2) WISPr location name

Configuring Microsoft IAS for PAP Authentication

If you are using Microsoft Internet Authentication Service (IAS) as your RADIUS server and PAP authentication, you will need to configure your user/
group profiles to use only PAP authentication rather than the default (MS-CHAP). If you selected CHAP under “RADIUS / RADIUS Accounting”, you do

not need to configure IAS for PAP authentication.

To configure user/group profiles for PAP authentication:

From the Internet Authentication Service main page, select the user or group for which you want to configure PAP authentication.

Right-click the user or group and select Properties to open the [user/group name] Properties dialog box.

Click the Authentication tab at the top of the screen.

1
2
3. Inthe Properties dialog box, click Edit Profile.... The Edit Dial-in Profile dialog box opens.
4
5

Select Unencrypted authentication (PAP, SPAP).
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6. Click OK.
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7. Repeat this procedure for additional users or groups.

FIGURE 198 On the Microsoft IAS page, right-click the user/group and select Properties.
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FIGURE 199 On the Properties page, click Edit Profile...
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FIGURE 200 On the Authentication tab of the Edit Dial-in Profile dialog, select Unencrypted authentication (PAP, SPAP)
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method.

Ok Carcel Lpply

You have completed configuring Microsoft IAS for PAP authentication.

TACACS+

Terminal Access Controller Access-Control System Plus (TACACS+) is an Authentication, Authorization and Accounting protocol used to authenticate
ZoneDirector administrators.

ZoneDirector admins can be assigned any of the same three administration privilege levels that can be set manually on the Services & Profiles >
Roles page:

e  Super Admin (Perform all configuration and management tasks)

e  Operator Admin (Change settings affecting single AP's only)

e  Monitoring Admin (Monitoring and viewing operation status only)
TACACS+ is an extensible AAA protocol that provides customization and future development features, and uses TCP to ensure reliable delivery. The
daemon should listen at port 49 which is the "login" port assigned for the TACACS protocol. To authenticate ZoneDirector admins using a TACACS+
AAA server:

Go to Services & Profiles > AAA Servers

In Authentication/Accounting Servers, click Create New

1

2

3. Enter a Name for the TACACS+ server, and select TACACS+ for Type.

4. Enter the server's IP address and do not change the Port setting from the default port 49 (in general).
5

In TACACS+ Service, enter a string of up to 64 characters. This name must match the name of the service configuration table on the
TACACS+ server. Click OK to save your changes.

Once your TACACS+ server is configured on the AAA Servers page, you can select it from the list of servers used to authenticate ZoneDirector
administrators on the Administer > Preferences page.

RUCKUS ZoneDirector 10.4 User Guide
260 Part Number: 800-72474-001 Rev B



Configuring Services and Profiles
Services

Testing Authentication Settings

The Test Authentication Settings feature allows you to query an AAA server for a known authorized user, and return Groups associated with the user
that can be used for configuring Roles within ZoneDirector.

After you have configured one or more authentication servers in ZoneDirector, perform this task to ensure that ZoneDirector can connect to the
authentication server and retrieve the groups/attributes that you have configured for each user account. If testing against a RADIUS server, this
feature uses PAP or CHAP depending on the RADIUS server configuration and the choice you made in “RADIUS / RADIUS Accounting” above. Make
sure that either PAP or CHAP is enabled on the Remote Access Policy (assuming Microsoft IAS as the RADIUS server) before continuing with testing
authentication settings.

On the Services & Profiles > AAA Servers page, locate the Test Authentication Settings section.

Select the authentication server that you want to use from the Test Against drop-down menu.

1
2
3. InUser Name and Password, enter an Active Directory, LDAP or RADIUS user name and password.
4

Click Test. If ZoneDirector was able to connect to the authentication server and retrieve the configured groups/attributes, the information
appears at the bottom of the page. The following is an example of the message that will appear when ZoneDirector authenticates
successfully with the server: Success! Groups associated with this user are “{group name}”. This user
will be assigned a role of {role}.Ifthe test was unsuccessful, there are three possible results (other than success) that
will be displayed to inform you if you have entered information incorrectly:

e  Admin invalid
e  User name or password invalid

o  Search filter syntax invalid (LDAP only)

These results can be used to troubleshoot the reasons for failure to authenticate users from an AAA server through ZoneDirector.

NOTE

If you choose CHAP as the auth method when setting up an AAA server, this test feature will fail as the CHAP verification requires
reversible encryption to be enabled for storing user passwords. Reversible encryption can be enabled in two different ways in Active
Directory: 1) at the user level and 2) at the group level. Refer to your Active Directory documentation for instructions on enabling
reversible encryption if you encounter this issue.

Services

Self Healing

ZoneDirector has the capability to perform automatic network adjustments to enhance performance and improve coverage by dynamically
modifying power output and channel selection.

These features are called "Self Healing."

Automatically Adjust AP Power
ZoneDirector provides an option to automatically adjust AP radio power to optimize coverage when interference is present.
This feature is designed to turn down the power of an access point if the following conditions are met:

1. The power is set to Auto in the AP configuration.

2. The AP can hear another AP that is on the same channel and same ZoneDirector.
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3. The AP can hear the other AP at a minimum of 50dB which means the Access Points are very close to each other.

The 2.4G and 5G radio bands are considered independently. If all conditions are met, the AP will reduce its power by half. The other AP may or may
not necessarily reduce its power simultaneously.

NOTE
In general, Ruckus does NOT recommend enabling this feature as it can lead to sub-optimal AP power levels. With BeamFlex access

points, Ruckus' general guidelines are to run access points at full power to maximize the throughput and SINR levels, thus maximizing
data rates and performance.

Automatic Channel Selection

ZoneDirector offers two methods of automatic channel selection for spectrum utilization and performance optimization:
e  Background Scanning on page 262
e  ChannelFly on page 264

While Background Scanning must be enabled for rogue AP detection, AP location detection and radio power adjustment, either can be used for
automatic channel optimization.

Background Scanning

Using Background Scanning, ZoneDirector regularly samples the activity in all Access Points to assess RF usage, to detect rogue APs and to
determine which APs are near each other for mesh optimization.

These scans sample one channel at a time in each AP so as not to interfere with network use. This information is then applied in AP Monitoring and
other ZoneDirector monitoring features. You can, if you prefer, customize the automatic scanning of RF activity, deactivate it if you feel it's not
helpful, or adjust the frequency, if you want scans at greater or fewer intervals.

NOTE

Background Scanning must be enabled for ZoneDirector to detect rogue APs on the network.
Background Scanning can be configured independently for the 2.4 and 5 GHz radios. Additionally, you can configure the frequency at which scans
are run.

o  Run a background scan on the 2.4 GHz radio every [ ]: Select this check box enter the time interval (1~65535 seconds, default is 20) that
you want to set between each scan.

o  Run a background scan on the 5 GHz radio every [ ]: Select this check box enter the time interval (1~65535 seconds, default is 20) that
you want to set between each scan.
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FIGURE 201 Background Scanning options
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Self Healing

ZoneDirector utilizes built-in network "self healing” diagnostics and tuning tools to maximize wireless network performance.
Automatically adjust AP radio power to optimize coverage when interference is present.

Two modes are available to automatically adjust AP channels for self healing and performance optimization. Background Scanning will change AP channel when interference is present. Channelfly

ughput and avoid interference
«| Automatically adjust 2.4GHz channels using Background Scanning ¥
# Automatically adjust 5GHz channels using Background Scanning ¥

Apply

Applic

Background Scanning

Background scans are performed by APs to evaluate radio channel usage. The process is progressive; one frequency is scanned at a time. This scanning enables rogue device detection, AP
locationing, and selt-healing

# Run a background scan on 2.4GHz radio every seconds

Maps

+| Run a background scan on 5GHz radio every seconds

Apply

To view all WLANs with background scanning off, click hers

You can also disable Background Scanning on a per-WLAN basis from the Wireless LANS page. To disable scanning for a particular WLAN, click the
Edit button for the WLAN for which you want to disable scanning, open Advanced Options, and click the check box next to Disable Background
Scanning.

To see whether Background Scanning is enabled or disabled for a particular AP, go to Access Points, and select the AP from the list. Scroll down to
the General > Radio section. The access point detail screen displays the Background Scanning status for each radio.
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FIGURE 202 Viewing whether Background Scanning is enabled for an AP
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ChannelFly

The main difference between ChannelFly and Background Scanning is that ChannelFly determines the optimal channel based on real-time statistical
analysis of actual throughput measurements, while Background Scanning uses channel measurement and other techniques to estimate the impact
of interference on Wi-Fi capacity based on progressive scans of all available channels.

NOTE
If you enable ChannelFly, Background Scanning can still be used for adjusting radio power and rogue detection while ChannelFly manages
the channel assignment. Both cannot be used at the same time for channel management.

Benefits of ChannelFly

With ChannelFly, the AP intelligently samples different channels while using them for service. ChannelFly assesses channel capacity every 15
seconds and changes channel when, based on historical data, a different channel is likely to offer higher capacity than the current channel. Each AP
makes channel decisions based on this historical data and maintains an internal log of channel performance individually.

When ChannelFly changes channels, it utilizes 802.11h channel change announcements to seamlessly change channels with no packet loss and
minimal impact to performance. The 802.11h channel change announcements affect both wireless clients and Ruckus mesh nodes in the 2.4 GHz
and/or 5 GHz bands.

Initially (in the first 30-60 minutes) there will be more frequent channel changes as ChannelFly learns the environment. However, once an AP has
learned about the environment and which channels are most likely to offer the best throughput potential, channel changes will occur less
frequently unless a large measured drop in throughput occurs.

ChannelFly can react to large measured drops in throughput capacity in as little as 15 seconds, while smaller drops in capacity may take longer to
react to.
Disadvantages of ChannelFly
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Compared to Background Scanning, ChannelFly takes considerably longer for the network to settle down. If you will be adding and removing APs to
your network frequently, Background Scanning may be preferable. Additionally, if you have clients that do not support the 802.11h standard,
ChannelFly may cause significant issues during the initial capacity assessment stage.

You can enable/disable ChannelFly per band. If you have 2.4 GHz clients that do not support 802.11h, Ruckus recommends disabling ChannelFly for
2.4 GHz but leaving it enabled for the 5 GHz band.

To configure the self healing options:

1. Go to Services & Profiles > Services
2. Review and change the following self-healing options:

e Automatically adjust AP radio power to optimize coverage where interference is present: Enable automatic radio power
adjustment based on Background Scanning

e  Automatically adjust 2.4 GHz channels using

- Background Scanning
- ChannelFly

e  Automatically adjust 5 GHz channels using

- Background Scanning
- ChannelFly

3. Click the Apply button in the same section to save your changes.

FIGURE 203 Enabling ChannelFly
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Self Healing

ZoneDirector utilizes built-in network “self healing” diagnostics and tuning tools to maximize wireless network performance.
Automatically adjust AP radio power to optimize coverage when interference is present.

Clients

Two modes are available to automatically adjust AP channels for self healing and performance optimization. Background Scanning will change AP channel when interference is present. Channelfly
constantly menitors potential throughput and will change channels to learn, optimize throughput and avoid interference

«| Automatically adjust 2.4GHz channels using ChannelFly v
| Automatically adjust 5GHz channels using Background Scanning ¥

Background Scanning Apply
ChannelFly .

Background Scanning

Background scans are performed by APs to evaluate radio channel usage. The process is progressive; one frequency is scanned at a time. This scanning enables rogue device detection, AP

locationing, and self-healing.

«! Run a background scan on 2.4GHz radio every

«| Run a background scan on 5GHz radio every

Apply
To view all WLANs with background scanning off, click here
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Load Balancing

Enabling load balancing can improve WLAN performance by helping to spread the client load between nearby access points, so that one AP does
not get overloaded while another sits idle.

The load balancing feature can be controlled from within ZoneDirector's web interface to balance the number of clients per radio on adjacent APs.
"Adjacent APs" are determined by ZoneDirector at startup by measuring the RSSI during channel scans. After startup, ZoneDirector uses subsequent
scans to update the list of adjacent radios periodically and when a new AP sends its first scan report. When an AP leaves, ZoneDirector immediately
updates the list of adjacent radios and refreshes the client limits at each affected AP.

Once ZoneDirector is aware of which APs are adjacent to each other, it begins managing the client load by sending desired client limits to the APs.
These limits are “soft values” that can be exceeded in several scenarios, including: (1) when a client’s signal is so weak that it may not be able to
support a link with another AP, and (2) when a client’s signal is so strong that it really belongs on this AP.

The APs maintain these desired client limits and enforce them once they reach the limits by withholding probe responses and authentication
responses on any radio that has reached its limit.
Key points on load balancing:
o These rules apply only to client devices; the AP always responds to another AP that is attempting to set up or maintain a mesh network.
e  Load balancing does not disassociate clients already connected.
e Load balancing takes action before a client association request, reducing the chance of client misbehavior.
o The process does not require any time-critical interaction between APs and ZoneDirector.
e  Provides control of adjacent AP distance with safeguards against abandoning clients.

o Can be disabled on a per-WLAN basis; for instance, in a voice WLAN, load balancing may not be desired due to voice roaming
considerations.

e  Background scanning must be enabled on the WLAN for load balancing to work.
To enable Load Balancing globally:

1. Go to Services & Profiles > Services.
2. InLoad Balancing, choose to perform load balancing on either the 2.4 or 5 GHz radio.

3. Enter Adjacent Radio Threshold (in dB), and click Apply.
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FIGURE 204 Enable Load Balancing globally
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To view all WLANs with background scanning off, click here

Load Balancing

Client Load Balancing

Balances the number of clients across adjacent APs.

+| Run load balancing on 2.4GHz radio Adjacent radio threshold{dB)

«| Run load balancing on 5GHz radio Adjacent radio threshold{dB)

Band Balancing

Balances the load on Radios, by distributing the clients on 2.4GHz and 5GHz radios

@) Percent of clients on 2.4GHz radio %

«| Adaptive Band Balancing

Radar Avoidance Pre-Scanning

+ Enable Radar Avoidance Pre-Scanning

To disable Load Balancing on a per-WLAN basis

1. Go to Wireless LANs.

2.  Click the Edit link for the WLAN for which you want to disable load balancing.

3. Click the Advanced Options link to expand the options.

RUCKUS ZoneDirector 10.4 User Guide

Part Number: 800-72474-001 Rev B

Configuring Services and Profiles

Services
InIS sCanning enapies rogue aevice aeteclon, Ar -
Apply
Apply
Apply
267



Configuring Services and Profiles

Services

4.

Select Do not perform load balancing for this WLAN service next to Load Balancing.

FIGURE 205 Disable Load Balancing for a WLAN
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admin

Band balancing balances the client load on radios by distributing clients between the 2.4 GHz and 5 GHz radios.

This feature is enabled by default and set to a target of 25% of clients connecting to the 2.4 GHz band. To balance the load on a radio, the AP
encourages dual-band clients to connect to the 5 GHz band when the configured percentage threshold is reached.
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FIGURE 206 Band Balancing
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Adaptive Band Balancing
This feature enhances the existing Band Balancing feature by allowing client redistribution dynamically after association, rather than only once

during the initial association.

Using the Adaptive Band Balancing feature, ZoneDirector attempts to dynamically balance clients between the 2.4 and 5 GHz radios and thereby
provide better Wi-Fi service to clients with weaker signals.

Many wireless clients tend to connect to the 2.4 GHz radio even when they are capable of connecting to the 5 GHz radio (which results in over-use
of the 2.4 GHz band and underutilization of the 5 GHz band). There are several reasons for this:

e  APs band balance clients at association time. At association, an AP may miss some clients because it does not know if the client is 5 GHz
capable or not.

e  Some clients do not respond to association-time Band Balancing.

e  Many clients have a weak initial signal (far away from AP) and can only communicate with the 2.4GHz radio.

Adaptive Band Balancing attempts to mitigate these problems by employing BSS Fast Transition (802.11r) to encourage to clients to switch to the 5
GHz radio when appropriate.

Radar Avoidance Pre-Scanning

The Radar Avoidance Pre-Scanning (RAPS) setting allows pre-scanning of DFS channels in the 5 GHz band to ensure the channel is clear of radar
signals prior to transmitting on the channel.

If a channel is blocked by this feature, it will be listed as “DFS Block Radar” in the AP monitoring page. This setting affects select outdoor dual band
802.11n AP models only and has no impact on APs that do not support the feature. The option will also only be available if the Country Code
settings are configured to allow use of DFS channels (see Setting the Country Code).
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AeroScout RFID Tag Detection

AeroScout Tags are lightweight, battery-powered wireless devices that accurately locate and track people and assets.

AeroScout Tags, which can be mounted on valuable equipment or carried by personnel, send periodic data to the AeroScout Engine, the software
component of the AeroScout visibility system that produces accurate location and presence data. If you are using AeroScout Tags in your
organization, you can use the APs that are being managed by ZoneDirector to relay data from the AeroScout Tags to the AeroScout Engine. You only
need to enable AeroScout tag detection on ZoneDirector to enable APs to relay data to the AeroScout engine.

To enable AeroScout RFID tag detection on ZoneDirector:

1. Go to Services & Profiles > Services.

2. Scroll down to the AeroScout RFID section (near the bottom of the page).
3. Select the Enable AeroScout RFID tag detection check box.
4

Click the Apply button in the same section to save your changes.

ZoneDirector enables AeroScout RFID tag detection on all its managed APs that support this feature.

NOTE
Tag locations are not accurate if the 2.4 GHz band is noisy or if the AP setup is not optimal (according to AeroScout documents). For more
information on AeroScout Tags and the AeroScout Engine, refer to your AeroScout documentation.

Ekahau Tag Detection

Utilizing Wi-Fi wireless network as an infrastructure, the Ekahau Real Time Location battery-powered devices that can be mounted on equipment or
carried by personnel, and send out periodic Ekahau Blink frames. Wi-Fi Access Points receive and forward the Ekahau Blink frames to the Ekahau
RTLS Controller, which calculates accurate locations for the tags.

To enable Ekahau tag detection on ZoneDirector:

Go to Services & Profiles > Services.

Scroll down to the Ekahau Settings section (near the bottom of the page).

1

2

3. Select the Enable Ekahau tag detection check box.

4.  Enter the Ekahau Controller IP address and Ekahau Controller Port.
5

Click the Apply button in the same section to save your changes.

ZoneDirector enables Ekahau tag detection on all its managed APs that support this feature.

Active Client Detection

Enabling active client detection allows ZoneDirector to trigger an event when a client with a low signal strength joins the network.
To enable active client detection:

1. Go to Services & Profiles > Services, and scroll down to the Active Client Detection section.
2. Click the check box next to Enable client detection ... and enter an RSSI threshold, below which an event will be triggered.

3. Click Apply to save your changes.

A low severity event is now triggered each time a client connects with an RSSI lower than the threshold value entered. Go to System > All Events/
Activities to monitor these events.
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Tunnel Configuration

Only WLANs with Tunnel Mode enabled are affected.

See Advanced WLAN Options on page 71 in the WLAN configuration section for information on enabling Tunnel Mode.
To configure data encryption and filtering for tunneled WLANSs:

1. Go to Services & Profiles > Services
2. Scroll down to the bottom of the page and locate the Tunnel Configuration section.
3. Enable the check boxes next to the features you want to enable.

e Enable tunnel encryption for tunneled traffic: By default, when WLAN traffic is tunneled to ZoneDirector, only the control traffic is
encrypted while data traffic is unencrypted. When this option is enabled, the Access Point will decrypt 802.11 packets and then use
an AES-encrypted tunnel to send them to ZoneDirector.

e  Block multicast traffic from network to tunnel: Prevents [all/non-well-known] multicast traffic from propagating on the tunnel.

e  Block broadcast traffic from network to tunnel except ARP and DHCP: Prevents all broadcast traffic other than Address Resolution
Protocol and DHCP packets.

e Enable Proxy ARP of tunnel WLAN with rate limit threshold __.: Reduces tunnels. When ZoneDirector receives a broadcast ARP
request for a known host, it acts on behalf of the known host to send out unicast ARP replies at the rate limit it will forward it to the
tunnel to all APs according to the rate limit threshold set in the Packet Inspection Filter (see Packet Inspection Filter on page 272).

4. Click Apply in the same section to save your changes.

FIGURE 207 Set tunnel configuration parameters for all WLANs with tunnel mode enabled

n Info Enable Ekahau tag detection

2 ZoneDirector... Ekahau Controller IP Address* 192.168.1.1
- - Ekahau Controller Port* 8569
Version: L 1

Apply

Active Client Detection

The ZoneDirector monitors the currently active clients and will trigger a warning event when the active client's rssi is under the threshold

Enable client rssi detection with a threshold of

Apply

Tunnel Configuration

Enable tunnel encryption for tunneled traffic.

| Block multicast traffic from network to tunnel.

Block broadcast traffic from network to tunnel except ARP and DHCP.

Enable Proxy ARP of tunnel WLAN rate limit threshold (Range: 0 ~ 3000 pkis/sec)

Apply

Packet Inspection Filter

Enable Neighbor Discovery Packets (ARP and ICMPv6 Neighbor Solicit) rate limit threshold (Range: 0 ~ 3000 piisisec)

Apply
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Packet Inspection Filter
The Packet Inspection Filter (PIF) allows configuration of rate limits for broadcast neighbor discovery (IPv4 Address Resolution Protocol and IPvé
Neighbor Solicit) packets. The PIF rate limiting threshold affects the following services:
®  ARP Broadcast Filter for Mesh links (see Optional Mesh Configuration Features on page 391)
®  Proxy ARP for WLAN interfaces (see Advanced WLAN Options on page 71 under Creating a WLAN)
®  Proxy ARP for Tunneled WLANSs (see Tunnel Configuration on page 271)
When Proxy ARP or ARP Broadcast Filter services are enabled, the AP attempts to reduce neighbor discovery traffic over the air by replacing

broadcast messages with unicast messages for known hosts. When these packets are received for an unknown host, the Packet Inspection Filter
supplements this functionality by limiting the rate at which these packets are delivered.

FIGURE 208 Packet Inspection Filter

Enable Ekahau tag detection

Ekahau Controller IP Address™ | 192.168.1.1 ‘

Ekahau Controller Port* | 8569 ‘

Apply

Active Client Detection

The ZoneDirector monitors the currently active clients and will trigger a warning event when the active client’s rssi is under the threshold,

Enable client rssi detection with a threshold of | 5

Apply

Tunnel Configuration
Enable tunnel encryption for tunneled traffic.

# Block multicast traffic from network to tunnel

Block broadcast traffic from netwark to tunnel except ARP and DHCP.
Enable Proxy ARP oftunnel WLAN rate limit threshold | 4 {Range: 0~ 3000 pkisisec)

Apply

Packet Inspection Filter

[#] Enable Neighbor Discovery Packets (ARP and ICMPvE Neighbor Solicit) rate limit threshold | 1 ([ange: 0~ 3000 pkis/sec)

Apply

Configuring Wireless Intrusion Prevention

ZoneDirector provides several built-in intrusion prevention features designed to protect the wireless network from security threats such as Denial of
Service (DoS) attacks and allow you to customize the actions to take and the notifications you would like to receive when each of the different
threat types is detected.

DoS Protection

Two options are provided to protect the wireless network from Denial of Service attacks.
To configure the DoS protection options:

1. Go to Services & Profiles > WIPS & Rogue Devices
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2. Inthe Denial of Service (DoS) section, configure the following settings:
o  Protect my wireless network against excessive wireless requests: If this capability is activated, excessive 802.11 probe request
frames and management frames launched by malicious attackers will be discarded.

e  Temporarily block wireless clients with repeated authentication failures for [ ] seconds: If this capability is activated, any clients that
repeatedly fail in attempting authentication will be temporarily blocked for a period of time (10~1200 seconds, default is 30). Clients
temporarily blocked by the Intrusion Prevention feature are not added to the Blocked Clients list on the Services & Profiles > Access

Control page, Blocked Clients section.

3. Click Apply to save your changes.

FIGURE 209 Denial of Service (DoS) prevention options

R% Ruckus™ 201711022 145057 2 7]
ZD1200 admin
Dashboard - - E -
Wireless Intrusion Detection and Prevention System
Denial of Service(DoS)
ZoneDirecior utilizes built-in mechanisms to protect against common wireless network intrusions.
Protect my wireless network against excessive wireless requests
Clients «| Temporarily block wireless clients with repeated authentication failures for seconds
Apply

Rogue DHCP Server Detection

ZoneDirecior can scan the network periedically for rogue DHCP servers
| Enable rogue DHCP server detection
Apply

Intrusion Detection and Prevention
ZoneDirecior uses background scan results to detect rogue 802.11 access points. If the rogue access point is spoofing a managed AP"s SSID or MAC address or is found on the wired network it

will be flagged as malicious. Rogue detection reguires backgroud scanning fo be enabled
| Enable report rogue devices
= Report all rogue devices

Report only malicious rogue devices of type

Intrusion Detection and Prevention

ZoneDirector's intrusion detection and prevention features rely on background scanning results to detect rogue access points connected to the

network and optionally, prevent clients from connecting to malicious rogue APs.
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A "Rogue Access Point" is any access point detected by a ZoneDirector-managed access point that is not part of the wireless network managed by
ZoneDirector.

Rogue devices are detected during off channel scans (background scanning) and are simply other access points that are not being managed by
ZoneDirector (e.g., an access point at a nearby coffee shop, a neighbor's apartment or shopping mall). Typically, rogue access points are not a
threat, however there are certain types that do pose a threat that will be automatically identified by ZoneDirector as "malicious rogue APs." The
three automatically identified malicious access point categories are as follows:

e  SSID-Spoofing: These are rogue access points that are beaconing the same SSID name as a ZoneDirector-managed access point. They pose
a threat as someone may be attempting to use them as a honey pot to attract your clients into their network to attempt hacking or man-
in-the-middle attacks to exploit passwords and other sensitive data.

e  Same-Network: These are rogue access points that are detected by other access points as transmitting traffic on your internal network.
They are detected by ZoneDirector-managed access points seeing packets coming from a 'similar' MAC address to one of those detected
from an over the air rogue AP. Similar MAC addresses are +-5 MAC addresses lower or higher than the detected over the air MAC address.

e  MAC-spoofing: These are rogue access points that are beaconing the same MAC address as a ZoneDirector-managed access point. They
pose a threat as someone may be attempting to use them as a honey pot to attract your clients into their network to attempt hacking or
man-in-the-middle attacks to exploit passwords and other sensitive data.

The last type of malicious rogue device is "User Marked." These are devices that are manually marked as malicious rogues by a ZoneDirector
administrator using the Mark as Malicious button on the WIPS & Rogue Devices page.

To configure intrusion detection and prevention options:
1. Go to Services & Profiles > WIPS & Rogue Devices.

2. Inthe Intrusion Detection and Prevention section, configure the following settings:
e Enable report rogue devices: Enabling this check box allows ZoneDirector to include rogue device detection in logs and email alarm

event notifications.

- Report all rogue devices: Send alerts for all rogue AP events.
- Report only malicious rogue devices of type: Select which event types to report.

o  Protect the network from malicious rogue access points: Enable this feature to automatically protect your network from network
connected rogue APs, SSID-spoofing APs and MAC-spoofing APs. When one of these rogue APs is detected (and this check box is
enabled), the Ruckus AP automatically begins sending broadcast de-authentication messages spoofing the rogue’s BSSID (MAC) to
prevent wireless clients from connecting to the malicious rogue AP. This option is disabled by default.

3. Click the Apply button in the same section to save your changes.
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FIGURE 210 Intrusion Detection and Prevention settings

Rogue DHCP Server Detection
ZoneDirector can scan the network periodically for rogue DHCP servers

+ Enable rogue DHCP server detection

Apply

Intrusion Detection and Prevention

ZoneDirector uses background scan results to detect rogue 802.11 access points. If the rogue access point is spoofing a managed AP’s SSID or MAC address or is found on the wired networl,it
will be flagged as malicious. Rogue detecfion requires backgroud scanning to be enabled.
 Enable report rogue devices
= Reportall rogue devices
Report only malicious rogue devices of type
SSID-Spoofing Same-Network MAC-Spoofing User-Blocked

Protect the network from malicious rogue access points.

Apply

Currently Active Rogue Devices

MAC Address Device Name Location Channel Radio Type Encryption SSID Last Detected
DHCP R
g fa8fca733e:07 2 802.11gin AP Open 2017/11/22 07:21:08
U 3c7a8a7edebd 1 802.11g/in AP Encrypted ARRIS-DEBA 2017111122 14:44:25
g TD052 e 1200 149 802.11a/n  malicious AP (Same-Network)  Encrypted Unleashed 2017/11/22 14:54:08

See Detecting Rogue Access Points on page 374 for more information on monitoring and handling rogue devices.

Rogue DHCP Server Detection

A rogue DHCP server is a DHCP server that is not under the control of network administrators and is therefore unauthorized.

When a rogue DHCP server is introduced to the network, it could start assigning invalid IP addresses, disrupting network connections or preventing
client devices from accessing network services. It could also be used by hackers to compromise network security. Typically, rogue DHCP servers are
network devices (such as routers) with built-in DHCP server capability that has been enabled (often, unknowingly) by users. ZoneDirector has a
rogue DHCP server detection feature that can help you prevent connectivity and security issues that rogue DHCP servers may cause. When this
feature is enabled, ZoneDirector scans the network every five seconds for unauthorized DHCP servers and generates an event every time it detects
a rogue DHCP server.

The conditions for detecting rogue DHCP servers depend on whether ZoneDirector's own DHCP server is enabled:
e |[f the built-in DHCP server is enabled, ZoneDirector will generate an event when it detects any other DHCP server on the network.

e If the built-in DHCP server is disabled, ZoneDirector will generate events when it detects two or more DHCP servers on the network. You
will need to find these DHCP servers on the network, determine which ones are rogue, and then disconnect them or shut down the DHCP
service on them.

The Rogue DHCP Server Detection feature is enabled by default. If it is disabled, use the following procedure to re-enable:

To enable rogue DHCP server detection on ZoneDirector (enabled by default):
1. Go to Services & Profiles > WIPS & Rogue Devices.
2. Inthe Rogue DHCP Server Detection section, select the Enable rogue DHCP server detection check box.

3. Click the Apply button that is in the same section.
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You have completed enabling rogue DHCP server detection. Ruckus recommends checking the System > All Events/Activities page periodically to
determine if ZoneDirector has detected any rogue DHCP servers. When a rogue DHCP server is detected, the following event appears on the All
Events/Activities page:

Rogue DHCP server on [IP address] has been detected.

If the check box is cleared, ZoneDirector will not generate these events.

NOTE
Rogue DHCP server detection only works on the ZoneDirector's management IP subnet.

DHCP Relay

ZoneDirector's DHCP Relay agent improves network performance by converting DHCP broadcast traffic to unicast to prevent flooding the Layer 2
network (when Layer 3 Tunnel Mode is enabled -- DHCP Relay only applies to Tunnel Mode WLANS.)

Typically, when mobile stations acquire IP addresses through DHCP, the DHCP request and acknowledgment traffic is broadcast to any devices in the
same Layer 2 environment. With Tunnel Mode WLAN:S, this traffic flood is wasteful in terms of bandwidth and computing power. When DHCP Relay
is enabled on a WLAN, the ZoneDirector relay agent converts DHCP Discover / Request traffic to unicast UDP packets and sends them to the DHCP
servers, then delivers DHCP Offer / Ack messages from the DHCP server back to the client.

The traffic flow is as follows:
1. Client sends DHCP discover broadcast.
2. AP tunnels this DHCP discover frame to ZoneDirector.

DHCP Relay Agent sends unicast DHCP discover packet to DHCP server.

>

DHCP server sends DHCP offer to Relay Agent on ZoneDirector.
5. ZoneDirector sends DHCP Offer back to the AP.
6. AP sends this Offer to client.

By reducing broadcast flooding, this option allows for higher client capacity in tunneled WLANs designed for VolP phones, for example. It also allows
for DHCP discovery across multiple subnets and limits DHCP broadcasts to the client's AP tunnel and radio.

To configure DHCP Relay for tunneled WLANSs:

1. Go to Services & Profiles > DHCP Relay.
2. Click Create New.

3. Enter a Name and IP address for the server.
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4. Click OK to save your changes. The new server appears in the list.

FIGURE 211 Creating a DHCP Relay server
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Dashboard DHCP Relay

DHCP Servers

This table lists external DHCP servers for the DHCP Relay Agent

Clients Name Description

Troubleshooting

Create New

Narme® [ew ram

Description |

IP Address

Create New Delete

To enable DHCP Relay for a WLAN:

Go toWireless LANs.

1

2. If creating a new WLAN, click Create New. Otherwise, click Edit for the WLAN you want to configure.
3. Under Advanced Options, when Tunnel Mode is enabled, the DHCP Relay option becomes available.
4

Configuring Services and Profiles
DHCP Relay

admin -

Actions

Under DHCP Relay, select Enable DHCP relay agent with __ DHCP server and select the server you created earlier from the list.
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5. Click OK to save your changes.

FIGURE 212 Enabling DHCP Relay agent for a Tunnel Mode WLAN

ﬁnuclf o -

Create WLAN %
Per STA rate limiting will not work if SSID rate limiting is enabled.
Group
Multicast Filter: || Drop multicast packets from associated clients
Access Points
I -
VLAN Pooling: VLAN Pools List Create a New VLAN Pool
(When set VLAN Peoling, Must dissble device policy) Clients
AccessVLAN: yiANID ¢ Enable Dynamic VLAN z
Clients
Hide SSID: || Hide SSID in Beacon Broadcasting (Closed System)

Troubleshootis

Tunnel Mode: |« Tunnel WLAN traffic to ZoneDirector

(Recommended far ValP clients and PDA devices.)

Services & Prof =
DHCP Relay: nable DHCP relay agent

System Background Scanning: || Do not perform background scanning for this WLAN service.

(Any radio that supparts this WLAN will not parform background scanning)
Administer Load Balancing: |« Do not perform client load balancing for this WLAN service.
(Applies to this WLAN only. Load balsncing may be active on other WLANS)
€@ systeminfo Band Balancing: [« Do not perform Band Balancing on this WLAN service.
(Apphies fo this WLAN only. Band Balancing might be enabled on other WLANS)

Biaw Clinnte: - .

Bonjour Gateway

Bonjour is Apple's implementation of a zero-configuration networking protocol for Apple devices over IP. It allows OS X and iOS devices to locate
other devices such as printers, file servers and other clients on the same broadcast domain and use the services offered without any network

configuration required.

Multicast applications such as Bonjour require special consideration when being deployed over wireless networks. Bonjour only works within a
single broadcast domain, which is usually a small area. This is by design to prevent flooding a large network with multicast traffic. However, in some
situations, a user may want to offer Bonjour services from one VLAN to another.

ZoneDirector's Bonjour Gateway feature addresses this requirement by providing an mDNS proxy service configurable from the web interface to
allow administrators to specify which types of Bonjour services can be access